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@ Introduction

Welcome to the Sentriant NG Manager User Guide. This user guide gives complete instructions for using
Sentriant™ NG Manager. Included are user instructions for everyday tasks and administrator
instructions for configuring and customizing Sentriant NG Manager.

This documentation uses the following conventions:

Menu tabs and subtabs used to access screens are shown in bold separated by a greater than symbol.
For example instructions for how to get to the Monitoring Sources Panel, which is accessed by first
clicking the Monitoring tab, then the Network subtab, and then selecting Sources will be shown as
Monitoring > Network > Sources in the documentation.

Installing Sentriant NG Manager

You must install the Sentriant NG Manager either from the CD that was shipped with your Sentriant
NG, or by logging in to the Extreme Networks® support site and downloading the Sentriant NG
Manager software.

To install the Sentriant NG Manager:
Insert the CD and follow the on-screen instructions for installing the Sentriant NG Manager.
or

Bring up a web browser and enter the URL for the Extreme Networks Support site. Follow the
instructions for downloading and installing the Sentriant NG Manager.

NOTE

You can download the installer, save it locally and perform the install to reduce network traffic. After downloading,
double-click ExtremeConsole_windows_Installer.exe

NOTE

You do not need to install any other software. A Java virtual machine is included with this download.

Follow the on-screen instructions.

Getting Started

Extreme Networks provides an online help system where you can find information for using Sentriant
NG Manager.
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Running Sentriant NG Manager

You start Sentriant NG Manager just as you would any software application.

To start Sentriant NG in Windows:

Choose Start > Programs > Sentriant Manager > Sentriant Manager.

Log In to Sentriant NG Manager

To login to Sentriant NG Manager, you will need to be a user of the system and have the IP Address of
a Sentriant NG which you will be connecting to.

To login to Sentriant NG Manager:
From the Sentriant NG Manager Login screen, do the following.

e Type in the Sentriant NG IP Address and port number separated by a colon.
Example: http://192.168.65.2:22

NOTE

If the Sentriant NG resides in a Network Address Translation (NAT) environment, the NAT port assigned to the
Sentriant NG must be specified when logging in. By default the port number is 22 and may be excluded in non-
NAT environments.

e Type in admin as the user name
Example: admin

e Enter the admin password
Example: ******

e Select the Remember Settings radio button and click Login.

Lﬁsmttwiﬁam r Login

‘networks:

Wersion: 2,5,0-5409 Copyright {c) 2004-2008, Extreme Metworks, Inc,

Appliance IP Address(:port): | 192,168.21.59 |

Username: | admin |

Password: | * |
1

Remember Settings
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NOTE

Selecting Remember Settings will save the Sentriant NG IP Address, username, and password.

Using the Online Help System

Sentriant NG Manager also includes complete documentation in a Java-based help system. The
Sentriant NG Manager Help system includes all of the information in this User Guide.

Online Help provides three ways of locating information. The Contents and Index links let you find
general information, and the Search link lets you look up specific words or phrases.

To start online Help:

From the File Menu, choose Help > Sentriant Help.
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‘ Overview

This chapter provides information about the Sentriant NG Manager interface and its tools for locating,
organizing, and displaying information. Consult the topics in this section to find out more about
Sentriant NG Manager’s Menu Bar, Status Bar, General Status Bar, the Folder List, the Information Panel
and the Navigation Bar. This section also includes topics on customizing elements of the interface.

Navigating the Sentriant NG Manager

The Sentriant NG Manager provides a variety of standard navigation tools for finding your way around
and locating information you need quickly. You can customize views to suit your need or hide them to
save space.

The first time you start the Sentriant NG Manager, you will see the Configure Overview screen, which
displays a quick-start procedure on creating and saving a segment configuration. You will also see the
screen components and navigation tools as follows:

Menu Bar
Status Bar
General Status Bar

Folder List

Information Panel

Navigation Bar

Menu Bar

Clicking an item on the Menu Bar opens a drop-down menu of commands. Clicking a menu command
either carries out the command or opens a sub-menu or dialog box with additional choices. An arrow
symbol next to a command signifies a sub-menu; an ellipsis ( ... ) signifies a dialog box.

E Sentriant Manager - AUS001(192,168,21,59) User Role: Admin

Fie View Monkor Events Reports View Config Edit Config Appliance Help
e L e am

Some menu commands turn a view off and on. A check mark next to the menu command indicates that
the setting is currently active.

E|Sentriant Manager - AUS001(192.168.21.59) User, Role: Admin
G°W Yiew Monitor Events Reports  View Config  Edit Config  Appliance  Help
Edit Config Load from

User Preferences
Close: ViewSave Changes
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In addition to the pull-down menus on the Menu Bar, shortcut menus are available on certain screens
which give you quick access to common commands for a particular context.

Shortcut menus are activated by clicking the right mouse button when the mouse pointer is positioned
over an item in a list or in a particular area of the screen. Clicking a command on a shortcut menu will
apply to the currently selected list item or the part of the screen where the pointer is resting.

E Sentriant Manager - AUS001(192,168.21,59) User Role; Admin
Fie View Monkor Events Reports View Config Edit Config Appliance Help

1
Monitor | Events | Repoits | View Config| Edt Config | ppliance 1

: |
Menitoe Sounces v 33

A-Network Activiy @ Defaul | [ QTagl102)18939527. Atboiviy | [ Petesh 4

¥ |Ruls T |SourcsIP Time

Targets
/' TooMany ... [ 192.168.101 100 e (531 /200
#Across All Segments
G Ta History

Trends

&, Ping Flood 1] 19216821 64 1 Unguate.., Deceive

Addiess Space

lacnic

- Access Activity

IP iddress Lookup ripe .

—_———— r—— y|  afmic 4
General v Response p|  apnic

samspade 3

I (] 19z Evport Detals P Gart

Select Al promere o

MAC: Deselect Al R1 ocg

Start Tue 05/, v Detals |

 Targets r{

SN U 2 1

Last Traffic: Tue oE TR

s P 1 - ¥ P g . P »

Status Bar

The Status Bar at the top of the screen provides real-time status information about current network
threats and potential threats, and it alerts you to network security issues that require attention. The
Sentriant NG appliance supports up to 32 network segments. A scroll bar appears if there are additional
network segments that are out of view in the Status Bar.

The Status Bar is always active while the user is logged into the Sentriant NG Manager. Each status
object contains active statistics displaying the number of sources and targets that are currently being
tracked as threats, suspects and watches in each network segment. The statistics also reflect each Threat
priority level and Network Segment status, as shown in the following Status Bar graphic.

E Sentriant Manager - AUS001(192.16B.21.59) User Role: Admin Status Bar
Fle View Monkor Events Reports ‘ew Config EdtConfig Apphance Help

Select a Segment Set to be displayed in the Status Bar. The Segment Set's segments will
be displayed in the Status Bar. Selecting All Segment Sets displays all Segment Sets
with threat counts summed for each Segment Set.

In the Status Bar, selecting a Source from one of the threat trees will display the
Monitoring > Network Activity > Sources Panel filtered to the selected segment and
threat priority.
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In the Status Bar, selecting a Target from one of the threat trees will display the
Monitoring > Network Activity > Targets Panel filtered to the selected segment and
threat priority.

General Status Bar

The General Status Bar displays the status and activities for the appliance health, segments, and events.

E Sentriant Manager - AUSOD1 (192.168.21.59) User Role: Admin =)

Fle View Montor Events Reparts WiewConfig EdtConfig Apphance Help

1410
A

< >

Monkor | Events | Repotts | View Cordig| Edt Cocfig| Applance

Moritol Sources ~w 4p0E0OX
-Hetwotk Actidy Disengage ) | G Defouk v [ atagion 1693982 v AbActiviy v [ Feiwsh | [ ) [ oot
= v [Rue T |soucelp Tive Targets | Segrent | Respo.. || T [ Target 1P ¥
Targets —L
o / TooMany ... [ 192.168.101.100 Tue 05/31/200... 101  QTagl... Deceive |INREAC Q] 4
0 Frgfoed  [1] 121682164  TueOS/ZL200501.1  Unpscte.. Deceive 152168102159
Addiess Space . ' =
192168102198 »
& Access Ackily - —
Genardl ~
P €] 192168.101.100 Gabeway IP Addiess Galeway MAC
MAC: 1921681021 OOBODOATI51S
Stat Tue 06/31/2005 013323 FM
Last Tatfc Tus 05/31/2005 0227308 FM

General Status Bar

LE & ©, %2 [05/31/200513 25 Coordnated Urwversal Time. Results: group=Segment Set Defaull segmeri= Segrients 797800293, pioiity= Al Ackivity. 27100 D

The icons will change based on the type of current activity described below:

The Sentriant NG appliance icon represents the rolled-up operating status for all Sentriant NG
appliance(s) within the Fabric. If an error or warning is encountered with an appliance, the icon will
change accordingly displaying the highest severity. For example, a fabric is made up of four (4)
appliances. One has an error and another has a warning. The icon displayed in the panel will show that
there is an appliance with an error since it is a higher severity. Clicking on the icon will take you to the
Fabric > Health page which displays all appliances within the fabric. The appliance states are described
below:

[@A-w  The Sentriant NG appliance is operating normally

wming  There is a warning with the Sentriant NG appliance
E B There is an error with the Sentriant NG appliance
[E L The Sentriant NG appliance is off

The Segment icon represents the rolled-up operating status for all segments within the Fabric. If a status
change occurs with a segment, the icon will change accordingly displaying the highest severity. For
example, a segment has been blocked. The icon displayed in the panel will show that there has been a
change in status to a segment. Clicking on the icon will open a dialog with the affected segments.
Clicking a segment in the list will take you to the Edit Config > Network > Segments page.

The segment states are described below:

o The segment is operating normally and configured
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& There is a conflict with segment configuration
The segment is disengaged
The segment is disengaged and has a conflict
e The segment is blocked
Py The segment is blocked and has a conflict
o The segment is disabled

@ The segment is disabled and has a conflict

. The segment is unconfigured

a The segment is unconfigured and has a conflict

% Clicking on the Events icon takes the user to the Events Panel.

% Indicates a configuration change is pending. Configuration changes are kept locally until an

administrator persists the changes to the Sentriant NG appliance.
% No pending configuration changes.

Additional items in the General Status Bar are the General Status Messages text and Context-Sensitive
Help button. The General Status Message displays a textual representation of the filtering done by the
Action Bar located in the Information Panel. For the example below, a query or filter on Laptops group,
Laptops0 segment and All Threats were selected as the priority. At the end of the message is the
number of threat sources and targets from the Status Bar. Clicking the Help button brings up context-
sensitive help screens for the displayed panel.

Tab and Folder List

The Tab and Folder List is a tabular list with a hierarchical structure graphically representing the
categories of Sentriant NG Manager data. When you select a tab and open a folder, the Information
Panel displays the folder contents. For Windows, a plus sign ( + ) next to a folder icon indicates a closed
folder; a minus sign ( - ) indicates an open folder.
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E Sentriant Manager - ALS001(192.16B.21.59) User Role: Admin r;l@@

Fle Yiew Monkor Everts Reports YiewConfig EGR Config Apphance Help

< >

Vicrwiar | Events | Repotts | View Conlig| Edl Corfig| Appiance] |

Moritol Sources ~w 4p0E0OX
-Hetwotk Actidy Disergage | | G5 Detauk «|[ ) aTas0z11893%0.. v A1 Aty v Expart
m v |Rue T |soucaip | Tive Tasgets | Segrent | Respa._ [T ‘mw Pr |
Targets
i / TooMany ..} 132.168.101.100 Tue 05/31/200.. 101  OTagl... Decsive | NRC L] 4
0 PrgFbod  [1] 1921682164  TusOSA1Z200501..1  Ureiots.. Decsive 1921168 102139
Addiess Space - =
192168102198 v
- Actone i I Tab and Folder List
Gene
1P €| 192168101100 Gateway IP Address Gabeway MAC

MAC 1921681021 0080D0E71515
Start Tue 05/31/2006 01:33.23 PM

Last Traific: Tue 05/31 /2005 02 23.08 FM

E & ©y, 92 [05/31/2005 1928 Coordnated Linrversal Time Results: group=Segenert St Defaull, sepments Segments -T9780293, prioity= ANl Activily. 2/100

Information Panel

The large area that occupies most of the program window is the Information Panel which displays the
contents of an open folder. Each folder has a corresponding panel that provides menus and tools
specific to the tasks that you may need to perform while working in that panel.

Selecting a tab and then clicking a folder in the Folder List displays one of the following panels:

e Monitoring - displays threats and address space information. From this panel you can manage/
mitigate the threats detected on configured segments within groups.

e Events - displays a log of events over time for the Sentriant NG appliance, Audit or configuration

activities, Grid such as new appliance added, and Threat Sources events such as source start and end

times and threat escalations.

e Reports - displays a daily or weekly System Overview Report of activity on one or all network
segments over a specified time period.

e Configure - displays configuration capabilities and allows administrators of the Extreme Sentriant
NG appliance to perform the following configuration services access, alerts, deception, create and
configure groups, and create rules.

e Appliance - displays information about the Sentriant NG appliance's health and working status.
Maintenance activities can be performed from this panel to include, disengage and engage, delete
the appliance (connectively, not physically) from the network, and restore default configuration.
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E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

%, Default
1 A, 101 14 1m
il &
1A 1A
A A
141 1M1
< >
Monit " - - - i
onitor | Events | Reports | View Config | Edit Config| Appliance: Information Panel
Wanitar Sources viw 4O xOX
-Hetwork Activily @ Defaul + |3 aTagoz) 189393 All Activiy v
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r T |Source P Time Targets | Segment | Respo... || T hargel IPY ] |
192.168.101.100 Tue 05/31/200... 101  QTagl... Deceive jINNIREAI=A=Rul] ud
L, Ping Fload [r] 1927682164 Tue 05/31/200501... 1 Unprate... Deceive | ||| 192168102139
Lepddress Space
| 192168102198
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| 192188102197
e v
General “
1P (e 192168101100 Gateway IP Address |Galeway MAC
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Each view summarizes the major properties of the items shown. Since the views are dynamic, they are
updated to reflect any changes in an item's status, response, or other properties.

Panel Navigation Bar

The Panel Navigation Bar provides a means of changing the way panels are displayed within the
Information Panel. A drop-down list keeps track of opened category panels. Controls for changing
information panels are provided and determine how the panels are displayed. Panels can be turned off,
tiled or displayed singularly.

E Sentriant Manager - AUSO01(192.168.21.59) User Role: Admin FE®

Fle Wew Mortor Events Reports View Corfiy Edk Confi) Apphance Help

Panel Navigation Bar

Monitor | Eveniz | Reputs | View Conlig| Edi Config| Applance
Moriton {Bouce: ~ ¥ 4p0 8 0OX
-Hmork Activy Disengoge | |G Delauk || [C3 GTagl102) 185399 . 1w Al Actviy v | Refiesn
m Rus T |souwcep Timse & Targets | Segrmect | Respo_ [ [T |Ialga| Pr ‘
Tangets |
i ~.[ 132.168.101.100 Tue 05/31/200... 101  QTagl... Deceive | RCAC T s
1ends
i, PrgFbod (1] 1921682164  Tus0S/31/200501..1 Unpicte. Deceive 152168702199
Addess Space -
182168102198
$-fccess Ackvi .
192168102197
‘‘‘‘‘‘‘ . b
General -
3 €| 152168.101.100 Goteway IP Adcress Gotoway MAC
MaC 1921681021 00800097:1515
Stast Tuss 06/31/2005 01:33.23 P4
Lest Tralfc Tuss 05/31/2005 02 2308 P
3 @ . % [573172005 195 Coudmated Uriversal Tne Riesus: roup=Segment Set Defaul zagmer= Segmars -77800293, prinrtye AllActivt. 21100 Hep
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Targets o |

Drop-down list of opened panels. Selecting a panel from the drop-down list will

display that panel.
e Indicates the logical ordering of panels under the current top-level node.
o Click the right or left arrow to scroll forward or backward through the panels.

panel marked as 'keep' will be displayed in the panel workspace.

activity across multiple segments on the screen at once.

! Click the icon to maximize or minimize the panel.

X Click the icon to close the panel.

Customizing the Screen

Keeps the current panel active when you navigate to another panel. When selecting Tile, the

Click the Tile icon to tile all panels that have been opened. The tile panels button is used mainly
when you are reviewing charts across multiple segments. By tiling the trend charts, you will see

Sentriant NG Manager displays information in the Information Panel as a tabular list of items, along
with their major properties. These properties are arranged in columns that you can sort, hide, resize and

rearrange. Click the links below to learn about:
e Sorting Data

e Showing and Hiding Status Bar

e Showing and Hiding General Status Bar

Sorting Data

Sorting arranges data in a list sequentially according to data values. Data can either be sorted in an
ascending order, for example alphabetical sorts are A to Z and numerical sorts from lowest to highest.

E Sentriant Manager - AUS001(192.16B.21.59) User Role: Admin

Fie View Mordtor Events Reports Yiew Config Edk Confiy Apphance Help
Moridor| Events | Rieports | View Config| Edt Gorlig| Applance
Everns Apphsnce ¥ w2 4pOOX
o Timestarrp Apphance Message & |
ek icos (5/19/2005 221024 AUSO0! locakdomain Coldstast 4
0572002006 21.35.32 AUSDN Jocaidamain ColdStart
05/20/2005 21:35:32 AUSON lecaldamain Control Agent Fully Created
0572002006 21.35.33 AUSO0N locakdonain Theest Assessment Engne hos intiskzed
07202005 17:56:29 AUSON Jocakdomain Theean Assessmen: Engine has shutdown.
052002005 21:35:20 AUSDO! kocaidomain Viacusimed repe_acity_day i 1740
05182005 221024 AUS001 Jocakdomain Vacumed repo_aciivity_day in 248m:
05/19/2006 2210-23 AUS001 locddaman Wacuumed ieped_sctivity_week in 417ms
057202006 21.35.19 AUSDN Jocakdomain Vacisumed repor_activity_week: in 657ms
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Descending sorts are the opposite result with numerical sorts from highest to lowest.
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This can be useful if you wish to group Threat priorities together. For example, by clicking on the
Threat Priority column, all High level threats will be grouped together then Medium, Low, Warning and
SO on.
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Showing and Hiding Status Bar

The Status Bar at the top of the screen provides real-time status information about current network
threats and potential threats, and it alerts you to network security issues that require attention. You can
hide and show the Status Bar as needed while you work.

E Sentriant Manager - AUS001(192.16B.21.59) User Role: Admin Status Bar
Fle View Monkor Events Reports ViewConfig EdtConfig Applance Help

To show or hide the Status Bar:
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1 From the View menu, select Status Bar to hide.

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
Monitor  Evenks Reports  View Config  Edit Config  Appliance  Help

Showing and Hiding General Status Bar

The General Status Bar displays the status of activities for the appliance health, segments, and events.
You can hide and show the General Status Bar as needed while you work.
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To show or hide the General Status Bar:

1 From the View menu, select General Status to hide.

E|Sentriant Manager, - AUS001(192.168.21.59) User Role: Admin

Getting Help

Sentriant NG Manager provides the following options for obtaining on-screen assistance:
® Messages and Tool Tips

e Context-Sensitive Help
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e Sentriant NG Manager Version Information

e Icon Legend

Messages and Tool Tips

Sentriant NG Manager provides brief descriptive messages that indicate what a command will do
before you select the command. One kind of message is the General Status Message, which appears in
the General Status Bar at the bottom of the screen. When you perform a command, the General Status
Message is constructed based on the command. For example, from the Monitor > Network > Sources
panel, a filter on Medium Priority Threats is performed, the General Status Message displays the syntax

of the filter.
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Another type of message is a Tool Tip, a text label describing the function of a toolbar button. Tool Tips
appears when you place the pointer over a button, table field or other type of command or control.
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Fie View Montor Events Reports Vew Config Ede Corfip Apphance Help

Moritor [ Events|| Riepotts | View Conig| Edt Corfig| Applance !
Everts Network Activly ~ oz 4P | Ox i
B
E ‘ vlr...e I:“,iuwe Souce P Reporting Segment | Info |awm | 1
2 A 05N92005223505  ThestDelecled 1921681021  GTog{I02) 224178488 TooMargUnused  Marwal - j
- am e o L1 A 0BNSP006.22.31 15w Thiat Rgleaced  AS=FSSM.100.. AT 2o 1021 224178 Lo Many Jnned™* fupomgtion o | ¥

Context-Sensitive Help

Context-sensitive help is also available for most of Sentriant NG Manager's Information Panels. The
corresponding Help topic displays when you press the Help button located at the bottom right of the

General Status Bar.
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Sentriant NG Manager Version Information

The About command on the Help menu displays the About Sentriant Manager dialog which shows the
version of Sentriant NG Manager that you are using in the title bar of the dialog.

About Sentriant Manager

Serkriant Manager

Version: 2,5.0-5409

Cloak Redirect Module: Disabled

Copyright {c) 2004-2008, Extreme Metworks, Inc,
s, Extremenetworks. com

Icon Legend

An Icon Legend is provided that groups icons relative to their usage (for example, threat priority, group,
configure). A short description follows each icon. You may collapse or expand each group as needed.

To view the Icon Legend:

1 From the Menu Bar, select Help then Icon Legend.
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2 Scroll down the list to see the icon categories.
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Contacting Support
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Please contact Extreme Networks Support by logging in to our Technical Support Portal at https://
esupport.extremenetworks.com/. The portal allows you to search the Extreme Networks
knowledgebase, submit a support incident, and track incidents that your organization has submitted. If
you wish to speak with support representative, call toll free at (800)-998-2408. Before calling, please
create a support incident through the portal and reference the incident number.

If you report an incident with Sentriant NG Manager, please include the following information:

Your name, E-mail, phone and fax number

Sentriant NG Manager Software version number

The make and model of the Sentriant NG appliance

A description of the incident and what you were trying to do

The make and model of the switch connected to the Sentriant NG appliance
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@ Monitor

The Sentriant NG appliance’s Monitor functions let you monitor, track, and manually mitigate
suspicious and potentially threatening network behavior across one or more network segments that are
under the protection of the Sentriant NG appliance. Threat behavior can be monitored whether it
originates from a source inside or outside of the Sentriant NG appliance's protected range.

Clicking the Sentriant NG appliance's Monitor Tab gives you access to Network Activity, a Trend
Chart, Address Space Panel, and Active Sessions. These panels contain information about network
source and target traffic currently being monitored on selected network segments. From these panels,
you can perform specific actions to assess and mitigate potentially threatening network behavior. These
panels are:

Sources - Selecting a Source IP Address displays detailed information about the IP Address, including a
history of any threat and mitigation taken as well as a list of its target IP Addresses within the Sentriant
NG appliance's protected range.

Targets - The Targets panel provides a list of Target IP Addresses for the selected network segment.
Choosing a target displays a list of source IP Addresses that have contacted the target.

Trend Chart - A visual representation of historical network traffic for all Segment Sets or segments over
time. The information can be used to determine threat patterns.

Address Space - The Address Space panel provides a set of detailed state information for a list of IP
Addresses in the selected network segment. You can use this state information to verify that used and
virtual IP Addresses for a segment are allocated as expected. You can also take action from this panel to
add an IP Address as a gateway or to exclude an IP Address from being virtualized.

Active Sessions - Displays a list of active users connected to the Sentriant NG appliance through the
Sentriant NG Manager. Active Session data displayed includes the user's login ID, a time stamp
showing date, time and time zone, and the IP Address of the client connected to the Sentriant NG
appliance.

Status Bar - The Status Bar displays a visual representation of traffic. The view can show all Segment
Sets with segment totals rolled up for each threat priority or by Segment Set with each segment
represented.

Panel Action Bar - Directly above the Sources, Targets, and Address Space panels provides controls for
filtering and modifying actions on currently selected Threats, Suspects, and Watches.

Status Bar

The real-time Status Bar at the top of the Sentriant NG Manager shows currently active Threats,
Suspects, and Watches for all configured network segments contained within Segment Sets and provides
tools and resources that let you monitor and quickly determine the nature of any malicious network
behavior.
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The Status area, which is always active but can be hidden, displays sets of status objects. Status objects
represent network Segment Sets or individual segments that have been configured within the protection
range of the Sentriant NG appliance. Each set of status objects contains active statistics that displays the
number of sources and targets currently being tracked. The statistics also indicate Threat priority levels
and the status of network segments.

The Sentriant NG appliance supports up to sixty-four (64) network segments. The network
administrator can combine the segments to form a Segment Set containing functionally-related segments
usually grouped by VLANSs. Segment Sets are represented by the following icon:

%)

The illustration above displays Segment Sets Qtag(101) and Qtag(102). On initial configuration a
Segment Set named Default is created where discovered segments will be placed. The segments can be
moved according to their functionality. For example, laptops are contained within a Segment Set called
Laptops. Creating Segment Sets that have similar configurations makes threat monitoring and
mitigation more manageable.

Priority Levels

Threat sources that have triggered rules, or that communicate with a target monitored by Sentriant NG
are assigned a priority level. Priority levels are governed by Sentriant NG appliance policies, rules, and
response modes that can be modified or configured as needed to meet network requirements.

The Sentriant NG appliance supports five priority levels:
A Threat High
A Threat Medium

_____ Threat Low

Suspect

Watch

Each object in the Status area includes counters representing the number of hosts that are active at a
given priority level within the network segment that the status object represents. For a given status
object, the left side of the priority level displays the number of sources within that segment at that
priority level. The right side of the status object displays the targets contacted by one or more source(s)
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at the corresponding priority level. A target is displayed only once and is determined by the source that
triggered the highest priority level. For example, a target has traffic from two sources, one source
triggers a medium threat while the other triggers a high threat. The target will only be displayed in the
high threat priority level.

Source(s)

Priority Level

‘ Target{s)
|

41 dhi2e

Status Object

You can obtain more information about sources or targets by clicking on the counter or the Priority
Level Icon. Clicking the sources counter or Priority Level Icon displays sources information while
clicking on the targets counter displays information for targets. This action loads data about the status
objects represented.

View Segments

A drop-down menu at the upper left of the Status Bar contains the list of Segment Sets. Here you can
select to view all Segment Sets or select a specific Segment Set to be displayed in the Status bar. The
segments contained in the Segment Set will be displayed individually. A scroll bar across the bottom
appears if there are additional segments that are out of view in the Status area.

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewents Reports View Config Edit Config  Applisnce  Help

Moritor | Events| Reports| Wiew Config| Edit Config| Appliance }
. 3 :

Querying IP Types

The Status Bar by default displays all IP Types from sources and targets. IP Types are:
Used - IP Address used by host within the protected range

Unused - IP Address within the protected range that is not used by a host

External - IP Address used by host external to the protected range

O B @m 0O

Unprotected - IP Address not in the protected range

It may become necessary to display only certain IP Types for sources and targets to track down a
specific threat pattern.

Clicking the Edit Query button in the Status Bar will bring up the Threat Status Bar Edit Query
dialog.
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Select or unselect the IP Types for sources and targets. For example, to show sources external to the
monitored segment with traffic on all IP Addresses within the segment, select External (external to
segment) for sources and select all of the types for targets.

Action Bar

The Action Bar at the top of the Information Panel contains buttons and drop-down lists that allow you
to perform specific actions on current Threats, Suspects, and Watches.

E|Sentriant Manager, - AUS001(192.168.21.59) User, Role: Admin
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The Disengage button has two states Disengage and Engage. In Disengage mode, it

disables all monitoring and threat mitigation for the selected network segment or all

network segments. In Engage mode, it re-enables all Sentriant NG appliance
monitoring and threat mitigation for the selected network segment or all network segments. At some
times it may become necessary to disengage the Sentriant NG appliance from the network to perform
administrative tasks such as network reconfiguration.

NOTE

It is recommended to Disengage the Sentriant NG appliance rather than shutting down to prevent loss of critical
data.

The selected network segment remains disengaged until one of the following events occurs:
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e The Engage button is invoked
e The Sentriant NG appliance is rebooted

ey~ o] The Segment Sets menu lets you select specific Segment Sets for monitoring or for
mitigation action.

) Loptopso v| The Segment menu lets you select a specific network segment for monitoring or for
mitigation action.

A ean v The Threat Type menu lets you select a specific priority level for monitoring or for
mitigation action.

Refreshes the Sources Panel when filtering on Segment Sets, segments or threats.
Clicking the Edit Query button opens an advanced query dialog where queries can be

performed on Sources, Targets, and Address Space tables. These queries are used in
conjunction with the Segment Select and Priority Select menus to filter information and help you
discover threat-related usage patterns and trends in a network segment or segments. The data fields
that are available in the advanced query menu differ depending on the current panel, however most
functionality remains the same for each.

Data coming from the Sentriant NG appliance is 'live' or streaming data. As threats are
detected, they may be contained and removed based on the rule timeout value.
Clicking the Export button opens a dialog where you can export data from the
Sources, Targets, and Address Space panels. The purpose of the exported data is to keep a log of
network activity and also used as a report to help update rules and identify new threats that have been
detected. The exported data can be saved either as a formatted text file, HTML page or to a Microsoft
Excel spreadsheet.

Network Activity

When a source violates a rule, the source and target IP Address pair is added as a threat. Sources are
displayed in the Sources Panel and Targets displayed in the Targets Panel. Additional information can
be displayed in the Details Panel.

All traffic to and from a monitored host is considered for suspect or threat activity. The Sentriant NG
appliance considers all network traffic it monitors to be a bidirectional communication stream. A single
TCP session between two hosts is considered as a single distinct communication stream within the
Sentriant NG appliance. If the source of the communication stream is suspect or deemed as threatening
behavior based on configured rules, the source is considered a threat to the target and both are
monitored via the Status Bar. Clicking on a source or target in the Status Bar will bring up the Sources
or Targets Panel respectively.

The Sources Panel displays source IP Addresses along with additional information about the rule that
was triggered, the type of IP Address and a date/time stamp when the communication stream was
started. More detailed information can be accessed by activating the Details Panel. You may also access
a list of targets, within the segment, with which the source has communicated.
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NOTE

The Sources Panel shows information for only one segment. In some cases, a source may be contacting targets
across multiple segments. The Details Panel provides a view of targets across all segments.

The Targets Panel displays target IP Addresses along with additional information along with the date/
time stamp and the segment where the target resides. Additional information can be accessed by
activating the Details Panel for targets. You may also access a list of sources that have communicated to
the target and perform mitigation actions.

A Trend Chart provides visual representations of network traffic over time for each Segment Set and is
broken down into each threat priority.

Using the Sources Panel

The Sources Panel displays a list of source IP Addresses that have triggered a threat. Choosing an
individual source gives you the source's IP Address and MAC Address when placing the mouse over
the source. Selecting the source displays a list of the IP Addresses for all of its targets in the Targets list
on the right of the screen.

NOTE

To view source IP Addresses in the Sources Panel, MAC Validation must be turned on for the segment. Turning MAC
Validation on validates the sources MAC address and retrieves the IP Address. If MAC Validation is turned off for the
segment, the source IP Address and MAC address will not be displayed in the Sources Panel. The Sources Panel will
show the source as masked.

The purpose of this panel is to provide detailed information on a source IP Address to determine the
cause of threats. This is accomplished by the following:

e Integrating low-level information such as IP, Port, Packet, and Comm streams into the Detail Views

e Providing a cross-segment view of the threat source spanning all segments

e Providing an ease of use navigation to view detailed data efficiently
From the Sources Panel, you can:

View Source IP Addresses
View Affected Targets
View Source Details

Query Sources

Perform Mitigation Actions

View Source IP Addresses
To display information about Source IP Addresses:

1 Select one of the Segment Sets displayed in the Status Bar.
2 Click on the Segment Name to display a list of active Segments.
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3 Select a Segment to display the traffic on the segment in the Sources Information Panel.

NOTE

You may also use the Navigation Bar on the left of the screen by selecting Sources and using the Action Bar
segment selectors.
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4 To view only the Sources for a Threat Priority, click the Threat Value to the right of the threat.
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For each Source, the following information is displayed:
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e Priority level - Values are High, Medium, Low, Suspect or Watch (see “Status Bar” on page 23 for
more information)

Rule Name - The threat rule name that was triggered

Source State - An icon representing the state or type of Source IP. The states of a source IP are:

O
]
E
o

Used - IP Address used by host within the protected range

Unused - IP Address within the protected range that is not used by a host

External - IP Address used by host external to the protected range

Unprotected - IP Address not in the protected range

All - All IP Addresses

e Source IP Address - NOTE: The MAC address can be viewed by placing the mouse cursor over
the source

NOTE

To view source IP Addresses in the Sources Panel, MAC Validation must be turned on for the segment. Turning MAC
Validation on validates the source’s MAC address and retrieves the IP Address. If MAC Validation is turned off for

the segment, the source IP Address and MAC address will not be displayed in the Sources Panel. The Sources Panel
will show the source as masked.

Date and start time of the event
Number of targets contacted
The Network Segment of the IP Address

Response currently in effect for the source. Response can be one of the following;:

m Cloak - Stops the communication stream to the external host effectively hiding targets from

attacks
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m Snare - Ties up an attack thread so it cannot move to another computer.

m Slow Scan - Increases the time it takes for an external host to scan the monitored network,
causing the attacker to consume time and resources.

m Deceive - Misleads the external host by providing false data about a target

[

Track - Monitors the external host but does not take action

View Affected Targets

To view the IP Addresses of targets affected by the source:

From the Sources Panel, select the row of any Source IP Address.
Click on the Source.

E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

1 /0101
1A TA
1401 1401
< >
Monitar | Events|| Reparts|| View Config| Edit Confia|| Appliance
Monitar Sources vz 4p0O8BOX
7 Network Aetivity % Defaul v || aragnoz1seaea. v || A TheeatHich v
T ‘Huls |T |50urceIF |T|me |Talgels ‘Ssgmenl ‘Hespunse | T |TEIQB| IPT ‘
-Targets
‘ Too Many Unused ﬂ 192168101100 Twe 05/31/200510:44:40 ., 101 QTag(101) 21... Deceive
~Trends
-Address Space MAC:00:60:00:97:15:15
+ Access Activity
E O 9!0 ?&; |05/31f200515:57 Coordinated Universal Time Results: group=Segment Set Default, segment= Segments -797800293, priority= Threat High. 1/100

A list of Targets is shown in the Targets List on the right of the panel.
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E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File View Moritor

Monitar | Events|| Reports

Events

Reports

View Config|| Edit Config | Appliance

View Config  Edit Config  Appliance

Help

Maritor

Metwork, dctivity

-Targets

~Trends

~Address Space

-Aooess Activity

Sources

w22

O nBOX

w C}DT&QHUZHB%SS - ‘Thrsatngh

Source [P

= O @ % (0543172005 1558 Coordinated Universal Time

Segment T |TargetIP ¥

| 132188.102.200
] 192.168.102.199
] 192.168.102.198
| 132188102197
] 192.168.102.196

| 192.168.102.195
Incomplete!

ue 0573142005 10 A

Results: group=Segment Set Default, segment= Segments -797800293, priority= Threat High. 1/100

NOTE

An Incomplete! warning is displayed at the bottom of the Targets List if there are more than 3,500 Target IP
Addresses and it may be necessary to use the Query function to view all Target IP Addresses in groups.

To hide the list of Targets, double-click on a Source and deselect Targets from the popup menu.

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin

File View Monitor Events

Reports

Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

Wiew Config  Edit Config  Appliance

Help

M anitor

=h-Metwork Activity

Targets
1ends
edddress Space

H-docess dctivity

Sources

- O OTag(102) 189395, ‘ Thieat High

Source P

/' TooMany Un._. [l 19216810

E 3 @, % [05/31/2005 1559 Coordinated Universal Time

Segment Response T |TargetIP ¥
IR PRONERTE  Across All Segments ... Deceive J 192.168.102.200 |
50 To Histary [] 192168102199
Lookup »
IP Address Lookup J 192168102138
Threats » [ 19218802197
Respanse 4 [ 19216810219
Export Detail
el [ 132168102135
Select Al
Deselact al | 192168102194 M
Details

Results: group=Segment Sell

3 -797B00293, priarity= Threat High. 1/100
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View Source Details

The Source Details views contain detailed source information to assist in processing source/target threat
information. The Source Details views is grouped by the type of data displayed. The groups are:
General - High level source information including gateways, current and active target counts

IP - Displays Spoofed As information for source IP Addresses

Port - Displays Port information that sources and targets utilized

Packet - Displays detailed packet information

Threats - Displays all triggered rules

Responses - Displays responses taken against a source threat

Across All Segments - Displays a list of targets across all segments contacted by the source threat

General. The General view contains high-level information for a selected source. This information is:
e [P Address of the source

MAC address of the source

Start Activity - Time the source monitoring began

Last Traffic - the last time the source communicated with a Target IP Address

General Table - Displays the Gateway IP Addresses and MAC address where the source originated
from if external or unprotected

To view a source’s general information:

1 Select a source from the Source Panel. (The General Tab is default for the Details view

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

%, Default

1 /4101 14,10

i o
1A 1

Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

Wanitar Sources vz 4p0O8BOX
S5 Network Activiy @ Defaut |3 uTagnuz 18z || A ThieatHigh v

¥ |Rule T |SoucelP Time Targets Segment Response T |TargetIP ¥

/ TooMany Un... [l 192.168.100.... Tue 05/31/2005 10:4... 101 QTag(101] ... Deceive [] 19218102200 &
[] 192168102199
[] 192188102158
[ 192168102197 v

- Targets

i Trends

i Address Space

H-docess dctivity

IP (| 192.168.100.100 Gateway |P dddress ‘Gateway MAC
MAC: 1921681021 00:BO:DO:S7 1515
Start Tue 05/31/2005 10:44:40 AM

Last Traffic: Tue 08/31./2006 1005659 AM

E O q‘o ?@; [UEBT /2005 16:00 Coordinated Universal Time  Results: group=Segment Set Default, seament= Seaments -737800293, priority= Threat High. 1/100

IP. The IP view contains information specific to the number of active and total targets that the source
has communicated with as well as if the source was a spoof IP Address and what IP Addresses were
spoofed as and its origins.
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To view a source's All Target Counts:
1 Select a source from the Source Panel.

2 Select IP from the Details view drop-down list. The first view that displays is All Targets Count.

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

%, Default

141

Y
TA
A

1M1

Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

M anitor

=h-Metwork Activity

- Targets

i Trends

Legddress Space

H-docess dctivity

Sources

- O OTag(102) 189395, ‘ Thieat High

w22

| o) () (ot )

O nBOX

f Too Many Un... E 192.168.101..... Tue 05/31/2005 10:4... 101

Source P

Segment

ATag(101)

... Deceive

T |TargetIP ¥

[] 1927168102200 &
[] 192168102199
[] 192188102158
[ 192168102197 v

Active Targets

Total Targets

Used: ] Used: 1
Unused: Lul Unused: m
Pratected: 0 Protected: 1}
Unpratected: 0 Unpratected: o
Totak Lul Total 10z

E O q‘o ?@; [UEBT /2005 16:01 Coordinated Universal Time  Results: group=Segment Set Default, seament= Seaments -737800293, priority= Threat High. 1/100

On the left side of the view is a list of all Active Targets. Active Targets are sources that are currently
communicating with targets. Each type of target, used, unused, protected, and unprotected quantity is
displayed along with a total of active targets.

On the right side of the view is the Total Targets. The total targets represents the total targets
communicated with by the source since it was first identified.

To view a source’s Spoof Origin Data:

Select a source from the Source's Panel.
Select IP from the Details view drop-down list.

Select Spoof Origin Data from the IP drop-down list.

= W N =

Select an Original IP from the list.
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E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

1 A 101

i

1A

A

1 M40
<

%, Default

141
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1M1

Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

M anitor

=h-Metwork Activity

- Targets

i Trends
i Address Space

H-docess dctivity

Sources

v 2z 4p O BOX
o |[€3 0Taghoz) 185359, +| | gk Thieat High v

v Source [P Segment T |TargetIP ¥

/' TooMany Un... [l 192.168.101....

ue 05/31/2005 10:4... [ 1927188102.200 A
[ 1z1eai02199
[ 192188102198

[ 192168102197 v

P -

Qriginal [P

| Segment | Start:

Last Activity:

3 & . % 053172005 15.01 Coordinated Uriversal Tme

Results: group=Segment Set Default, seament= Seaments -737800293, priority= Threat High. 1/100

Spoofed IP Addresses' origins are displayed in the table along with the segment that was contacted.
Selecting the spoofed IP Address will display the start day, date and time it first contacted a target and
the last activity. One source IP Address may have many origins contacting across multiple groups and
segments. Using this view, you can see where the spoofed IP Address has contacted targets.

To view a source’s Spoof As Data:

= W N =

Select a source from the Source's Panel.

Select IP from the Details view drop-down list.

Select Spoof As Data from the IP drop-down list.

Select a Spoof As IP from the list.Select a Spoof As IP from the list.
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E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

%, Default

1 /4101 14,10
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1A 1
A A
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< >

Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

Wanitar Sources vz 4p0O8BOX
S5 Network Activiy @ Defaut |3 uTagnuz 18z || A ThieatHigh v

v Source [P Segment T |TargetIP ¥

/ TooMany Un... [l 192.168.100.... Tue 05/31/2005 10:4... 101 QTag(101] ... [] 19218102200 &
[] 192168102199
[] 192188102158
[ 192168102197 v

Targets

Deceive
e Trends

i Address Space

H-docess dctivity

P - -

Spoof Az IP |Segment | Start:

Last Activity:

E O q‘o ?@; [UEBT /2005 16:02 Coordinated Universal Time  Results: group=Segment Set Default, seament= Seaments -737800293, priority= Threat High. 1/100

When an IP Address is spoofed, it may have multiple IP Addresses it spoofed as. For example, a source
IP Address of 1.1.1.2 has spoofed IP Addresses of 2.2.2.1,2.2.2.2, 2.2.2.3 and 2.2.2.4. By selecting Spoof
As Data from the IP Details view, each spoofed as IP Address is displayed for that source IP Address
along with the segment contacted. By selecting an IP Address from the Spoof As IP table will display
the start day, date and time it first contacted a target and last activity.

Port. The Port view contains information specific to the number of ports and the type of port that the
source has communicated with including total number of packets and bytes transmitted and received to
the responding targets.

To view the Ports that a source communicated with:

Select a source from the Source Panel.
Select Port from the Details drop-down list.

Select a source from the Source Panel.

= W N =

Select Port from the Details drop-down list.
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E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

%, Default
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Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

Wanitar Sources vz 4p0O8BOX
S5 Network Activiy & Defaut |3 uTagnuz 18z || A ThieatHigh v
Source IP T |Tagetip¥

- Deceive [] 192188 702.200 &
[] 192168102199

Targets

b Trends

Address Space

| 197 1eR 102 192 ¥

#1-Aooess Activity
Prart v
General | Details:
Source Port & |F'rotocol ‘ T |Talget... A|Ta|gel F. |F‘|ol... ‘ Transmit T¥ Received RX
ICKMP [ 1ez1es10. IcMp &
Packet Bytes: 416514 Packet Bytes: 2268
[ 1218810 ICHF
[ ]13278810.. iome T 8 UER v
[ 1ez1es10. ICHP LDP: 1] UDF: 0
[ 1218810 ICHF
ICHP: 416514 ICMP: 2268
|192 168 10 ICup_ ¥

E O q‘o ?@; [UEBT /2005 16:03 Coordinated Universal Time  Results: group=Segment Set Default, seament= Seaments -737800293, priority= Threat High. 1/100

The port and the port's protocol type is displayed in the left-most table for the source IP Address.
Selecting a Source Port displays the Packet Bytes transmitted and received. In addition, the bytes are
broken down into the TCP, UDP and ICMP communication layers.

Selecting a row from the Source Ports table filters the target table.

Selecting a row from the Source Ports table, then selecting a row from the Target Ports table filters the
TX and RX info.
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E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

1 /0101
i
1A
A
1401
< >

Monitar | Events|| Reparts|| View Config| Edit Confia|| Appliance

Mawitor Sources | 2z <} O 88 D X
- Network Activity G+ Defaul v |3 QTag1021189399.. +| |  ThieatHigh v

Source [P Segment Response T |TargetIP ¥
-Targets
Teend / Too Many Un. E 192.168.101.... Tue 05/31/2005 10:4... 0Tag(101) ... Deceive ] 192.188.102.200 ~
i Trends
| 192168102199
Address Space
| 192188102 198 ¥

#-Aocess Activiy
Part ~ | | Source to Target(s) A

General | Details:

Souwrce Port & Fratocol | T |Talgel IP & ‘Tar |F'r... | Transmit T3 Received R¥
192188102100 ICMP &
Packet Bytes:  B174 Packet Bytes: 0
1218810210 ICHMFP
I 192.168.102.102 [Ce o [CE 0
192188102103 ICKMP UDF: 1] UDP: ]
| |182188102.104 ICHMFP
ICHP: E174 ICHP: 0
1197 1RR 107 105 ICMP ¥

E 3 9'0 b3 IUE#31 #2005 16:03 Coordinated Universal Time  Results: group=Segment Set Default, segment= Segments 737800293, priority= Threat High. 14100

To view Port Details:

1 Click the Details tab.

E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help
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Monitar | Events|| Reparts|| View Config| Edit Confia|| Appliance

Monitar Sources vi 4pO8OX
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¥ | Rule T |Source P Time Targets Segment Response T |TargetIP ¥
/' TooMany Un... I 192.168.101.... Tue 05/31/2005 10:4... 101 UTag(101) ... Deceive [ 192168102200 &

| 192168102199

1 199180107 188 ¥

-Targets

i Trends

Lepddress Space

+ Access Activity
Part | | Source ta T arget(s) ~
General| Details
Total TX [% Bytes: 416514 Packets: 9917 Total RX Biytes: 2268 Packets: 54
TCPTX TCFRx
Syn Synd.. Fin RST Push Ak URG  Total Syn Sen.. Fin  RST Push Ack URG Total
0 ] 1] 0 ] 1] 0 ] 0 1] ] 0 1] ] 0 1]
ICMP T ICKP R
Req 9917 Resp... O Dest... O Other: 0 Req O Resp... 54 Dest... O Other: 0
UDF T UDP R
Packets: 0 Packets: 0

E O 0!0 ?&; IDEKN /2005 16:04 Coordinated Universal Time  Results: group=Segment Set Default, segment= Segments -797800253, priority= Threat High. 1/100

Sentriant NG Manager User Guide, Software Version 2.5



The traffic between the selected source and target are displayed showing the count of packet and bytes
transmitted and received. In addition, the bytes are broken down into the TCP, ICMP and UDP
communication layers.

Packet. The Packet view contains specific packet information for the selected Source IP Address. The
total packet count for transmitted and received packet bytes is displayed and the packet count pair for
each port type.

To view Packet Count:
1 Select a source from the Source Panel.

2 Select Packet from the Details view drop-down list. The first view that displays is Packet Count.
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Source [P Segment Response T |TargetIP ¥

/' TooMany Un... B 192.168.101.... Tue 05/31/2005 1 [] 1927168102200 &
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| 1a21en1ns1oe ¥

- Targets

- ~Trends

i Address Space

H-docess dctivity
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Total TX Bytes: 416514 ckets: 9917 Total RX Bytes: 2268 Packets: 54
TCPTX TCP Ax
Syn Synd.. Fin RST Push Ak URG  Total Syn Syn Fin  RST Push Ack URG Total
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ICMP T ICMP Rix
Req 9917 Resp... O Dest... O Other: 0 Req: 0 Resp.. 54 Dest.. O Other: O
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E O O‘o ?@; [DEJ’SUZDDE1B 04 Coordinated Universal Time  Results: group=Segment Set Default, segment= Segments -737800293, priority= Threat High. 1/100

The information displayed is the count of how many packets were sent from that selected Source IP to
the selected Target IP. The information is displayed showing each packet relative to the communication
layer where it was sent and received.

Totals are displayed across the top of the view for the number of bytes and packets transmitted and
received and UDP.

The second row of data shows the number of packets sent and received to the TCP header fields and a
roll-up total for each.

The third row of data shows the number of packets sent and received to the ICMP layer for Requested,
Response and Unread Destination packets and a roll-up total for each.

The last row of data shows the number of packets sent and received to the UDP header.

To view Byte Count:
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1 Select a source from the Source Panel.

2 Select Byte Count from the Details view drop-down list.
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E O q‘o ?@; [UEBT /2005 16:05 Coordinated Universal Time  Results: group=Segment Set Default, seament= Seaments -737800293, priority= Threat High. 1/100

The information displayed is the count of how many bytes were sent from that selected Source IP to the
selected Target IP. The information is displayed showing each byte relative to the communication layer
where it was sent and received.

Totals are displayed across the top of the panel view for the number of bytes transmitted and received.
The second row of data shows the number of bytes sent and received to the TCP header.
The third row of data shows the number of bytes sent and received to the ICMP header.

The bottom row of data shows the number of bytes sent and received to the UDP layer.

Threats. In the Sources Panel, a threat is displayed only once and is determined by the source that
triggered the highest priority level. For example, a source triggers a medium threat and a high threat.
The Source Panel will only displayed in the highest threat priority level. The Threats Detail View
displays all rules and threat type categories that have been triggered by the source.

The administrator has the choice of dismissing threats using two methods. The first is from the Sources
Panel where when selecting a source and right-clicking Threats > Dismiss, all threats for the source are
dismissed. The other method is from the Threats Detail Panel where the administrator can dismiss each
threat singularly.

To view a source’s threats:

1 Select a source from the Source Panel.

2 Select Threats from the Details panel drop-down list.
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All Threat Priorities, High, Medium, Low, and Suspect are displayed for the selected source.
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To dismiss a threat from the Threats Detail Panel:

1 Select a threat from the list in the Threats Detail Panel.
2 Right-click and select Dismiss Threat.
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Responses. This view displays the type of responses to known source threats that have triggered a rule.
For example, a Too Many Unused rule was triggered. The response for this type of rule was set to Cloak

the source threat.

To view the responses to source threats:

1 Select a source from the Source Panel.

2 Select Responses from the Details view drop-down list.
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The Details view displays the type of response, the rule that triggered, how the rule was triggered (that
is, automatically), when the response was started, the date and time the last action was taken against
the threat and the remaining date and time a triggered rule stays active.

Across all Segments. This view displays sources affecting all configured network segments being
monitored within the Sentriant NG appliance. The user will be able to see the sources impact across all
other segments by selecting a source from the Source Panel.

To view a source across all segments:

1 Select a source from the Source Panel.

2 Select Across all Segments from the Details view drop-down list.
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The Details view displays the source IP and MAC address. The table is populated with rules that have
been triggered, the time the rule triggered, number of targets, the segments containing targets and the
response.

Source Actions

The following actions can be performed within the Sources panel. From the Action Bar, you can:
e [Engage and Disengage a segment

o Query segment details
A right-click pop up menu contains the following:

Across All Segments - Opens the Details view with source information spanning across all segments
History - Opens the Events Viewer Panel with history for the selected source

Lookup IP Address on the Web - Opens a web browser to the various IP lookup providers

IP Address Lookup - A tool that returns the host name and IP Address of a source using the client's
DNS

Threat - Escalate and Dismiss - Manually escalate or dismiss a suspect to a threat

Response - Cloak or Uncloak - Cloaks or Uncloaks a source from the communication paths to
protected targets

e Select/Deselect All - Selects/Deselects All source IP Addresses in the source workspace
Disengage and Engage. Upon configuration of a group and segments, the Sentriant NG appliance is

engaged and monitoring all traffic within the protected segment ranges IP Addresses. In some
circumstances it may become necessary to stop monitoring or disengage from a specific segment
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without completely shutting down the Sentriant NG appliance. For example, network reconfiguration.
The administrator can quickly suspend all monitoring and policy enforcement on individual segments
and maintain monitoring and mitigation on other configured segments.

The Sentriant NG appliance defense mechanisms remain disengaged until the administrator clicks the
Engage button, clicks the Block button, or reboots the system. While disengaged, the Sentriant NG
appliance will not generate any traffic on the selected segment.

To disengage a segment:

1 Select a Segment using the Status Bar by clicking on a Segment Set and then selecting a Segment.

(E

-

File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

Select a Segment E‘
| ) aTaq102) 1893992784
4] DTE\}‘IDU 92777027

< 4
p |
Monitar | Events|| Reparts|| View Config| ] :
Maritor Sources £
5-Metwark ctivity [: 1

. Disengage [T ag(102) 1893959, Thieat Medium
L b
v | Rule | Targets | Segment J
--Targets ‘
--Trends {
: 1
i --bddress Space 4
H 4
[ -Access Activit E
;
1
3
- - O™ S | P J
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2 Select a segment using the Action Bar selectors.
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& Default
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1 /0101

1
Monitar | Events|| Reparts|| View Config| Edit Confia|| Appliance Y'
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h Default w3 GTagh02)18939927... | | A ThreatHigh | [ Refiesh?
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3 Click the Disengage button.
4 Click Yes to disengage the segment.

The segment is now disengaged and the icon in the status bar changes from white to red.
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To Engage a segment:

1 Select the segment that you wish to engage from the Status Bar or using the Action Bar selectors.

2 Click the Engage button.
3 Click Yes to engage the segment.

Querying Sources.

To perform a query in the Sources Panel:

1 From the Sources Panel, click the Edit Query button to open the Sources Edit Query dialog.

Sources Edit Query 7

Scurce Target Rules | Resporse
IP Address: | | (=] IPaddess: (=] |Pue |
~
Source Targst Bad Pkt: xmas Tree
| IE W Used Urused Contact
Seament Blocked
IP Type M Unused IP Type: I Unused
H Extemal A Extemnal Bad Pkt: URG Only
H unprotected H Unprotected Too Many External
Too Many Unused
Quiantity: 100 o 3
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2 Select parameters for the query. The Sources Edit Query dialog contains fields for querying on
Source, Target, Rules, and Response attributes. The attributes for each field are:

Source:

e IP Address - A single or range of IP Addresses can be entered. If no IP Address is entered all IP
Addresses will be returned.

e IP Type Status - Select an IP Type from the list. Option are Used, Unused, External, and
Unprotected.

e Quantity - Enter a number for the maximum number of IP Addresses to be returned. One (1) to a
thousand (1000) may be entered.

Target:

e [P Address - A single or range of IP Addresses that the source must target in order to include this
source in the query list. If no IP Address is entered all IP Addresses will be returned.

e IP Type - Select an IP Type from the list. Option are Used, Unused, External, and Unprotected.
Rules:

e Rule Type - Select the rule from the list.

NOTE

In the Rule Type list is a pick called Segment Block which is not a rule but a query filter used to view IP
Addresses of a segment which has been blocked.

Response:

e Click the Response Tab and select the Response Type from the drop-down list. Options are Cloak,
Deceive, Snare, Slow Scan, and Track.

Sources Edit Query. El
Source Target M Response ‘
IP Address: I:l E] IP Address: |—| E] Response ‘
Gnare )
. Used . used Slows Scan
GRS [l Unused RS W Unused Bwitch ACL
A external O external Cloak Motify
H unprotected H unprotected [Hoak
Deceive W

Ok H Reset H Cancel

3 Click OK to return to the Sources Panel.
4 Click Refresh to run the query and display the results.

Across All Segments Action. This view displays sources affecting all configured network segments being
monitored within the Sentriant NG appliance. The user will be able to see the sources impact across all
other segments by selecting a source from the Sources Panel.

To view a source across all segments:

1 Right-click a source.

2 Select Across all Segments from the pop-up menu.
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The Details view displays the source's IP and MAC Address. The table is populated with rules that have
been triggered, the time the rule triggered, number of targets, the segments containing targets and the
response.
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- ~Trends
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Look up an IP Address on the Weh. It may become necessary to look up the location of an IP Address to
understand where it is coming from. Sentriant NG Manager's Lookup IP Address on the web tool
contains all of the regional internet registry services. The Internet Registry services are:

e APNIC represents the Asia Pacific region, comprising 62 economies
o AfriNIC represents the African community

e ARIN represents the American Registry for Internet Numbers managing the Internet numbering
resources for North America, a portion of the Caribbean, and subequatorial Africa

e RIPE represents a membership base of around 3,500 members. The RIPE NCC service region consists
of more than 90 countries across Europe, the Middle East, Central Asia and African countries located
north of the equator

o LACNIC represents the Latin American and Caribbean Internet Addresses Registry, is the
organization that administrates IP Addresses space, Autonomous System Numbers (ASN), reverse
resolution and other resources of the Latin American and Caribbean region (LAC), on behalf of the
Internet community.

The tool will direct you to the correct internet page and start the search of the IP Addresses location.
To look up an IP Address on the web:

1 Select a source from the Sources Panel.
2 Right-click to bring up the pop-up menu.

3 Select Lookup and then one of the registry services from the list.
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The selected IP Address is populated in the 'who is' section of the registry service. Search results are
displayed for the selected IP Address. Each registry service displays results differently so review

carefully.
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©) Qutput from ARIN WHOIS - Mozilla Firefox

Ele Edit Wew Go Bookmarks Tools Help
I
\;I < Lv' b g @ ||_| http:fjws.arin.netfcg-binfwhois. pl?queryinput=192.168.65 V| @ Go “Q, ‘
|| Customize Links | | Free Hotmail | | Windows Marketplace | | Windows Media | | Windows
~

Qutput from ARIN WHOIS 3
ARIN Home Page  ARIM Site Map  ARIN WHOIS Help  Tutorial on Querying ARIN's WHOIS
Search for: | ‘ [ Submit Query
Search results for: 192.168.101.100

Or gM=me @ Internet Assigned Nuwbers Authority

orgIh: TANL

ALddress: 4676 Admiralty Way, Suite 330

City: Marina del Rey

StateProwvw: Cl

PostalCode: 90292-6695

Countey: u3

NetRange: 182.168.0.0 - 192.166.255.255

CIDR: 192.1658.0.0/16

MetMame : TANA-CELE1

NetHandle: MNET-192-168-0-0-1

Parent: HET-182-0-0-0-0

MNertType: IANL Special Use

MNameSerwver: BLACKHOLE-1.IANA.ORG

HameZerver: BLACKHOLE-Z.IANA.ORG

Corment : This block is reserved for special purposes.

Corment @ Flease see RFC 18918 for additional information.

Comment :

RegDate: 1994-03-15

Updated: 200z-09-16

OrglbhuseHandle: TANA-TP-ARTN

Orgibuselame Internet Corporation for Assigned Nawes and MNuber

OrgihusePhone: +1-310-301-5820

OrgibuseEmail: abuselfiana.org

OrgTechHandle: IANA-IP-ARIN

OrgTechleame @ Internet Corporation for Assigned Names and Nuwmber

OrgTechPhone: +1-310-301-5820

CrgTechEmail: abusefiana.org =

# LRIN WHOIS datsbase, last updated 2005-03-16 19:10

# Enter ? for additional hints on searching ARIN's WHOIS database.

v

Done

Look up a Source IP Address. The IP Address Lookup tool will display the IP Address of a source and

the HostName returned by the client's DNS.
To look up a source’s IP Address and HostName:

1 Select a source from the Sources Panel.
2 Right-click to bring up the pop-up menu.
3 Select IP Lookup.
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The HostName is displayed along with the IP Address. You may enter another IP Address or
HostName in the IP Address or HostName field and click the Lookup button.

IP Address or HostMame: 192.168.101.100
HostHame: 192.168.101.100
IP Address: 192.168.101.100

Lookup Complete

” Lookup H Cluss!%

Threat - Escalate and Dismiss. Threat hosts listed in the Sources Panel can be escalated or dismissed
manually. For example, an external source is slow scanning a protected range but has not triggered a
rule, however the source has a watch priority. You may escalate the watch priority to a higher priority
by assigning a rule to the source. You may also escalate a lower priority threat to a higher one shown in

the table below:

Table 1: Threat Escalation

Current Priority Escalate Priority To:

watch suspect, low, medium, high
suspect low, medium, high

low medium, high

medium high

Threats may also be dismissed if it is determined that the source is not a threat. Threat hosts that are
dismissed are given a watch priority.
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To escalate a watch:

1 Select a source from the Sources Panel.
2 Right-click to bring up the pop-up menu.

3 Select Escalate from Threats.
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Targels| Segment

Source IP T |TBIgE| IP¥

QT4 1 ack
Across All Segments

Tue 0673142005 011 | 182168101100

G0 To History
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IP Address Lookup

ifyddiess 5pace

#h-Aocess Activity

3 O ©. % 053172005 16.42 Coordinated Uriversal Tme
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General v
IP: (| 192168102100 Response ¥ atewiay MAC
MAL: Export Details 00:BO:DO:E7:15:15
Stat: Tue 05/31/2005 01:36:21 PM sekect Al
Deselect Al
Last Traffic: Tue 05/31/2005 01:42:24 PM v Details
v Targets

4 Select a rule from the Escalate Watch(s) Action table to apply to the source.

5 Click Next.

File View Monitor

=h-Metwork Activity

H-bocess Activity

Events Reg

E| Escalate Action

Pleate select & nule to escalate the rowfs] to.

1 A 101

‘Rula

Response

4
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A

141

-Targets

My TooMany Used Track

L\ Too Many Unprotected Track
ny Unused

& Unused Contact

Source [P Never a Threat

Never Cloak

Moariter | Events | Reports | Wiew My, TooMany SMTF Host Track
M onitar Souf | L TooMany Extemal Track 1 4’ O &8 D X
Ly Fing Flaod Track chiesh

‘ IPT

101.100

Trends

-Addiess Space

Gl

IP: viay MAC
M| tD0:97:15:15
Sta

Las

3 © ©. % 053172005 16.43 Coordinated Uriversal Tme

Results: group=Segment Set Default, seament= Seaments -1273209626, prionty="4fatch. 1/100
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6 Click Yes.

E | Escalating

Select Yes to escalate the Selected row(s)

] e,

Automatically refresh screen when complete

Cancel

The source is escalated to the priority level set by the rule.
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To dismiss a threat:

1 Select a source from the Sources Panel.
2 Right-click to bring up the pop-up menu.

3 Select Dismiss from Threats.
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IP Address Lookup
General v Escalate
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4 Click Yes to dismiss the source as a threat. (This sets the priority to Watch.)

5 C(lick Close.

E | Dismissing

Select Yes to dismiss the Selected Threat/Suspect(s)

[ H Yes H Cancel

Automatically refresh screen when complete

The threat is set to Watch priority.
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Response - Cloak and Uncloak. When Cloak is selected as the response to a threat, the Sentriant NG
appliance initially inserts itself into communication paths for only the devices that have communicated
with the threat. The Sentriant NG appliance also inserts itself into all new communication paths as they
occur. At the point in which the Sentriant NG appliance has inserted itself into the communication path,
all traffic to/from the threat source will be surgically removed. Traffic to/from other (non-threat) hosts
will be permitted. Once it is determined that the threat source is no longer a threat it can be uncloaked
so that communication is permitted within the Sentriant NG appliance's protected segments.

NOTE

The cloak will remain active until active traffic stops being generated from the selected source.

NOTE

Cloaking a switch is not allowed. If a switch is inadvertently selected, a warning dialog will be displayed.

To cloak a source:

1 Select a source from the Sources Panel.
2 Right-click to bring up the pop-up menu.

3 Select Cloak from Response.
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Targets | Segment
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G0 To History
Lookup »
IP Address Lookup

Threats 3

Uncloak

ddress Gateway MAC
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Select all
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v Details
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4 Click Yes to cloak the source.

Select an Option

:.?# The selected source resides in another protected segment. Do you wish to continue and cloak in this segment?

5 Click Close to close the dialog.

E.Clnaking

Select Yes to Cloak the selected thieat(s)?

Hﬁtg[ Cancel |

Automatically refresh screen when complete

To verify that the source was cloaked, from the Details Panel select Responses. You should see a

response for Cloak in the list.
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To uncloak a cloaked source:

1 Select a source from the Sources Panel.
2 Right-click to bring up the pop-up menu.
3 Select Uncloak from Response.

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

® OTag
1 A 101
i
1A
A

1 M40

<
Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

M anitor Sources

7 Hetwork Activly @ Defaut v|[€3 aTagnon 215277 || watch v
Response ||T | Target IP ¥

100 Tuwe 05/31/2005 ... 1 QTag(l... Switch ... INRE-AL:R IR

¥ |Rule T |Source P Time Targets | Segment

Targets

Across All Segments
Go To Histary

1ends

ddiess Space Laokup ,
H-docess dctivity P Address Lookup

Responses Threats »

Response | Start Last Action Expire Time

| Export Details Cloak.

Switoh ACL coloct Al anual Tue N5/31 /2005 (114530 Tue 05/31 /2006 M-4830 _ Sat MALAS70 065103

Deselect Al . Tue 05/31/2005 01:4... Tue 05/31/2005 01:4... Sal 01/10/1970 08:53.._
v Details
v Targets

E D 0‘0 ?(’?; [USBT /2005 18:51 Coordinated Universal Time Results: group=Segment Set Default, segment= Seaments -1273209626, priority="4atch. 1/100

4 Click Yes to uncloak the source.
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E Uncloaking

Select OK to Uncloak the selected threat(s)?

[ ] Tes Cancel

Automatically refresh screen when complete

Selecting and Deselecting Sources.
To select all sources in the Sources Panel:

1 Select a source from the Sources Panel.
2 Right-click to bring up the pop-up menu.
3 Choose Select All.
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Wanitar Sources v 4pO0O8wOX
- Metwark Activly @y Delaut | [ QTaghoz) 18939927, .+ Mltctivy | [ Retesh | [ &2 ][ Expor |
= v |F\u\e |T |50urce|F |T|me |Talgels ‘sEgmenl ‘Hesuunse‘ T ‘Tamel"" ‘

Toets A TooManyUnu.. [€] 192182101100 Tue 05/31/2005 013, 101 QTagl101.. Deceive  ||[] 192168102101

Trends

Tue 05/31/2005 ... 1 Unprote... Deceive

Address Space Across All Segments

H-Access Activity I GoToHistory
General Leokup 4
IP Address Lookup
IP. Threats ) 32164 Gateway |P Address Gateway MAC
MAC: Response 4 1592168 1021 00:B0:D0:57:15:15

Export Details
Start 005 (11:35:14 PM
Last Traffic: Deselect Al g 2005 01:56:33 PM

v Details

v Targets
E D "‘o ?(’?; [USBT /2005 18:56 Coordinated Universal Time Hesults: group=Segment Set Default, segment= Segments -797800233, priotity= All Activity. 2/100

To deselect sources in the Sources Panel:

1 Right-click in the sources panel to bring up the pop-up menu.
2 Select Deselect All.
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= Netwark Activity @ Defaul || OTag0z) 18939927, + Altcidy | [ Reesh | [ 2 [ Ewon |

Source [P Targets | Segment |Response || T | Target IP ¥

f Too Many U... E 192.168.101.100  Tuwe 05/31/2005 ... 101 OTagll... Deceive

Targets

E---Tlends

: A\ PingFlood  [H 192 upyssumpypammmmreny /31 /2005 ... 1 Unprote... Deceive
G0 To History

H-docess dctivity Lookup »

i Address Space

IP Address Lookup
Threats »

P Gateway |P Address Gateway MAC
Response »
MAC: Export Details
Start Select Al
Last Traffic: « Details
v Targets

E D "‘o f&’?; [USBT /2005 18:57 Coordinated Universal Time Results: group=Segment Set Default, segment= Segments -797800233, priotity= All Activity. 2/100

Using the Targets Panel

The Targets Panel displays a list of IP Addresses targeted by traffic for a segment. Choosing an
individual target IP Address displays its information including a list of the source IP Addresses that has
made contact with the target. The purpose of this panel is to provide information to help the user
determine the threat source and appropriate mitigation action.

From the Targets Panel, you can:

View Target IP Addresses
View Target Details

View Source IP List

Query Targets

Look up Target IP Address

Viewing Target IP Addresses

The Targets Panel provides a list of Target IP Addresses for a selected network segment. Selecting an
individual target provides additional details, including a list of the IP Addresses of all of its sources.

To display information about Target IP Addresses:

1 From the Monitor Panel, select Target from Network Activity, or...
2 From the Status Bar click a Target from the priority list. This will display all targets for that segment.
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NOTE

A target is displayed only once and is determined by the source that triggered the highest priority level. For example,
a source triggers a medium threat and a high threat. The Source Panel will only display the highest threat priority
level for that target.

- !

| Fle Wiew Montor Events Reports  View Config  Edit Config  Appliance  Help

¥ Default
1At

Select a Segment @

b ) Gragi102) 1893992780
€0 ATag(101) 2192777027

<

Moritor | Events | Reports | View Config| E 4
M onitor )
3

=t-Netwaork Activity [ QTag(102) 18939927... Al Activity f
3

i

I 100 Tue 05/3172005 ...

64 Tue 05/31/72005
-iddiess Space

Fh-Aocess Ackiviy
Cancel
’jP

- - - - Al - Gategay |P frrs’

Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

Manitor Targets i E 4 ’ O &8 D X
=-Hetwork Activily @ Defaul |3 aragnoz 189399 o || A Theat High v
i Sources
T ‘Talgel IPY |T|ms |Segmsnt |
|| 192188.102.200 Tue 05/31/2000 01:36:26 FM QT ag(102) 1893992784 A
Trends
H | 192168102199 Tue 05/31/2005 01:36:14 PM QT ag(102) 1893292784
Lepddress Space
| 192168102198 Tue 06431/2006 033 23 PM G Tag(102) 18939592784
H-docess dctivity
| 192188102197 Tue 05/31/2000 01:33:23 FM QT ag(102) 1893992784
| 192168102196 Tue 05/31/2005 01:33:23 PM QT ag(102) 1893292784
| 192168102195 Tue 06431/2006 033 23 PM G Tag(102) 18939592784
] 192188.102.194 Tue 05/31/2000 01:33:23 FM QT ag(102) 1893992784
| 192168102193 Tue 05/31/2005 01:33:23 PM QT ag(102) 1893292784
| 192168102192 Tue 06431/2006 033 23 PM G Tag(102) 18939592784 -

E D 0‘0 ?(’?; [USBUZDDSW 53 Coordinated Universal Time  Results: group=Segment Set Default, segment= Segments -797800293, priority= Threat High. 100100

e Source State - An icon representing the state or type of Source IP. The states of a source IP are:

O Used - IP Address used by host within the protected range

m Unused - IP Address within the protected range that is not used by a host
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o] External - IP Address used by host external to the protected range
| Unprotected - IP Address not in the protected range
All - All IP Addresses

Target IP Address
Date and time the target was communicated to by a source

The network segment name where the target resides

Targets Details
Details about Target IP are displayed in the Targets Details View.
To see Target details and display the list of Source IPs:

1 Select Details by right-clicking on the Target in the Target Panel.
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Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

Manitor Targets i E 4 ’ O &8 D X
=-Hetwork Activily @ Defaul |3 aragnoz 189399 o || A Theat High v
i Sources
T |TargetIP¥ Time Segment
W 192.168.102.200 e '31/2005 01:36:26 PH OTag(102) 1893992784 “
Trends IP Address Lookup
H | 192168102199 3172005 071:36:14 PM QTag(102) 1893992784
Lodddress Space Sources
| 192168102198 F1/2006 071:33:23 PM GTag(102) 1893992784
H-docess dctivity
| 192188102197 Tue 05/31/2005 01:3323 PM GTagl102) 1893952784
| 192168102196 Tue 05/31/2005 01: 3323 PM QTag(102) 1893992784
| 192168102195 Tue 05/31/20085 01:33:23 PM GTag(102) 1893992784
] 192188.102.194 Tue 05/31/2005 01:3323 PM GTagl102) 1893952784
| 192168102193 Tue 05/31/2005 01: 3323 PM QTag(102) 1893992784
| 192168102192 Tue 05/31/20085 01:33:23 PM GTag(102) 1893992784 v

E D 0‘0 ?(’?; [USBUZDDSW 53 Coordinated Universal Time  Results: group=Segment Set Default, segment= Segments -797800293, priority= Threat High. 100100

The Targets Details View is displayed.
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=-Hetwork Activily @ Defaul |3 aragnoz 189399 o || A Theat High v
e 05/31/2005 01:36:26 PH OTag(102) 1893992784
H | 192168102199 Tue 05/31/2005 01:36:14 PM QT ag(102) 1893292784
Lepddress Space
| 192168102198 Tue 06431/2006 033 23 PM G Tag(102) 18939592784
H-docess dctivity bt
IP Address 152.168.102.200
IP Type: J Unused
MAC: 00:9E: CA8:66:C8
Last Traffic: Tue 06431/2006 0 5% 03 P
Personality: Wacant

E D 0‘0 ?(’?; [USBUZDDSH 00 Coordinated Universal Time  Results: group=Segment Set Default, segment= Segments -797800293, priarity= Threat High. 100100

For the selected Target IP, the following information is displayed in the Details area.
o Target IP - The IP Address of the targeted system
e IP Type - The IP Type of the target. The IP Types are:

m| Used - IP Address used by host within the protected range

] Unused - IP Address within the protected range that is not used by a host
o] External - IP Address used by host external to the protected range

| Unprotected - IP Address not in the protected range

All - All IP Addresses

MAC Address - The hardware address of the targeted system
Last Traffic - The last activity from a source on the target

e Personality - Customized, Virtual Personality, or Vacant

View Source IP List

The View Source IP List displays a list of source IP Addresses that are actively communicating with
target IP Addresses. Choosing an individual target IP Address displays a list of source IP Addresses
that are currently communicating with the target. From the Source IP List, you can perform IP Look Up,
threat and response activities.

From the Source IP List, you can:

e View source IP Addresses for each selected target

e I[P Address Lookup - A tool that returns the host name and IP Address of a source
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e Threat - Escalate and Dismiss - Manually escalate or dismiss a suspect to a threat

® Response - Cloak or Uncloak - Cloaks or Uncloaks a source from the communication paths to
protected targets

To view the IP Addresses of sources communicating with targets:

1 Select the row of any Target IP Address.
2 Right-click to bring up the pop up menu.

3 Select Sources.
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Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

Manitor Targets i E 4’ O &8 D X
7 Hetwork Activly @ Dafaull | [ aTagnuzteszmE.. v | A Thieat High v
- Sources

Target IP ¥

OTag(102) 1893992784

Trends IP Address Lookup

| 192168102199 A1/2005 071:36:14 PM GTag(102) 1893992784

-iddiess Space w
| 192188.102198 v Details 3172005 01:33:23 PM GTagl102) 1893952784

Fh-Aocess Ackiviy

| 192168102197 Tue 05/31/2005 01: 3323 PM QTag(102) 1893992784 "
IP sddress: 192.168.102.200
IP Type: J Unused
MAC: 00:9E:CO:48:66:C8
Last Traffic: Tue 05/31/2005 01:5203 PM
Personality: Wacant

E O q‘o ?@; [UEB'\/‘ZUUEW 01 Coordinated Universal Time  Results: aroup=Seament Set Default, seoment= Seaments 737800233, prionty= Threat High. 1004100

The Sources table is displayed containing all sources that have communicated with the selected
target.
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[
T |TargetIP¥ ¥ | Rule T |SourcelP
W 192.168.102.200 Tue 05/31/2005 01:36: QTag(102) 1893... Bl /' Too Many Un... @ 192.168.101...
Trends "
] 192168102199 Tue 05/31/2005 01:36:14 PM GTag(102) 1893992
-iddiess Space
| ] 192168102198 Tue 05/31/2005 0:33:23 FM GTag(102) 1893992
Fh-Aocess Ackiviy
] 192.168.102.197 Tue 05/31/2005 01:33:23 PM QTagl102) 1893992+
P Adcess 192.168.102.200
IP Type: J Unused
MAC: 00:9E:C:A8:66:C8
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NOTE

A target is displayed only once and is determined by the source that triggered the highest priority level. For example,
a source triggers a medium threat and a high threat. The Sources Panel will only display the highest threat priority
level for that target.

Source IP List - IP Lookup. It may become necessary to look up the location of an IP Address to
understand where it is coming from. Sentriant NG Manager's Lookup IP Address on the web tool
contains all of the regional internet registry services. The Internet Registry services are:

APNIC represents the Asia Pacific region, comprising 62 economies

RIPE represents a membership base of around 3,500 members. The RIPE NCC service region consists
of more than 90 countries across Europe, the Middle East, Central Asia and African countries located
north of the equator

e SHOWMYIP

The tool will direct you to the correct page and start the search of the IP Addresses location.
To look up an IP Address on the web:

1 From the Targets Panel, select a source from the Sources IP List.
2 Right-click to bring up the pop-up menu.

3 Select Lookup and then one of the registry services from the list.
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Monitor | Events | Reparts

View Config | Edit Config | Appliance

Maritor Targets v 4p0OBOX
7-Hetwark Activity 4 Default v [ aragtony 187212, Al Threats v
Sources

T TargetIP ¥

Trends

: | 192168100198
--fddress Space

|| 192.168.100.197

W 192.168.101.199

Tue 0927 /2005 11:00:13 AM

QTag(101) 187212...

QTag(101) 18721..,

Source 1P

b / Too Man n E

Go To Histnrﬁ

Last Traffic:

Personality:

3 & © % [oz7/zo0s 100Ut

Tue 09/27/200% 11:00:48 &M

Vacant

Tue 09/27/2005 11:00:11 AM QTagl101) 187212... & Threats »
#h-ficcess Activity Respanse N
IP Address: 192.168.101.199
1P Type: || unused
MAC: 00:9E:C0; AB:65: C7

Results: group=Default, segment= QTag(101) 1872120775, priority= All Threats, 100/100

The selected IP Address is populated in the “who is” section of the registry service. Search results

are displayed for the selected IP Address. Each registry service displays results differently so review
carefully.
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©) Qutput from ARIN WHOIS - Mozilla Firefox

Ele Edit Wew Go Bookmarks Tools Help
I
\;I < Lv' b g @ ||_| http:fjws.arin.netfcg-binfwhois. pl?queryinput=192.168.65 V| @ G |GL ‘
|| Customize Links | | Free Hotmail | | Windows Marketplace | | Windows Media | | Windows
~

Qutput from ARIN WHOIS r
ARIN Home Page  ARIM Site Map  ARIN WHOIS Help  Tutorial on Querying ARIN's WHOIS
Search for: | ‘ [ Submit Query
Search results for: 192.168.101.100

Or gM=me @ Internet Assigned Nuwbers Authority

orgIh: TANL

ALddress: 4676 Admiralty Way, Suite 330

City: Marina del Rey

StateProwvw: Cl

PostalCode: 90292-6695

Countey: u3

NetRange: 182.168.0.0 - 192.166.255.255

CIDR: 192.1658.0.0/16

MetMame : TANA-CELE1

NetHandle: MNET-192-168-0-0-1

Parent: HET-182-0-0-0-0

MNertType: IANL Special Use

MNameSerwver: BLACKHOLE-1.IANA.ORG

HameZerver: BLACKHOLE-Z.IANA.ORG

Corment : This block is reserved for special purposes.

Corment @ Flease see RFC 18918 for additional information.

Comment :

RegDate: 1994-03-15

Updated: 200z-09-16

OrglbhuseHandle: TANA-TP-ARTN

Orgibuselame Internet Corporation for Assigned Nawes and MNuber

OrgihusePhone: +1-310-301-5820

OrgibuseEmail: abuselfiana.org

OrgTechHandle: IANA-IP-ARIN

OrgTechleame @ Internet Corporation for Assigned Names and Nuwmber

OrgTechPhone: +1-310-301-5820

CrgTechEmail: abusefiana.org ==

# LRIN WHOIS datsbase, last updated 2005-03-16 19:10

# Enter ? for additional hints on searching ARIN's WHOIS database.

v

Done

Source IP List - Threat. Sources that are listed can be escalated as a threat. In some cases, sources may
need to be escalated manually. For example, an external source is slow scanning a protected range but
has not triggered a rule. You may escalate from Watch to any other priority which in turn will trigger
the rule responses to cloak the source.

If it is determined that the source is not a threat, you may dismiss the source and return it to a Watch
priority.

To escalate a threat:

1 From the Targets Panel, select a source from the Sources IP List.
2 Right-click to bring up the pop-up menu.

3 Select Escalate from Threats.
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Moritor | Events| Reports| Wiew Config| Edit Config| Appliance

Monitor Targets ¥ 22 ‘} O 88 D x
F-Network Activity T Default ~ [ € UTagh0z) #6283, v || 0 Thieat Low v

Target IP ¥ Souice IP

Fri 0672442005 02:11:24 PM (OTag(102) -86289... | 4% Ping Flood 192.168.1...

IP Address Lookup

W 192.168.102.35

ddress Space Go To Histary
Access Activity m
Response » Dismiss |

IP Address: 192.168.102.35
IP Type: || Unused
MAL: 00 9E:CO:A8:66: 23
Last Traffic: Fri 06/24/2005 05:17:17 PM
Perzanality: Vacant

E O @!0 "‘3@; [051‘24#2005 22:17 Coordinated Universal Time  Results: group=Segment Set Default, segment= Segments 1017535081, priarity= Threat Low. 1/100

4 Select a rule from the Escalate Watch(s) Action table to apply to the source.
5 Click OK.

E| Escalate Action

Please select a ule to escalate the raw(s) to.

‘ Rule | Response |

A Too Many External Track A
A Too Many Used Track

8 Unused Contact Track

A Too Many Unprotected Track

/ Too Many Unused Track

My, TooMary SMTP Host Track

L Ping Flood Track "
Source IP Never a Threat Never Clask

Mext N

6 Click Yes.
7 Click Close to close the dialog.
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E | Escalating

Select Yes to escalate the Selected row(s)

] Tes Cancel

Automatically refresh screen when complete

The source is escalated to the priority level set by the rule.

To dismiss a threat:

1 From the Targets Panel, select a source from the Sources IP List.

2 Right-click to bring up the pop-up menu.

3 Select Dismiss from Threats.
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E| Netwark Activity

i Trends

Lpddress Space

- -Access Activity

Taigets

v [ OTagi102) 862634 . v || gk Thieat High v

vz 4pOBOX

W 1921

[ 19218802199 Fri DB/24/2005 02:11:55 PM

Target IP ¥

68.102.200

[ 19z1eai02198 Fri 06/24/2005 02:11:34 PM

¥ |Rule T |SourcelP
OTag(102) -8628943698all / Too Many U__. [l 192.168.10..
OTagl102) -862894369

(Tag(102) -B62894363

Personality:

| 407 1c01m 107 4 A8 94 (900E 19:11-90 Did AT-~rifo octondoc
IP sddress: 192.168.102.200
IP Type: J Unusged
MAC: 00:00:00:00:00:00
Last Traffic: Fri 06/24/2005 05:19:07 PM

E O g:.u ?&; [UB/‘ZMZUUE 22:19 Coordinated Urniversal Time  Results: group=Segment Set Default, seament= Seaments 1017535081, prionty= Threat High. 10041

4 Click Yes to dismiss the source as a threat.

E | Dismissing

Select Yes to dismiss the Selected Threat/Suspect(s)

[

H Yes H Cancel l

Automatically refresh screen when complete

The threat is dismissed and the Source list is refreshed.
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b amitar Targets v 4ApOBOX
=-Hetwork Activily @ Default || €Y aTagnz) a6zesa || A Threat High v
[
T |Targel Py |T|ms ‘Ssgmenl | v ‘Huls |T |50urce|F |
| ] 152188102200 Fri0E/24/2005 021128 PM OTag(10Z) B62EM368 &
Trends
! [] 192168102123 Fri0E/24/2005 0211:55 PM T af102) 962834369
Lepddress Space
[] 192168102138 Fri0E/24/2006 0211:34 PM T ag(102) -BA2834369
H-docess dctivity 3
| 19210109197 i NE 24 F00E 071120 Ok (T 2al107_ Q07004900

IF Address:
IP Type:
MALC:

Last Traffic:

Perzonality:

E D 0‘0 ?(’?; [UEf24.r‘2005 22:20 Coordinated Universal Time  Results: group=Segment Set Default, segment= Segments 1017535081, priarity= Threat High. 10041...

Source IP List - Response. When Cloak is selected as the response to a threat, the Sentriant NG
appliance initially inserts itself into communication paths for only the devices that have communicated
with the threat. The Sentriant NG appliance also inserts itself into all new communication paths as they
occur. At the point in which the Sentriant NG appliance has inserted itself into the communication path,
all traffic to/from the threat source will be surgically removed. Traffic to/from other (non-threat) hosts
will be permitted. Once determined that the threat source is no longer a threat it can be uncloaked so
that communication is permitted within the Sentriant NG appliance's protected segments.

To cloak a source:

1 From the Targets Panel, select a source from the Sources IP List.
2 Right-click to bring up the pop-up menu.
3 Select Cloak from Response.
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Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

Help

M anitor

=h-Metwork Activity

Legddress Space

H-docess dctivity

Targets

h Defaut | [ UTagl102118939927.. + | | d Threat High

w213

oO0=0OX
v[ Refresh ] ﬁ [ Ewport ]

T |TargetIP ¥

] 192168.102.193
] 192188102198
| 132188102197
] 192168.102.196

| 192168102195

Time

- 192.168.102.200 Tue 05/31/2005 01:36:26 PM

Tue 05/31/2005 01:36:14 PM
Tue 08/31/2006 01:33:23 PM
Tue 05/31/2000 01:33:23 PM
Tue 05/31/2005 01:33:23 PM
Tue 08/31/2006 01:33:23 PM

Segment

QTaq(102) 1893992784
Taq(102) 1893932784
OTag(102) 1893992784
QTaq(102) 1893992784
QTag(102) 1893992784

OTag(102) 189399... [iad

¥ | Rule T |SoucelP
oo bt = BRT;
IP Address Lookup

Go To History
Threats 3

@ 3 7, %5 [05/21/2006 19.07 Conrdinated Universal Time

Results: group=Segment Set Default, seament= Seaments -737800293, priority= Threat High. 100100

4 Click Yes to cloak the source.

E  Cloaking

Select Yes to Cloak the selected threat(s)?

[ H Tes H Cancel

Automatically refresh screen when complete

To uncloak a cloaked source:

1 From the Targets Panel, select a source from the Sources IP List.
2 Right-click to bring up the pop-up menu.
3 Select Uncloak from Response.
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Sources
T |TargetIP ¥ Time Segment ¥ | Rule T |SoucelP
B 192.168.102.200 Tue 05/3172005 01:36:26 PK OTag(102) 189399... fad Gkl = BT
IP Address Lookup

Trends
| 192168102199 Tue 05/31/2005 01:36:14 PM QT ag(102) 1893992764 Gao Ta Histary

Lepddress Space
| 192168102198 Tue 05/31/2005 01:33:23 PM (T ag(102) 1893992764 Threats 4

Access Activity e

| 132188102197 Tue 05/31/2005 01:33:23 FM (Tag(102) 1893992784 -

| 192168102196 Tue 05/31/2005 01:33:23 PM (Tag(102) 1893992784

| 192168102195 Tue 08/31/2006 01:33:23 PM (Tag(102) 1893992784

E O “o ?&; [UEB'\/‘ZUUEW 07 Coordinated Universal Time  Results: aroup=Seament Set Default, seoment= Seaments 737800233, prionty= Threat High. 1004100

4 Click Yes to uncloak the source.

E Uncloaking

Select OK to Uncloak the selected threat(s)?

[ H Tes H Cancel I
kg

Automatically refresh screen when complete

Querying Targets
To perform a query in the Targets Panel:

1 From the Targets Panel, click the Edit Query button to open the Targets Edit Query dialog.

Target Source .F!ule |

1P Address: [[=] 1P Address: |[=] |padPr:xmas Tree ol

Unused Contact

Target Source
| E W used |Segment Blocked

. Unused

M Unused Bad Pkt : URG Orly

E Exterral |Too Many Unused

n Unprotected |Too Many Extemnal

Port Scan

IP Type: IP Type:

E External

n Unprotected

Quantity: 100 Bad Pkt : No Flags =

2 Select parameters for the query. The Targets Edit Query dialog contains fields for filtering on Target,
Source, and Rules attributes. The attributes for each field are:

Target
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e [P Address - A single or range of IP Addresses can be entered. If no IP Address is entered all IP
Addresses will be returned. To clear the IP Address field, click the Delete button.

IP Type - Select an IP Type from the list. Options are Used, Unused, External, and Unprotected.

Quantity - Enter a number for the maximum number of IP Addresses to be returned. One (1) to a

thousand (1000) may be entered.

Source

e [P Address - A single or range of IP Addresses that the source must target in order to include this
source in the query list. If no IP Address is entered all IP Addresses will be returned.

e IP Type - Select an IP Type from the list. Options are Used, Unused, External, and Unprotected.

e [P Type Status - Select an IP Type. Options are All, Used, Unused, External, and Unprotected.

Rules
® Rules - Select the rule from the list.
Click OK to return to the Sources Panel.

Click Refresh to run the query and display the results.

Looking Up Target IP Addresses

The IP Address Lookup tool will display the IP Address of a target and the HostName returned by the

client's DNS.
To look up a Target IP Address and HostName:

1 Select a Target IP from the Targets panel.
2 Right-click to open the pop-up menu.
3 Select IP Address Lookup.

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

%, Default

1 A 101 14 1m
il &
1A 1A
A A
141 1M1
<

Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance

| 132188102197 Tue 05/31/2000 01:33:23 PM
| 192168102196 Tue 05/31/2005 01:33:23 PM

| 192168102195 Tue 08/31/2006 01:33:23 PM

Manitor Targets i E 4 ’ O &8 D X
= Network Activity @ Defaut v | (3 OTag102)18939927.. v || gh ThiealHigh v | [ Refiesh | [ Expon ]
T |TargetIP ¥ Time Segment ¥ | Rule T |SoucelP
- 192.168.102.200 Tue 0573172005 01:36:26 PM QTag(102) 189399... = 2
: | 192168102199 Tue 05/31/2005 01:36:14 PM (Tag(102) 1893992784 &0 Tar Histary
edddress Space
| 192168102198 Tue 08/31/2006 01:33:23 PM (T ag(102) 1833992784 Threats 4
H-docess dctivity Response »

E O q‘o ?@; [UEB'\/‘ZUUEW 0E Coordinated Universal Time  Results: aroup=Seament Set Default, seoment= Seaments 737800293, prionty= Threat High. 1004100

[
OTag(102) 1893992784
QTaq(102) 1893992784

QTag(102) 1893992784

The HostName is displayed along with the IP Address. You may enter another IP Address or
HostName in the IP Address or HostName field and click the Lookup button.
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IP &ddress or Hosth ame: 1921681021592
HostHame: 192168102192
IP Address: 192168102192

Lookup Complete

” Laokup H Closekl

Trend Chart

The Trend Chart provides two visual representations of network traffic. The Trend Chart consists of two
charts, the Line Chart and the Dial Chart.

The Line Chart shows network traffic over time and begins collecting data once the Sentriant NG
Manager is started. Network traffic data from the Status Bar is represented in the Line Chart by the
color of each threat priority and watch. Trend Chart data differs from the Status Bar data in that
network traffic is continuously updated in the Status Bar while the Trend Chart is historical and updates
periodically.

E|Sentriant Manager - AUSOD1(192.168.21.59) User Role: Admin
File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help

Moriter | Events | Reports | “iew Confia|| Edit Config | Appliance
Monitar Trends | 22 " [1 & Dx

= N.etwork Activity Al Segment Sets | () Line Chart () Dial Chat (&) Both Charts

- Sources

i Taigets

Address Space

Fh-Aocess Ackiviy

Threats

1017 118 1019 10:20 10:21 10:22 10:23 10:24 10:25 10:26 1027

W'Watch Suspect Threat Low Threat Medium Il Threat High

3 ¢ . % [06/27/2005 1526 Coordinated Lniversal Time

The Line Chart's horizontal axis indicates the time duration that the network traffic has been collected.
The chart's vertical axis indicates number of network traffic packets sent to the group being monitored
for each of threat priority and watch. As the trend data is collected, the chart resizes automatically as
time goes by and the number of network traffic packets increases.

NOTE

Trend data is collected for active sessions only. Once the Sentriant NG Manager is closed, the collection is time and
quantity is reset.
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The Dial Charts show a count of the highest number of threats during a session. As threats are
mitigated, you will see the number decrease or the dial swing towards zero.

E| Sentriant Manager - AUSOD1(192.168.21.59) User Role: Admin (=13
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Maonitor | Events | Reports | View Config | Edit Config| Appliance

Manitor |Trends "l 22 4p O 8 0OX

- Hebwork Activity AllSegmentSets v (O Line Chatt (3 Dial Chat () Bath Charts

Watch Suspect

Threat Medium Threat High

[#-Access Sctiviy

3 ¢ . % [06/27/2005 1526 Coordinated Lniversal Time

To change the Segment Set:

1 From the Monitor Tab, select Network Activity and then Trend Chart.
2 Select a Segment Set from the drop-down list.

Al Segment Sets v

ieh Servers
(Care Servers

To change chart view:

1 From the Monitor Tab, select Network Activity and then Trend Chart.
2 Click a button to toggle between Line Chart, Dial Chart or Both Charts.

@) LineChart () Dial Chart () Both Chiarts

Address Space Panel

The Address Space panel provides a set of state information for IP Addresses that reside in the selected
network segment that are actively being contacted or have been contacted by a source host. You can use
the state information to verify that used and unused IP Addresses for a segment are allocated as
expected. You can take action from this view to add an IP Address as a gateway, to exclude an IP
Address from becoming a decoy, and to diagnose unexpected network behaviors

NOTE

The Address Space Panel can provide information about data with common configuration issues. For example, IP
Addresses that have a large spoof count are indicative of a possible gateway. |IP Addresses that act as both used
candidates and deception candidates may be IP Addresses that should be excluded from deception.

From the Address Space Panel, you can:

e View IP Addresses
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e View Address Space Details

o Query Address Space

® Perform Action on IP Addresses

View IP Addresses

The Address Space Panel provides a set of state information for IP Addresses that reside in the selected
network segment that are actively being contacted or have been contacted by a source host. You can use
the state information to verify that used and unused IP Addresses for a segment are allocated as
expected. You can take action from this view to add an IP Address as a gateway, to exclude an IP

Address from becoming a decoy, and to diagnose unexpected network behaviors.

The list of IP Addresses represent past and present activity. Refreshing the panel will not remove inactive |P

NOTE

Addresses. To remove the list of IP Addresses, you must restart the Sentriant NG appliance.

For each active IP Address, the following information is displayed:

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

MUﬂllUflEvents Reports | View Config | Edit Canfig | Appliance

M onitor
[=1-Metwork Activity

i Sources

b Targets

Trends

[#-docess Activity

|AddressSpacs V‘ 142 ‘) O =8 D b 4
|% Default v‘ \(j) QTaq(102) 224178 vH Refresh | [(Epon ]

T | IP Address & ‘ Segment | uc | oc ‘ Sources | Spoofs | Peizonality |
D 192.768.102.1 (Tag(102) 224178488 1} 1) A
D 192168102100 QTag(102) 224176488 1} o Wacant

] 13218102 101 OTag[102) 224178488 ] i Wazant |
D 192.168.102102 (Tag(102) 224178488 1} 1) Vacant

D 192168102103 QTag(102) 224176488 1} o Wacant

D 192168102104 QTag102) 224178488 1} a Wacant

D 192.168.102108 (Tag(102) 224178488 1} 1) Vacant

D 192168102106 QTag(102) 224176488 1} o Wacant

D 192168102107 QTag102) 224178488 1} a Wacant

D 192.168.102108 (Tag(102) 224178488 1} 1) Vacant

D 192168102109 QTag(102) 224176488 1} o Wacant

D 192168102110 QTag102) 224178488 1} a Wacant

D 192.168.102111 (Tag(102) 224178488 1} 1) WVacant b

=3 & % % [05/2472005 2101 Courdinated Uriversal Tine

Results: group=5Segment Set Default, segment= Segments -1138872169. 103/255

Used - IP Address used by host within the protected range

Unused - IP Address within the protected range that is not used by a host

External - IP Address used by host external to the protected range

Unprotected - IP Address not in the protected range

o IP Types:
O
]
[
o)
All - All IP Addresses
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IP Address

Network Segment

Used Candidate (UC) - A check mark in this field indicates that traffic has been detected from this IP
since the Sentriant NG appliance was started.

e Deception Candidate (DC) - A check mark in this field indicates that the IP Address has been used
as a decoy since the Sentriant NG appliance was started.

Sources - Number of sources contacting the address

Spoofs - Number of spoofed as addresses from this IP Address

e Personality - Indicates the current decoy personality assigned, if applicable

Viewing Address Space Details

The Address Space Details View identifies specific attributes of the selected IP Address.

To view Address Space Details:

1 Select Details by right-clicking on an IP Address in the Address Space Panel.

Sentriant Manager - AUS001(192.168.21.85) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

M onitor

[=1-Metwork Activity

|Address Space

v 4D EOX

| % SegmentSetl

VHG QTaq(102) 145128 vH Refiesh ][ Evpont_|

- Sourges
T |IP Address 4 ‘Ssgmenl |UC |DC ‘Suurcss |Spuufs |Felsunahly |
b Targets
[ ] 1321880021 QTag102) 1451381773 0 0 - A
Trends
[] 132.188.1025 QTag(102) 1451381773 0 0
[6-dccess Aotivity M 192.168.102.100 Exclude fro‘m‘Deceptlér;
|:| 132.168.102.101 Add as Gateway 1 0
D 192.168.102.102 Reset Candidate Flags i )
1P Address Lookup
] 192168102103 1 0
Select Al
[ ] 192188.102.104 Deselect all 1 0
] 192.168.102.108 1 0
] 192168102108 GTag102) 1451381773 1 0 ExampleLinus
[ ] 192188.102.107 QTag102) 1451381773 1 0
] 192.168.102.108 QTag(102) 1451381773 1 0
] 192168102109 GTag102) 1451381773 1 0
| ] 192188102110 QTagl102) 1451381773 1 0 v
=3 O ¢ % [wiovz0sissa0mc Results: graup=5eamentSet, segment=0T 2g(102) 1451381773, 103/255
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The Address Space Details view is displayed.
A check mark beside an attribute indicates that the attribute is in effect for the selected IP Address.

E|Sentriant Manager, - AUS001(192.168. 21.85) User, Role: Admin

File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help
Mﬂ”imflEvenls Reports | View Config | Edit Config | &ppliance
Monitar [ Adchesss Space v 1 4p 0 BEOX
E-Network Activity [ seqmentsedt | [ G araarioz 145138, | [ Refiesh | (2] [ Exeon_|
- Sources
T |IP Address & ‘Sagmenl |UC |DC ‘Snurcas |Spnnfs |F’e|snnahly |
i T argets
: [ 132.188.1021 GTag102) 1451381773 1] 0 - 2
b Trends *
: [ ] 192188.1025 QTag102) 1451381773 0 0 -
B 192.168.102.100 OTag(102) 1451381773 | M 1 1] =
[#-Access Sctiviy
] 13218810210 GTag102) 1451381773 1 0 -
[ ] 192188102102 QTag102) 1451381773 1 0
] 192.168.102.103 QTag(102) 1451381773 1 0
] 132168102104 GTag102) 1451381773 1 0 v
General Segment Never Rule
IP: 192.168.102.100
MAC:00:00:00:00:00:00
3 O © % [k iseic Results: group=SegmentS et segment=0T ag(102) 1451381773, 103/255

The Address Space attributes are:
General

m [P - IP Address that has received communication from another source
MAC - MAC address of the workstation assigned to the IP Address

Access Client - A check indicates the IP Address is configured as an Access Client

Appliance IP - A check indicates the IP Address is a Sentriant NG appliance
Segment

Subnet - Indicates the IP Address is within a Segment Subnet

IP - Indicates the IP Address is within a Segment IP

Gateway - Indicates the IP Address is configured as a Segment Gateway

Deception Decoy - Indicates the IP Address is configured as a Deception Decoy

Deception Exclude - Indicates the IP Address is configured to exclude the IP Address from
deception

Never
m Cloak - The IP Address is configured to never be Cloaked
m Deceive - The IP Address is configured to never be a Deception Decoy
m Threat - The IP Address is configured to never be considered a Threat
m MAC Validation - The IP Address is configured to never validate the MAC address of the host

m Include - The IP Address is configured for Rule Inclusion

m Exclude - The IP Address is configured for Rule Exclusion
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Querying Address Space

To perform a query in the Address Space Panel:

1 From the Address Space Panel, click the Edit Query button to open the Address Space Edit Query
dialog.

Sources Edit Query. El
Sowes ez [ Fudes [ Fespersz
Padgess [ [[D] Pakdes | [[=]) [P
Cloak
W Used W Used Diecsive
[l Unused RN W Unused Snare

O Extemnal Slow Scan
Track.

E External

n Unprotected n Unprotected

Quiantity: 100

The Address Space Edit Query dialog contains fields for filtering on IP Address, IP Type, Range,
Quantity, and Type attributes as described below.

Address

m Source IP Address - Enter an IP Address or a range of IP Addresses. If no IP Address is
entered all IP Addresses will be returned. To clear the Source IP Address field, click the delete
button.

m IP Type - Select an IP Type from the list. Options are Used and Unused.

m Range - Select either Seen so far to include only hosts that have sent or received traffic on a
segment or All to list all IP Addresses in the protected range regardless of traffic.

m  Quantity - Enter a value for the maximum number of IP Addresses to be returned. One (1) to
One Thousand (1000) may be entered.

m The default setting is to retrieve all Types of address space data. However, you have the
option of selecting specific types of data or customizing the Type query. A default set of Types
has been identified and are:

m  All - returns all address space types based on the Address query selection.

m Gateway/Router - Display all IP Addresses that have a high spoof count.

NOTE

IP Addresses that have a large spoof count may be an indication of a gateway that has not been configured as a
gateway within Sentriant NG or a rogue unknown device acting as a gateway.

m  Deception Conflict - Display all IP Addresses that have been both used candidates and virtual
candidates.

m Targeted Unused - Display all IP Addresses that have a large number of sources targeting
them.

m  Custom - Gives the user the ability to set individual Type values which are:

m Deception Candidate (DC) - Setting to All returns all IP Addresses that have Deception
Candidate marked as Yes or No. Selecting Yes returns only IP Addresses marked as DC,
selecting No returns IP Addresses not marked.
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m Deception Exclude (DE) - Setting to All returns all IP Addresses that have Deception Exclude

marked as Yes or No. Selecting Yes returns only IP Addresses marked as DE, selecting No
returns IP Addresses not marked.

m Used Candidate (UC) - Setting to All returns all IP Addresses that have Used Candidate
marked as Yes or No. Selecting Yes returns only IP Addresses marked as UC, selecting No
returns IP Addresses not marked.

m Gateway/Router - Setting to All returns all IP Addresses that are configured as either a

gateway or router. Selecting Yes returns only IP Addresses configured as gateways/routers,

selecting No returns IP Addresses not configured.

m Sources Count - Enter a value to filter on the number of separate threat sources per IP
Address.

m Spoof Count - Enter a value to filter on IP Addresses that have a high spoof count.

Address Space Actions

From the Pop up Menu, the following configuration actions on IP Addresses can be performed:

Exclude - Excludes the selected IP Address from being virtualized

Add as Gateway - Sets the selected IP Address as a gateway

Reset candidate flags - Resets the Used and Deception flags for selected IP Addresses

IP Address Lookup - A tool that returns the host name and IP Address of a source
Select/Deselect All - Selects/Deselects All source IP Addresses in the source workspace
Show /Hide the Details Panel - Turns the Details Panel on or off for selected IP Addresses

Exclude IP Address

The Address Space Panel can provide information about data with common configuration issues. For
example, IP Addresses that have a large spoof count are indicative of a possible gateway. IP Addresses
that act as both used candidates and deception candidates may be IP Addresses that should be excluded
from deception.

To exclude an IP Address:

1 Select an IP Address from the Address Space Panel.
2 Right-click to bring up the pop-up menu.

3 Select Exclude from Deception.
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Sentriant Manager - AUS001(192.168.21.85) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Monitor |AddressSpacs "‘ 11 " O &8 D b4
- Network Activiy [ segmentsert <[ aTagiinz) 145138 | [ Fefiesh | [(Expart_|
E---Suulces
T |IP Address 4 ‘Ssgmenl |UC |DC ‘Suurcss |Spuufs |Felsunahly |
Targets
[ ] 1321880021 QTag102) 1451381773 0 0 A
Trends =
[] 132.188.1025 QTag(102) 1451381773 0 0
B 192.168.102.100
-decess Activit
v [ ] 192188102101 Add as Gateway & 1 0
Reset Candidate Flags
] 132188102102 1 0
IP Address Lookup
] 192168102103 select Al 1 0
[ ] 192188.102.104 Deselect Al 1 0 a2
 Details
General SEYNIEnt Mewver Rule
IP: 192.168.102.100 Subnet Cloak Include
MAC:00:00:00:00:00:00 IP Deceive Exclude
Access Client Gateway Threat
Appliance [P Deception Decoy M&C Validation
Switch [P Deception Exclude

3 < % % [enozss040Tc

Results: group=SegmentSet], segment=0T ag(102) 1451381773, 103/255

4 Click OK.

Excluding Addresses @

Are you sure you want to exclude from deception the selected IP(s)?

(

] ‘fjs [ Cancel ]

Automatically refresh screen when complete

The IP Address will no longer be monitored; however. it will remain in the Address Space Panel.

Add as Gateway

All Gateways that reside within the Fabric of Sentriant NG appliance monitoring must be identified.
This is accomplished by setting the IP Address in the Address Space Panel to a Gateway.

To set an IP Address as a gateway:

1 Select an IP Address from the Address Space Panel.
2 Right-click to bring up the pop-up menu.

3 Select Add as Gateway.
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Sentriant Manager - AUS001(192.168.21.85) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Monitor |AddressSpacs "‘ 11 " O &8 D b4
- Network Activiy [ segmentsert <[ aTagiinz) 145138 | [ Fefiesh | [(Expart_|
- ~Souces
T |IP Address 4 ‘Ssgmenl |UC |DC ‘Suurcss |Spuufs |Felsunahly |
Targets
[ ] 132188102111 QTag102) 1451381773 1 0 - A
Trends
192.168.102.112 B ; * 1 1] V. t
. Exclude fram Deception L acan »
O T : '
[#-docess Activity
[] 152188102114 Reset Candidate Flag 1 0 Vacant
1P Address Lookup
] 192.168.102.115 1 0
Select Al
] 192168102118 Deselect all 1 0
[ ] 192188102117  Details 1 0 . 2
General Segment Mewver Rule
IP: 192168102112 Subnet Cloak Include
MACO0:9E:COABEE 70 IP Deceive Exclude
Access Client Gateway Threat
Appliance [P Deception Decoy M&C Validation
Switch [P Deception Exclude
=3 © ¢ % [wio/z00s s0s0Tc Results: graup=5eamentSet, segment=0T 2g(102) 1451381773, 103/255

4 Click Yes.

Adding As Gateway

Are you sure wou want to add as a gateway the selected IP[s)?

[ ]&Rt“ Cancel |

Automatically refresh screen when complete

NOTE

The IP Address must be within the range of the protected network segment in order for it to be added as gateway.

Reset Candidate Flags

After mitigation activities have taken place on a target, it may become necessary to reset the used and/
or deception flags.

To reset candidate flags:

1 Select an IP Address from the Address Space Panel.
2 Right-click to bring up the pop-up menu.
3 Select Reset Candidate Flags.
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Sentriant Manager - AUS001(192.168.21.85) User Role: Admin

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Monitor |AddressSpacs "‘ 11 " O &8 D b4
- Network Activiy [ segmentsert <[ aTagiinz) 145138 | [ Fefiesh | [(Expart_|
T |IP Address 4 ‘Ssgmenl |UC |DC ‘Suurcss |Spuufs |Felsunahly |
[ ] 132188102111 QTag102) 1451381773 1 0 A
W 192160102112 Exclude from Ds:ept\ﬁﬁ Racalt
D 192.168.102.113 add as Gateway 1 1}
[#-docess Activity
[ ] 192188102114 k 1 0 Vacant
IP Address Lookup
] 192.168.102.115 1 0
Select All
[[] 192188102118 Deselect Al 1 0
[ ] 192188102117 v Details 1 0 v
General Segment Mewver Rule
IP: 192168102112 Subnet Cloak Include
MACO0:9E:COABEE 70 IP Deceive Exclude
Access Client Gateway Threat
Appliance [P Deception Decoy M&C Validation
Switch [P Deception Exclude

3 < % % [enozsis190mc

Results: group=SegmentSet], segment=0T ag(102) 1451381773, 103/255

4 Click Yes.

Resetting Candidate Flags.

Are you sure wou want to reset the candidate flags on the selected IP7

X

Automatically refresh screen when complete

[ ]&%[ Cancel |

IP Address Lookup

The IP Address Lookup tool will display the IP Address of a source and the hostname.

To look up an IP Address and hostname:

1 Select a source from the Sources Panel.

2 Right-click to bring up the pop-up menu.

3 Select IP Address Lookup.
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Sentriant Manager - AUS001(192.168.21.85) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Trends

M 192168102112

Monitor |AddressSpacs "‘ 11 " O &8 D b4
- Network Activiy [ segmentsert <[ aTagiinz) 145138 | [ Fefiesh | [(Expart_|
E---Suulces
T |IP Address 4 ‘Ssgmenl |UC |DC ‘Suurcss |Spuufs |Felsunahly |
Targets
[ ] 132188102111 QTag102) 1451381773 1 0

Vacant

Exclude fram Deception

>

= [[] 152168102113 Addd as Gateway 1 0
ez ety [] 152188102114 Reset Candidate Flags 1 0 Vacant
] 192.168.102.115 % 1 0
] 192168102118 Deselect all 1 0
[ ] 192188102117  Details 1 0 2
General Segment Mewver Rule
IP: 192168102112 Subnet Cloak Include
MACO0:9E:COABEE 70 IP Deceive Exclude
Aness Clisnt Gateway Thieat
Appliance [P Deception Decoy M&C Validation
Switch [P Deception Exclude

3 C % % [enozms sz

Results: group=SegmentSet], segment=0T ag(102) 1451381773, 103/255

The HostName is displayed along with the IP Address. You may enter another IP Address or

HostName in the IP Address or HostName field and click the Lookup button.

IP Address or HostMame: 192168102114

HostHame:

IP Address:

Lookup Complete

192168102112
192168102112

” Lookup H Cluss%

IP Address Select/Deselect All

To select all sources in the Address Space Panel:

1 Select an IP Address from the Address Space Panel.
2 Right-click to bring up the pop-up menu.

3 Choose Select All.
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Sentriant Manager - AUS001(192.168.21.85) User Role: A
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Monitor |AddressSpacs "‘ 11 " O &8 D b4
= Hetwork Activity [ Segreniset ~| |3 ATan102) 145138+ | [ Refresh_|

[ Export l

T | IP Address & ‘ Segment | uc | oc ‘ Sources | Spoofs | Peizonality |
[ ] 132188102111 QTag102) 1451381773 1 0 A
192.168.102.112 » 0 Vacant =2
D Exclude fram Deception
192.168.102.113 1 0
[#-docess Activity Add a5 Gateway
[ ] 192188102114 Reset Candidate Flags 1 0 Vacank
[ 152188102115 P Address Lockup 1 0
] 192168102118 Deselect 4l 1 0
[ ] 192188102117  Details 1 0 - v
General Segment Mewver Rule
IP: 192168102112 Subnet Cloak Include
MACO0:9E:COABEE 70 IP Deceive Exclude
Access Client Gateway Threat
Appliance [P Deception Decoy M&C Validation
Switch [P Deception Exclude
E O °‘° ?@; IUEH 0/200516:23 UTC Results: group=SegmentSet], segment=0T ag(102) 1451381773, 103/255

All IP Addresses are selected.

File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help

Manitor |Address Space v

M 4p 0 BOX

- Hetwork Activiy [ seqmentsedt | [ aTaatio 145138 v [ Pefiesh | [t |

IP Address & uc |DC | Sources Spoofs Personality
192.168.102.111 ATag(102) 1451381773 |l =
192.168.102.112 OTag(102) 1451381773 [l Vacant
192.168.102.113 OTag(102) 1451381773 [l =
[#-Access Sctiviy

192.168.102.114 ATag(102) 1451381773 |l WVacant
192.168.102.115 OTag(102) 1451381773 [l
192.168.102.116 OTag(102) 1451381773 [l
192.168.102.117 ATag(102) 1451381773 |l

General Segment Never Rule

IF: Subnet Cloak Include:

MALC: IF Deceive Esxclude
Access Client Gateway Threat
Appliance P Deception Decoy M&C Y alidation
Switch [P Deception Exclude

3 & © % [smnvasiesuc Results: group=SegmentSet1, segment=0T g(102) 1451381773, 103/255

To deselect IP Addresses in the Address Space Panel:

1 Right-click in the Address Space Panel to bring up the pop-up menu.
2 Choose Deselect All.
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File View Monitor

Events

Reports  View Config  Edit Config  Appliance  Help

M anitar |Address Space

L

- Network Activity |% SegmentSeat]

VHO QTaq(102) 145128 vH Refresh |

[ Export l

o4O B 0OX

IP Address 4
192.168.102.111
192.168.102.112

192.168.102.113
[#-docess Activity
192.168.102.114
192.168.102.115
192.168.102.116

192.168.102.117

Aness Clisnt
Appliance [P
Switch [P

UC |DC | Sources Spoofs Peizonality

OTag(102) 1451381773 [l -

OTag(102) 1451381773 [l Vacant

ATag(102) 1451381773 |l -
Exclude from Deception L Vacant

Add as Gateway

Reset Candidate Flags

IP Address Lookup

Select Al
Never Rule
¥ Details Cloak Include
IP Deceive Exclude
Gateway Threat
Deception Decoy M&C Validation

Deception Exclude

3 < % % [enozns sz 0mc

Results: group=SegmentSet], segment=0T ag(102) 1451381773, 103/255

Show/Hide Details Panel

To display the Details Panel:

1 Right-click in the Address Space Panel.

2 Select Details.

Sentriant Manage|

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

>

Monitor |AddressSpacs "‘ 11 " O &8 D b4
- Network Activiy [ segmentsert <[ aTagiinz) 145138 | [ Fefiesh | [(Expart_|
T |IP Address 4 ‘Ssgmenl |UC |DC ‘Suurcss |Spuufs |Felsunahly
[] 132188.1021M [Taal102) 1451381773 1 0
192.168.102.112 Exclude from Deception 0 Vacant
- ] 192168102113 Add as Gateway 1 i
ez ety [] 132188.102.114 Reset Candiate Flags 1 0 Vacant
IP Address Lookup
[] 192188102115 et Al 1 i
] 192168102118 Deselect Al 1 0
[] 132188102117 1 0
] 192188102118 QTaql102) 1451381773 1 i
] 1521881021189 (Taal102) 1451381773 1 i
[ ] 132188.102.120 [Taal102) 1451381773 1 0
] 192188102121 QTaql102) 1451381773 1 i ExampleLinux
] 152188102122 (Taal102) 1451381773 1 i
[ ] 132.188.102.123 G Tagl102) 1451381773 1 0

=3 < . % [oenozm0s 707 UTC

Results: group=SegmentSet], segment=0T ag(102) 1451381773, 103/255

To hide the Details Panel:
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1 Right-click in the Address Space Panel.
2 Select Details.

NOTE

You may also double-click an IP Address to hide/open the Details Panel.

Sentriant Manager - AUS001(192.168.21.85) User Role: Admin

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help
Monitor | Events | Fieports | View Carfig | Edit Config | Appliance|
Monitor |Address Space V‘ 11 ‘) O =8 D b 4
- Network Activiy [ segmentsert <[ aTagiinz) 145138 | [ Fefiesh | [(Expart_|
- Sourges
T |IP Address 4 ‘Ssgmenl |UC |DC ‘Suurcss |Spuufs |Felsunahly |
b Targets
[ ] 132188102111 QTag102) 1451381773 1 0 A
- Trends
. 192.168.102.112 Exclude from Deception | W 0 Wacant =
[] 15218102113 Add as Gateway 1 0
[ -Aocess Activity Reset Candidate Flags
[ ] 192188102114 1 0 Vacant
IP Address Lookup
] 192168.102.115 Select Al 1 0
] 192168102116 Deselect Al 1 1
sy A | 0 : a
General Segment Never Rule
IP: 192168102112 Subnet Cloak Include:
MAC:00:9E:CO-AREE: 70 IP Deceive Exclude
Access Client Gateway Threat
Appliance [P Deception Decoy MAC Validation
Switch [P Deception Exclude
3 O ° % [wroas s Results: group=SegmentS et segment=0T ag(102) 1451381773, 103/255

Access Activity

The purpose of the Access Activity Panel is to determine who is currently connected to the Sentriant
NG appliance. When you make changes to the Sentriant NG appliance's configuration setting, the
Sentriant NG appliance will automatically notify the user of upcoming changes therefore mitigating lost

or conflicting configuration changes.

Active Sessions

To view Active Sessions:

1 From Monitor > Access Activity, select Active Sessions.

A list of all users currently logged into the Sentriant NG appliance is displayed.
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E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Evenkts Reports View Config  Edit Config  Appliance

Help

%, Default

141

r; >
Muariter | Everts | Reports | Yiew Config | Edit Config | Appliance
M anitor Active Sessions v o 4pOBEOX
#-Network Activity User Active Since On Client |
S-Access Activiy
ceess Actvy i Tue 05/24/2005 02:52:40 PM 1BM-ECI07PEE1865/132.168.21 B4
johndoent Tue 05/24/2005 02:52:40 Pl 1BM-ECI0PEE1865/152168.21 B5
janedost 0 Tue 05/24/2005 025240 P

IBM-ECI07SET1865/132.168.21 66

E 3 @, % [05/24/2005 1953 Coordinated Universal Time
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@ cvents

The Sentriant NG appliance captures event logs that can be used to gather information about threats,
hardware and software.

Appliance - Appliance events panel contains events logged by the Sentriant NG appliance. For example,
the database manager has started the database or a physical port on a Sentriant NG appliance has gone
down.

Audit - Audit events panel contains events such as log in attempts as well as events related to resource
use such as creating, or deleting new users.

Network Activity - Network Activity events panel contains events logged by the Sentriant NG
appliance. For example, an activity started, a threat was detected, an activity has stopped. The Network
Activity can be used for troubleshooting threats.

Events are automatically captured once the Sentriant NG appliance is started. All users can view
Appliance, Audit and Network Activity events. Only administrators can perform actions on an event.

Appliance Events

The Appliance events panel contains events logged by the Sentriant NG appliance. For example, the
database manager has started the database or a physical port on an Sentriant NG appliance has gone
down.

The Appliance Event Panel List contains the following information:

Table 2: Appliance Event Information

Information Meaning

Timestamp The date and time when the event occurred.
Appliance The IP Address of the Sentriant NG appliance.
Message A message describing the event.

To view Appliance Events:
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1 From Events Tab, select Appliance from the list.

Sentriant Manager - DALO01({192.168.21.59) User Role: Admin

File View Monitor Ewvents Reports View Config Edit Config  Appliance  Help

Mﬂnitnr‘ Ewents | Feports | View Conlig | Edit Config| Appliance|

Ewents |Appl\ance

o O OX

edudit

Timestamp &

Appliance

| Meszage |

- Nhworlc Actvity DB/06/2005 16 45:47
0E/05/2005 18:45:47
0B/06/2005 18.45.48
05/05/2005 18:45:21
0E/0/2005 18:45:21
0B/06/2005 18.46:21
05/05/2005 18:45:21
0E/0/2005 18:45:21
0B/06/2005 18.46:21

06/06/2005 18:46:21

DALOD localdomain
DALONT lacaldomain
DALODT localdomain
DALOD localdomain
DALONT lacaldomain
DALODT localdomain
DALOD localdomain
DALONT lacaldomain
DALODT localdomain
DAL localdomain

Vacuumed report_activity_week in 367ms le']

WVacuumed report_activity_day in 166ms

ColdStart

eth2.102 Link Link Up L
eth1.102 Link Link Up

eth2.103 Link Link Up

eth1.103 Link Link Up

eth2.104 Link Link Up

eth1.104 Link Link Up

eth1.105 Link Link Up b

3 & o % [06/07/2005 13.22 Coordinated niversal Time

Ouery completed at Tue 0B/07/2005 02:22:44 P! showing 27 tows

To query the Appliance Events list:

1 Click the Query button.
2 The Edit Query dialog opens.

You can query appliance event parameters by the following:

Sentriant Manager - DALO01(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

Manitor| Even dit Que

Quantiy:
Time
RS [<3etect a Time Range> ~|
Start:
g ][00 |[z005 |
] ]
End
[2ugst ][0 |[z005 |
] ]
3O oy

m| Message|

¥ 4pO0OX

Dezcription

AUS001 localdomain
DALODT lacaldomain

| Message |

| >

eth1.105 Link Link Up
eth1.102 Link Link Up
eth2.102 Link Link Up
eth1.103 Link Link Up
eth2.103 Link Link Up

eth1.101 Link Link Up
eth2.101 Link Link Up
eth2.101 Link Link Up

eth1.105 Link Link Up

0K Cancel

showing B9 rows

e Quantity - The default events record quantity returned is 2000. This value may be changed from 1 to

9999.

o
@ notE

Entering a value that is less than the total amount of records that exist will return the events with the oldest
timestamps. For example, if you select a start and end range that contains 250 records and you enter a Quantity of
200, you will not see 50 records with the latest timestamps.

e Time
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e Select a Time Range - You may enter a custom timestamp or select one of the following:

Last Minute

Last 5 Minutes

Last Hour

Last Day

Last Week

Start - Enter a specific date and time when events occurred

End - Enter a specific date and time when events concluded

e Appliance - You may select from the list of appliances

e Message - You may select from the list of messages

Audit

Events

The Audit events panel contains events such as log in attempts as well as events related to resource use
such as creating, or deleting new users.

NOTE

When a user logs in to the Sentriant NG Manager, two connections are made resulting in two login events. One login
event is for the connection to the Sentriant NG Manager and another is generated once the user has logged into the
Sentriant NG itself.

The Audit Events Panel List contains the following information:

Table 3: Audit Event Information

Information Meaning
Tlmestamp The date and time when the event occurred.
Message A message describing the event.

User

Login ID of the user.

To view Audit Events:
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1 From Events Tab, select Audit from the list.

Sentriant Manager - DAL001{192.166.21.59) User Role: Admin

File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help
Manitor| Events | Reparts | View Carfig| Edit Corfig | Agpliance)|
Everts |Audit v| 12 4p 0 OX
A ppliance
! %‘ Timestamp & Message User |
e Metiark Activity
08/09/200511:25:41 Configuration import attempt Appliance %
08/09/2005 11:25:41 Object Caontainer ConfigChangeStart m... Appliance
08/09/2005 11:25:41 Adding Network Interface eth3 Appliahce
08/09/200511:25:41 Adding Segments Mative Mamt 152581.. Appliance
08/09/2005 11:25:41 Adding Segments Mative -239281237  Appliance
08/09/2005 11:25:41 Adding Segments Mative 355982988 Appliance
08/09/200511:25:41 Adding Segments Mative -454769609  Appliance
08/09/2005 11:25:41 Adding Metwark. Interface eth2 Lppliance
08/09/2005 11:25:41 Adding Metwork Interface ethl Appliahce
v
=3 © ¢ % [wnorzszz0mc Query completed af Tue 08/03/2005 05:19:23 M’ shawing 480 ows

To query the Audit Events list:

1 Click the Query button.
2 The Edit Query dialog opens.

Sentriant Manager - DAL001({192.168.21.59) User Role: Admin

_F\Ie View Mg Edit Query
Monitor| Eve —
Quantity 2000 Users |
e Description vz 4dpO00OX
i~ Appliance [
Time
i i )
admin IU I
[ | <Select a Time Fange> b ‘ er
Appliance Al
Start: 2
| | | | | | it m... Appliance
August 1] 2005
Appliance
o5 | |.»./~ | |";.r, | '
541... Appliance
37 Appliance
B | 6 Appliance
|E | 09 Appisnce
Appliahce
Appliance
Ok Cancel ¥
E D% 2 |nsxnsxznns 2224 UTC Query completed at 'Tue 08/09/2005 05:13:23 PM' showing 430 rows

You can query appliance event parameters by the following:

e Quantity - The default events record quantity returned is 2000. This value may be changed from 1 to
9999.

o
@5 notE

Entering a value that is less than the total amount of records that exist will return the events with the oldest
timestamps. For example, if you select a start and end range that contains 250 records and you enter a Quantity of
200, you will not see 50 records with the latest timestamps.

e Time
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e Select a Time Range - You may enter a custom timestamp or select one of the following:

Last Minute

Last 5 Minutes

Last Hour

Last Day

Last Week

Start - Enter a specific date and time when events occurred

End - Enter a specific date and time when events concluded

e Users - You may select a user from the list

Network Activity Events

The Network Activity events panel contains events, within the Fabric, logged by Sentriant NG
appliances. For example, an activity started, a threat was detected, an activity has stopped. The
Network Activity can be used for troubleshooting threats on the Fabric.

The types of events found in the Network Activity Events Panel are:

Activity Started - Event denoting the start of an event stream.
Activity Stopped - Event denoting the stop or end of an event stream.
Information - Event that is not part of an event stream.

Threat - Event denoting that a threat was detected and an action has taken place.

View Network Activity Events

The Network Activity Events Panel List contains the following information:

Table 4:

Network Activity Events Information

Information Meaning

Type An icon representing the type of event.

Time The date and time the event occurred.

Event Types Text message describing the event. For example, Activity Started,
Threat Released, Activity Stopped.

Source IP The IP Address of the source where the event originated.

Source Segment The Segment name where the source originated.

Info The name of the rule that was triggered by a threat type event.

Reason The reason the rule was triggered, either Automatic or Manual.

To view Network Activity Events:
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1 From Events Tab, select Network Activity from the list.

Sentriant Manager - AUS001(192.168.21.59) User, Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Applisnce  Help

Monitor‘ Events | Fieports | View Conlig | Edit Config|| 4ppliance|

Events [ Metwork activity v 4O O
i~ Appliance
oAl st | |TimeY ‘Type |SnurceIF’ Feseiong Segmant||nfn |Fleasnn |
4 o 09/14/2005 10:03:... Decoy Assigned 192.188.102.169 G Tag(102) 13585... Vacant Automatic
4 o 09/14/2005 10:03.... Decoy Assigned 192.168.102.120 AT ag(102) 13585... Vacant Automatic J |
4 o 09/14/2005 10:03:... Decaoy Assigned 192.168.102.1790Tag(102] 13585... Vacant ALutamatic
4 o 09/14/2005 10:03:... Decoy Assigned 192.188.102.102 G Tag(102) 13585... Vacant Automatic
o A 09/14/2005 10:03.... Thieat Detected 192.168.101.100 QAT ag(102) 13585... Too Many Unused  Automatic
o ‘ 09/14/2005 10:03:... Threat Detected 192.168.101.100 AT ag(102) 13585... Unused Contact  Automatic
1] A 09/14/2005 10:03:.. Watch Stat 192.168.101.100 G Tag(102) 13585 Automatic
a o 09/14/2005 10:02.... Decoy Assigned 192.168.101.130ATag[107) 31842... Vacant Automatic
5 o 09/14/2005 10:02:... Decaoy Assigned 192.168.101.167 QTag(1071) 31842... Vacant ALutamatic 2

= © % % [k iss0c Fiesults: &1l Event Stream(s). 1402000

To query the Network Activity Events list:

1 Click the Query button.
2 The Edit Query dialog opens.

Sentriant Manager - AUS001 9) User Role: Admin

File View  Monif

| Edit Query

Wonitor| Events — e el
1P Addhess: E E] Rules | Responss | Type| Reason | Segment| Priarity|
E.venls Eule ] ’ O D X
[— T | 2000 |
oppl Too Many Used 25
~Budit
Too Many External eason
Time
Unused Contact utomatic
| <Select a Time Range> v | =
Too Many Unprotected wtomatic
Start Too Many Unused utomatic
[Septen |4 |[z0r | oo Mary suTP Hass tomatic
| 0 | | ‘ ‘ | Ping Flood | Butomatic
End Too Many SMTP SYNs Ltomatic
| T || P H = | DNS Mail Lookup wtomatic
| || - ‘ ‘ | Bad Pkt : SYHIFIN utomatic
0 0 £ v
utomatic
L 0K ] [ Apply ] [ Reset ] l Cancel l s

EH O @ % [ssazsisoruic Resulls: &ll Event Shieamls), 140/2000 Help

You can query appliance event parameters by the following:

e IP Address - Enter an IP Address of a source

e Quantity - The default events record quantity returned is 2000. This value may be changed from 1 to
9999.

NOTE

Entering a value that is less than the total amount of records that exist will return the events with the oldest
timestamps. For example, if you select a start and end range that contains 250 records and you enter a Quantity of
200, you will not see 50 records with the latest timestamps.
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e Time
e Select a Time Range - You may enter a custom timestamp or select one of the following:
m Last Minute
Last 5 Minutes
Last Hour
Last Day
Last Week

Start - Enter a specific date and time when events occurred

m End - Enter a specific date and time when events concluded
Rules - Select a rule or multi-select rules
Response - Select a response or multi-select responses
Type - Select the event type message or multi-select event types

Reason - Select the reason message or multi-select reasons

Reporting Segment - Select the segment that is reporting the threat

NOTE

The reporting segment may not be the segment where the threat occurred. For example, in a Broadcast Only
configuration, network traffic between segments does not go through a switch.

e Priority - Select the threat priority or multi-select priorities

Clicking the OK button will envoke the query on the Network Activity threats. You may remove the
query by clicking the Reset button and then the OK button from the Query dialog.

Network Activity Details

The Network Activity Details Panel contains detailed event information to assist in processing source/
target threat information. The Network Activity Details Panel is grouped by the type of data displayed.
The groups are:

General - High level source information including gateways, current and active target counts
IP - Displays Spoofed As information for source IP Addresses

Port - Displays Port information that sources and targets utilized

Packet - Displays detailed packet information

Threats - Displays all triggered rules

Double-clicking on a source in the Sources Panel or right-clicking on a source and selecting Details will
activate the Details Panel.

General
The General panel contains high-level information for a selected event. This information is:

o IP Address of the event's source
e MAC Address of the event's source
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Start - Time the event occurred

Last Traffic - the last time the event's source communicated with a Target IP Address within the
Sentriant NG appliance's protected range

Source Segment - The segment where the threat originated

Reporting Segment - The segment reporting the threat

NOTE

The reporting segment may not be the segment where the threat occurred. For example, in a Broadcast Only
configuration, network traffic between segments does not go through a switch.

® Remote Segment - A segment that passed the sources communication to the reporting segment
e General Table - Displays the Gateway IP Address and MAC where the event's source originated if
originating from a gateway outside of the protected range.

To view an event's General information:

1 From Events > Network Activity tab, select an event.

2 Right-click to display the pop up menu and select Details. (The General Tab is default for the Details
panel)

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin

File Wiew Monitor Ewvents Reports View Config  Edit Config  Applisnce  Help
Monitor‘ Evenlsl Reports | View Config | Edit Canfig | Appliance
Events |NelwurkAcl|v|ty "‘ mo4pOOX
i~ Appliance
oAl st ‘ | Time ¥ |Type S P Fisssiig Seament ‘ Info |F\aasﬂn |
4 ° 09/14/2005 10:03:47 DecoyAssigned 192168102169 QTag(102) 1358597780  Vacant Automatic )
4 ﬂ 09/14/2005 10:03:47 Decoy dssigned 192168102120  QTag(102) 1358597780  Yacant Automatic )
4 o 09/14/2005 10:03:47 Decaop dzzigned 192168102179 QTag(102) 1358597780  Wacant Autanatic
4 ° 09/14/2005 10:03:47 Decoy Assigned 192168102102 QTag[102) 1358597780  Vacant Automatic
1) / 09/14/2005 10:0... Threat Detec... 192.168.101.1... QT ag(102) 1358597._.. Too Many U... Automatic
[ A 09/14/200510:03:23 Threat Detected 192168101100 QTag(102) 1358597780  Unused Contact Automatic
) b 09/14/200510:03:23 Watch Start 192168.101.100  QTag(102) 1368697780 Automatic
a ﬂ 09/14/2005 10:02:58 Decoy dssigned 192168101130 QTag(101) 3184240819 Yacant Automatic
5 ) 0914/200510:02.56 Decou Assioned 192168101167 QTaal1011 2184240819 Yacant utomatic ¥
IF: 192168101100 Gateway |P Address Gateway MAC
MAC: 00:BODOS71515
Start: ‘wied 09/14/2005 10:03:23 AM
Last Traffic:
3 O ¢ % [snvzsisnoc Resuts: All Evert Steam(s) 140/2000

IP

The IP panel contains information specific to the number of active and total targets that the source has
communicated with.

To view a source's Target Counts:
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1 Select a source from the Network Activity Panel.

2 Select IP from the Details Panel drop-down list.

E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

Mumlull EVE""Sl Repoits | View Config| Edit Config | &ppliance

Events
- ~-Appliance
it

[Metwork Activity v 11 4p 0O OX
su. | |Timew | Type Soutce IP Repating Segment [ Info |Feasan |

4 o 09/14/2005 10:03:47 Decoy Assigned 192168102163 QTag(102) 1358537780 Vacant ALutamatic L]
4 © 091472005 10:03:47 Decoy Assigned 192168102120 OTaq(102) 1358597780 Vacant fuomatie
4 o 03/14/200510:03:47 Decoy Assigned 192168102173 (Tag(102) 13585597780  Vacant Automatic

4 o 09/14/2005 10:03:47 Decoy Assigned 192168102102 QTag(102) 1358537780 Vacant ALutamatic

/ 09/1472005 10:0_.. Threat Detec... 192 168.101.1___ QT ag(102) 1358597 _

1]
[ A 09/14/2005 10:03:23  Threat Detected  192.168.101.7100 (Tag(102) 1358537780
[

‘ 09/14/2005 100323 Watch Start 192168101100 QTag(102) 1356597780
5 o 0941472005 100258 Decoy Assigned 192 168101130 QTag(101) 3184240819
g D 09/14/2005 10,0256 Decow Assioned  192.168.101.167  QTaa(1011 3184240819

- Too Many U._. Automatic

Unused Contact Automatic

Automatic
WVarank Automatic
acant utomatic ¥

o m——

Total Targets
Used

Unused,
Extemal:
Unpratected:
Total:

=]

=]

=3 O 9 % [094z00815100TC

Results: & Event Stieam(z). 14042000

The Target Counts displays a list of Active Targets. Active Targets are sources that are currently
communicating with targets. Each type of target, used, unused, protected, and unprotected quantity
is displayed along with the total number of active targets.

Port

The Port panel contains information specific to the number of ports and type of port that the source has
communicated with including total number of packet bytes transmitted and received and the targets

that have responded.

To view the Ports that a source communicated with:

1 Select an event from the Events Panel.

2 Select Port from the Details Panel drop-down list.
3 Select a Source Port from the table.
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Sentriant Manager - AUS001(192.168.21.59) User Role: Ad
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Monitor‘ Events | Fieports | View Conlig | Edit Config| Appliance|

Everts |NelwurkAcl|v|ty vl 11 4p O OX
-dppliance
it
su | [Timev |Type Seurce I Repoting Segmert | Info |Rezson |
4 © 09/14/200510:03:47 Decoy Assigned 192188102189 0Tag(102) 1358597780 Vacant Automatic
4 ﬂ 09/14/200510:03:47 Decoy fssigned 192168102120 OTag(102) 1358597780  WVacant Automatic 0
4 © 09/14/200510:03.47 Decoy Assigned 192168102179 0Tag(102) 1358597780 Vacant Autamatic
4 © 09/14/200510:03:47 Decoy Assigned 192188102102 0Tag(102) 1358597780 Vacant Automatic
1) 192.168.101 Tag(102) 135859 Automatic
[ A 09/14/200510:03:23 Threat Detected 192168101100  QTag(102) 1358537780  Unused Contact Automatic
) b 09/14/200510:03:23 Watch Start 192.168.101.100 QT ag(102) 1368697780 Automatic
a ﬂ 09/14/200510:02.58 Decoyfssigned 192168101130 OTag(101) 3184240813 Vacant Automatic
5 ) 0914/200510.02.56 Decou Assianed  192.168.101.167  QTaa1011 3184240819 Yacant uomatic ¥
| Port - ‘ ‘ Source to Target(s) R
|M\m|
Source Port & Transmit T2 Received RX
Packet Bytes: 0 Packet Bytes: 0
(192168, Echo  ICMP 2 jep 1 e 1
W192.1... Echo UDP: 0 UDP: 1]
wip | 1CHMP: a4 ICHP: 0
3 & % % [mrvasisnoc Results: Al Event Stream(s). 14072000

The Time Based details panel is displayed.
To view Source to Targets:

Select an event from the Events Panel.
Select Port from the Details Panel drop-down list.

Select Source to Targets from the drop-down list.

W N =

Select a Source Port from the table.

Sentriant Manager - AUS001(192.168.21.59) User Role:
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Monitor‘ Events | Fieports | View Conlig | Edit Config| Appliance|

Events |NelwurkAcl|v|ty "l m 4pO0OX
-dppliance
F-dudit
su | [Timev |Type Seurce I Repoting Segmert | Info |Rezson |
4 © 09/14/200510:03:47 Decoy Assigned 192188102189 0Tag(102) 1358597780 Vacant Automatic
4 ﬂ 09/14/200510:03:47 Decoy fssigned 192168102120 OTag(102) 1358597780  WVacant Automatic 0
4 © 09/14/200510:03.47 Decoy Assigned 192168102179 0Tag(102) 1358597780 Vacant Autamatic
4 © 09/14/200510:03:47 Decoy Assigned 192188102102 0Tag(102) 1358597780 Vacant Automatic
1) QTag(102) 1358597,
[ A 09/14/200510:03:23 Threat Detected 192168101100  QTag(102) 1358537780  Unused Contact Automatic
) b 09/14/200510:03:23 Watch Start 192.168.101.100 QT ag(102) 1368697780 Automatic
a ﬂ 09/14/200510:02.58 Decoyfssigned 192168101130 OTag(101) 3184240813 Vacant Automatic
5 ) 0914/200510.02.56 Decou Assianed  192.168.101.167  QTaa1011 3184240819 Yacant uomatic ¥
| Port - ‘ ‘ Source to Target(s) R
[ Beneral| Dotsi
Source Port & Transmit T2 Received RX
Packet Bytes: 0 Packet Bytes: 0
Echo QL [ 132188 Echo  ICMP 2| qop 1 e 1
192.1... Echo IC... UDP: 0 UDF: o
k wip | 1CMP: a4 ICHP: 0
3 & % % [mrvasisnoc Results: Al Event Stream(s). 14072000
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The port and the port's protocol type is displayed in the left-most table for the source IP Address.
Selecting a Source Port displays the Packet Bytes transmitted and received. In addition, the bytes are
broken down into the TCP, UDP and ICMP communication layers.

Selecting a row from the Source Port’s table filters the target table.

Selecting a row from the Source Port’s table, then selecting a row from the Target Port’s table filters the
TX and RX information.

To view Source to Target details:

1 From the Port > Source to Target details panel, select the Details tab.

E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help
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4 © 09/14/200510:03:47 Decoy Assigned 192168102179 OTaq(102) 1358597780 Vacant Automatic

4 o 03/14/200510:03:47 Decoy Assigned 192168102102 (Tag(102) 1358597780  Vacant Automatic

1] / 09/14/2005 10:0... Threat Detec... 192.168.101.1... QT ag(102) 1358597... Too Many U... Automatic (%9

| Puoit w | | Source to Target(s) -
Generall Details |
Total TX [% Bytes: 8400 Packets: 200 Total RX Bytes: 0 Packets: D
TCPTX TCP R
Spn Fin RST Push Ack URG Total Syn Fin  RST Push Ack URG Tatal
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The traffic between the selected source and target are displayed showing the count of packet and bytes
transmitted and received. In addition, the bytes are broken down into the TCP, ICMP and UDP
communication layers.

Packet

The Packet panel contains specific packet information for the selected event. The total packet count for
transmitted and received packet bytes is displayed and the packet count pair for each port type.

To view Packet Count:

1 Select an event from the Events Panel.

2 Select Packet from the Details Panel drop-down list.
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E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
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4 © 09414/200510:03:47 Decoy Assigned 192188102120 0Tag(102) 1358597780 Vacant Automatic ﬁ
4 ﬂ 09/14/200510:03:47 Decoy fssigned 192168102173 OTag(102) 1358597780  Vacant Automatic
4 © 09/14/200510:03.47 Decoy Assigned 192168102102 0Tag(102) 1358597780 Vacant Autamatic
1} . 192.168.101.1._. ATag(102) 1358597 Too Many U Automatic [

Total TX Bytes: 8400 Packets: 208 Total RX Bytes: 0 Packets: 0
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Spn Fin RST Push Ack URG Total Spn Fin RST Push Ack URG Total
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ICMP T ICMP Rix
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The information displayed is the count of how many packets were sent from that selected Source IP to
the selected Target IP. The information is displayed showing each packet relative to the communication

layer where it was sent and received.

Totals are displayed across the top of the view for the number of bytes and packets transmitted and

received and UDP.

The second row of data shows the number of packets sent and received to the TCP header fields and a

roll-up total for each.

The third row of data shows the number of packets sent and received to the ICMP layer for Requested,
Response and Unread Destination packets and a roll-up total for each.

The last row of data shows the number of packets sent and received to the UDP header.

To view Byte Count:

1 Select an Event from the Newtork Activity Panel.

2 Select Byte Count from the Details view drop-down list.
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4 ﬂ 09/14/200510:03:47 Decoy fssigned 192168102173 OTag(102) 1358597780  Vacant Automatic 1
4 © 09/14/200510:03.47 Decoy Assigned 192168102102 0Tag(102) 1358597780 Vacant Autamatic
1} / 09/14/2005 10:0... Thieat Detec.. 192.168.101.1__. AT ag(102) 1358597__. Too Many U___ Automatic
0 A 03/14/200510:03:23 Thieat Detected 132168101100 QTag(102) 1358597780  Unused Contact utomatic
o A 09/14/200510:03:23 Watch Start 192.168.101.100 QT ag(102) 1358597780 Autamatic
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The information displayed is the count of how many bytes were sent from that selected Source IP to the
selected Target IP. The information is displayed showing each byte relative to the communication layer
where it was sent and received.

Totals are displayed across the top of the panel view for the number of bytes transmitted and received.
The second row of data shows the number of bytes sent and received to the TCP header.
The third row of data shows the number of bytes sent and received to the ICMP header.

The bottom row of data shows the number of bytes sent and received to the UDP layer.

Threat

In the Events Panel, a threat is displayed for each instance a source triggered a rule. For example, a
source triggers a medium threat and a high threat. The Events Panel will display each triggered rule
event in the Detail View.

The administrator can dismiss threats by right-clicking a threat in the Details Panel and selecting
Dismiss.

To view an Event's Threats:

1 Select an event from the Events Panel.
2 Select Threats from the Details Panel drop-down list.
All Threat Priorities, High, Medium, Low, and Suspect are displayed for the selected event.
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E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help
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4 ﬂ 09/14/200510:03:47 Decoy fssigned 192168102173 OTag(102) 1358597780  Vacant Automatic 1
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Network Activity Events Actions

The following actions can be performed within the Events Panel. A right-click pop up menu contains
the following actions:

e Show Event Stream - Filters the Network Activity Events Panel to a single communication steam of
events

Lookup IP Address on the Web - Opens a web browser to the various IP look up providers

IP Address Lookup - A tool that returns the host name and IP Address of a source using the client's
DNS

® Select/Deselect All - Selects/Deselects All source IP Addresses in the Events panel
View Network Activity Details Panel - Displays the Details Panel

View Network Activity Targets Panel - Displays a list of Targets when an event is selected

Show Event Stream

This view displays events for a single IP Address communication stream including all associated events.
For example, a communication stream has a start and stop event and in some cases information and/or
threat activity events.

NOTE

If an event stream only contains a start event, the communication stream is still active.

To show an Event Stream:
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1 Select an event from the Network Activity Panel.

2 Right-click and select Show Event Stream.

|Sentriant Manager, -

5001 (1

File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help
Munllur‘ Everts | Reports | View Conlig | Edit Config| Appliance|
Events [ Metvork Activity vl 4O OX
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4 ﬂ 09/14/200510:03:47 Decoy fssigned 192168102102 OTag(102) 1358597780  WVacant Automatic —
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Deselect Al
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Results: All Event Stream(s). 140,/2000

Only the events for the selected communication stream are displayed.

Sentriant Manager - AUSO01 (1
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0 A 09/14/200510:0323  Watch Gtart 192168101100 QTag(102) 1358597780 Autamatic

3 < . % [oanazsisia0mc

Fesults: Selected Event Stream, 6/2000

To redisplay all events:

1 Click the Query button.

2 Uncheck the Limit results to current Event Stream box.
3 Click OK to close the dialog and refresh the Network Activity Panel.
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Lookup IP on the Web

It may become necessary to look up the location of an IP Address to understand where it is coming
from. Sentriant NG Manager's Lookup IP Address on the web tool contains all of the regional internet
registry services. The Internet Registry services are:

e APNIC represents the Asia Pacific region, comprising 62 economies.

e RIPE represents a membership base of around 3,500 members. The RIPE NCC service region consists
of more than 90 countries across Europe, the Middle East, Central Asia and African countries located
north of the equator.

® ShowMyIP represents the entire world wide web. The website will look up an IP Address and give
it’s location along with other information.

The tool will direct you to the correct internet page and start the search of the IP Addresses location.
To look up an IP Address on the web:

1 Select an event from the Events Panel.
2 Right-click to bring up the pop-up menu.

3 Select Lookup and then one of the registry services from the list.
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3 & % % [mrvasiseoc Results: Al Event Straam(s). 148/2000

The selected IP Address is populated in the 'who is' section of the registry service. Search results are
displayed for the selected IP Address. Each registry service displays results differently so review
carefully.

IP Address Lookup

The IP Address Lookup tool will display the IP Address of an event's source and the HostName
returned by the client's DNS.

To look up an event's source IP Address and HostName:

1 Select an event from the Network Activity Panel.
2 Right-click to bring up the pop-up menu.
3 Select IP Address Lookup.

|Sentriant Manager, - AUS001(1
File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help

Munllur‘ Everts | Reports | View Conlig | Edit Config| Appliance|
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| E Fe A Results: All Event Streamis). 148/2000
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The HostName is displayed along with the IP Address. You may enter another IP Address or

HostName in the IP Address or HostName field and click the Lookup button.
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Results: All Event Stream(s). 148/2000

4 Click the Close button to return to the Network Activity Panel.

Select and Deselect Events
To select all events in the Network Activity Panel:

1 Select an event from the Network Activity Panel.
2 Right-click to bring up the pop-up menu.
3 Select Select All
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Results: All Event Steam(s). 148/2000

To deselect events in the Network Activity Panel:
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1 Right-click in the Network Activity Panel to bring up the pop-up menu.

2 Select Deselect All.
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09/14/2005 10:0....
09/14/2005 10:0...
091472005 10:0___
09/14/2005 10:0....
09/14/2005 10:0...
091472005 10:0___
09/14/2005 10:0....
09/14/2005 10:0...
091472005 10:0___
09/14/2005 10:0...

Source [P Reparting Segment

Wwatch Stop 192.168.101.1__@Tag(102) 1358597
-ATag(102) 1358597...

Across All Segments

j v Show Event Stream

Lockup ' 1... ATag(101] 3184240...
1P Address Lookup 1... ATag(101]) 3184240...

Select Al

_@Tag(101) 3184240

Details

Targets _1... ATag(102) 1358597...
Decoy Assign._. 192.168.102.1._. ATag(102) 1358597...
. Decoy Assign... 192.168.102.1... QTag[102) 1358597 _..

.. QTag(102) 1358597...
_@Tag(101) 3184240

--ATag(101) 3184240...

Automatic

Unused Con... Automatic
Too Many U... Automatic
Automatic

Deceive Automatic
Unused Con... Automatic
ng Flood Automatic
Too Many U... Automatic
Vacant Automatic
Vacant Automatic

Vacant Automatic

=3 < ¢ % [nanazsisie0Tc

Results: All Event Stream(s). 148/2000

All events are deselected.
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0 A 09/14/200510:09:24  Threat Released  192.168.101.100  QTagl102) 1358597780 Tao Many Unu... Automatic
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View Network Activity Details Panel

Details about events are displayed in the Events Details Panel.

To activate the Network Activity Details Panel:

1 Select an event in the Network Activity Panel.

2 Right-click and select Details.
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4 © 091472005 10:03:47 Decoy Assigned 192168102120 OTaq(102) 1358597780 Vacant Automatic
4 o 03/14/200510:03:47 Decoy Assigned 192168102173 (Tag(102) 13585597780  Vacant Automatic w
=3 C @ % 0420081516 UTC Fresus: Al Evert Stresmfs). 148/2000

To close the Network Activity Details Panel:

1 Right-click in the Network Activity Panel to bring up the pop-up menu.
2 Deselect Details.

nt Manager - AUS001(192.168.21.59) User Ro
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

| Momloll Events | Fieparts | View Canfig| Edit Canfig | Appliance|

Events |NstwulkAct\v|ly "l m 4pO0OX

Appliance

Audit

St | |Tima¥ |T_l,lpa Fams P e |Infn |Fleasnn |

-
1] ‘ 09/14/2005 10:09:24 Threat Releazed 192168101100 QTag(102) 1358597780 Unused Contact  Automatic =

/ 09/14/2005 10 hreat Relea 192.168.101.1_. AT ag(102) 135859
Across All Segments
! ‘ 0371472005110,  Show Event Stream

1 o 09147200570 Laokop p [0 QTag(101) 3184240819 Deceive Automatic

0 QTag(101) 3184240819 Automatic

IP Address Lookup

Thieats Export selected event with details
Select all
Fue Deselect Al hiaciad Expire Time
A TooMany Urused MW 4/2005 10:03:24 09/14/2005 10:0%:24
Targets

E 4] 9;0 %2 [09/14/2005 1517 UTC Results: &ll Event Stream(s). 148/2000

View Network Activity Targets Panel
To view the IP Addresses of targets affected by the source:

1 From the Sources Panel, select the row of any Source IP Address.
2 Double-click on the target or right-click to bring up the pop-up menu.
3 Select Targets.
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|Sentriant Manager - AUSDO1 (1

File View Monitor Ewvents Reports View Config Edit Config  Appliance  Help
Mﬂnitnr‘ Ewents | Feports | View Conlig | Edit Config| Appliance|
Events [ Metwork. axctivity i 4pOoOxX
i--dppliance
F-dudit
sw. | [Timew [ Tvpe Source P Repating Segrert | Info |Reason |
[ A 09/14/200510:09:24 Thieat Released 192.168.101.100  QTag(102) 1358597780  Urused Contact Automatic a
a 192.168.101.1... ATag(102) 1358597 U... Automal )

Across All Segments

1 A 09/14/2005 1 v Show Event Stream | 1 22-168.102100  ATag(101) 3184240819 Autamatic

1 © 09A14/20051  Lockup » 192168102100 QTag101) 3184240813 Deceive Automatic

1 A& 031420057 [FAddresslookup 453168102100 GTagl101) 3184240819 Unused Contact Automatic
Select All

1 Ly 09414420051 ele 192168102100 QTag101) 3184240819 Ping Flood Autamatic
Deselect Al

1 A 03/14/20051 Details 192168102100 QTag101) 3184240813 Too Many U Automatic

4 © zn14/20051 192168102169 OTag102) 1358597780 Wacant Automatic

4 © 09/14/200510:03.47 Decoy Assigned 192168102120 0Tag102) 1358597780 Vacant Autamatic

4 © 09/14/200510:03:47 Decoy Assigned 192188102179 0Tag(102) 1358597780 Vacant Automatic

4 @ 0914/200510.03.47 Decoy Assigned  192.168.102102  QTag(102) 1358597780 Vacant Automatic v

3 ¢ ¢ % [n9nams 1517 0TC

Results: All Event Stream(s). 14872000

The Target IP table on the far right of the screen is populated with all contacted targets.

|Sentriant Manager, -

5001 (1

File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help
Manitor| Events | Reparts | View Carfig| Edit Corfig | Agpliance)|
Events [ Metvork Activity vl 4O OX
A ppliance
i~ Audit
s [Tmev  |me [sowcer |RepsingSesm. | [Reason | |[Tipe  [aiTaers |
0 A 09/14/20051... Threat Rele.. 192.168.10... OTag(102)1358... Unused Co... Automatic a . a
|
1 gk 09/14/20051. Watch Stop 19216810, GTagl101) 3184 Automatic | 1
1 o 03/14/20051... Response .. 192168.10.. OTag(101) 3184... Deceive Automatic . %
1 A 09/14/20051... Threat Rele.. 192.168.10... QTag(101) 3184... Unused Co... Automatic .
1 Q 09/14/20051... Threat Rele... 19216810, OTag(101)3184... PingFlood  Automatic .
1 A 09/14/200581... Threat Rele.. 192.168.10... OTag(101) 3184... Too Many ... Automatic .
4 o 09/14/20051... Decaow dzsi.. 19216810, QTag(102) 1358... Vacant Autanatic .
4 o 09/14/20051... DecoyAssi.. 19216810 OTag(102)1358... Vacant Automatic .
4 o 09/14/20051... Decoy dssi.. 192168.10... OTag(102)1358... Vacant Automatic .
4 (@ 09/14/20051... Decoy bssi.. 19216810, GTag(102] 1358... Vacant Automatic (3] | Il w
3 & % % [mrvasissoc Results: Al Event Straam(s). 148/2000

To close the Network Activity Targets panel:

1 Select an event in the Network Activity Panel to bring up the pop-up menu.

2 Deselect Targets.
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Sentriant Manager - AUS001(192.168.21.59) User, Role: Admin

File Wiew Monitor Ewvents Reports View Config  Edit Config  Applisnce  Help

Monitor‘ Events | Fieports | View Conlig | Edit Config|| 4ppliance|

Everts [ Metwork activity vl 4p OO

-dppliance

F-dudit

5t | |Timev |T_l,lpa |SﬂumeIP |RepnrtingSegm |Inlﬂ |F!easnn | Type |A\ITa|gels |

W Un19zEB 102112 A
W Un.. 15278802182 |2

[ A 09/14/20051... Threat Rele... 192.168.10... QTag(102)1358... Unused Co... Automatic

J 09n4/2008 1
Across All Segments

T i 03142005 | chow Evert Stream OTagl101) 3184... sutomatic ||l Un. 19z 1ER 02071 T
1 @ 0971420051  Lookup ¥ D GTagli01) 3184 Deceive  Auomatic || B0 [n 152168102140
1 & 0341420051 TP Address Lockup OTagl101) 3184 Unused Co. Automatic || I . 1927185002757
T 09/14/2005 ;Zlf;::‘m‘ QTag) F184... FingFlood  Automatic || [0 L 1921681027103
1 A 09005 T Do Teof101)3184.. Too Many ... Automatic | [ . 192168102166

© 0511472005 m ATag0Z) 1358, Vacant  Autometic || [0 Ur. 152188 102767
@ 031142005 1... Decoy Assi.. 19216810, GTagl102)1358... Vacanl  Automalic W U 192768102158
@ 09/14/2005 1. Decoy fissi. 19216810, QTagl02)1356.. Yacart  Automatic W Un152iER102132

e = e

@ 15/14/2005 1. DecoyAssi. 19216810, QTagi02) 1358, Vacant  Automatic || [ Uro 19276818

3 < % % [nanazsisia0mc Results: 4l Event Steam(s). 148/2000
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‘ Reports

The Sentriant NG appliance lets you define the timing and contents of reports for system overview
activity and enhanced threat and audit reporting.

From the Reports panel you can select a daily or weekly System Overview Report of activity on one or
all network segments over a specified time period.

The System Overview Report summarizes the condition of the Extreme Security Fabric over the
reporting period for the following categories:

System Availability

Overall Session Activity

Overall Suspect and Threat Trend

Per-Segment Suspect and Threat Trend

System Overview Report

Using the Toolbar
The following functions are available in the Toolbar:
Save the System Overview Report

Print the System Overview Report

o Refresh the screen with existing parameters
1  Go to first page

(]  Go to previous page

1  Go to next page

b Go to last page

O Set to actual size

Fit to page

Fit to width

Zoom in

Zoom out

Set zoom ratio

Refreshes screen after modifying parameters
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Specifying Report Parameters

To specify segment(s) and time period:

1 From the Segment(s) pull-down menu, select the desired segment or All Segments to create reports
for all segments in the group.

3 The reports are displayed. To view each report, click on the Next Page button. Below is an example
of each report.

System Availability Report

The System Availability Report displays the ratio of up-time and down-time for all Sentriant NG
appliances within the fabric over the reporting period. The reporting period is either 24 hours or 1
week.

System Overview

(This report was generated by the appliance named ‘AIJS001". It includes traffic from segment(s)
‘Al Segments’ and is basad on activity over the past '24 Hours')

7r28/05 11:19 AM

System Overview- Coverage Period: 7/27/05 11:19 AM - 7/28/05 11:19 AM

System Availability

The following chart indicates the relative downtime of appliances over the reporting period. This
includes all managed appliances and is calculated by adding all the down time for each
appliance

Availability Ratio

Available = 100

I Available M Down

In summary, appliance availability was on average, 100% of the report period's elapsed time
One or mare appliances were rebooted 0 times.
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Overall Session Activity Report

The Overall Session Activity Report displays a ratio of the number of session or watch occurrences to
the total number of suspect and threat occurrences detected within the reporting range, either 24 hours
or 1 week.

An occurrence is identified as the aggregate number of watches, suspects or threats. For example, a
source triggers a threat rule. That is counted as one threat occurrence. If the same source threat times
out and is detected again, that threat is again counted. The report will aggregate the total and display it
in the graph.

The reporting period maintains the total number of aggregates for all Sentriant NG appliances within
the fabric.

NOTE

The Status Bar, which also displays watches, suspects, and threats does not show an aggregate. It displays the
number of unique sources that have triggered a watch, suspect or threat rule.

System Overview - Coverage Period: 7/27/05 11:19 AM - 7/28/05 11:19 AM

Overall Session Activity

The following chart indicates the ratio of total session activity to total suspect and total activity
overthe report period.

Activity Ratio

Suspects=3

Threats{low) = 2

e

[M sessions W Suspects  Threatsilom) | Threats(medium) M Threatshigh) |

In surmmary, the suspect activity remained relatively high over the reporting period. The threat
activity remained relatively high over the reporting period.

Overall Suspect and Threat Trend Report

The Overall Suspect and Threat Trend Report displays a ratio of the number of suspect and threat
occurrences detected within the reporting range, either 24 hours or 1 week. The total is identified as the
aggregate number of suspects and threats.
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System Overview - Coverage Period: 7/27/05 11:19 AM - 7/28/05 11:13 AM

Overall Suspect and Threat Trend
The following chart indicates the total suspect and threat activity trend over the reporting period
The values are cumulative for each tick on the horizontal scale. In the case of a weekly repor,

each day tick value reprasents the total activity arrival count over that day. Similarly, each hour
tick in the daily report represents the total activity arrival court over the hour.

Trend

30+

25

20+

15

10

‘B s

ook - —

2

A

Activity

Hours

[ suspects  Threatsilow)  Threats(medium) M Threatsthigh) |

In summary, suspact activity has decreasad since the beginning of the reporting period. The
threat activity has decreased since the beginning of the reporting period.

Per-Segment Suspect and Threat Trend Report

The Per-Segment Suspect and Threat Trend Report displays a ratio of the number of suspect and threat
occurrences detected within the reporting range, either 24 hours or 1 week broken down for each
segment. The totals are identified as the aggregate number of suspects and threats for each segment
within the fabric.

System Overview - Coverage Period: 7/27/05 11:19 AM - 7/28/05 11:19 AM

Per-Segment Suspect and Threat Trend

The following chart indicates the suspect and threat activity trend for each segment and over
the reporting period. The values are the total activity arrival count values for each segment over
the reporting period

Segment Trend
2.0-
= 161
=
E 1.0+
05 -
0o~ >
e\ i
(AP, oM op
e B
g0 [

[msuspects  Thieatstlow) | Thidats(medium) B Threatsthigh) |

In summary the ssgment with the most suspect activity is segment '0Tag(102) 2615366100
The segment with the most threat activity is seament 'QTag(102) 2615366100"
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Saving the System Overview Report to a File

To save the Report to a file:

1 In the toolbar, click the Save button.

Save in:
My Recert
Documents

My Documents

My Computer

&£

Moy Metweork
Places

|D My Documernts

“ 2 wE=

I InfoMtasons

J My Albums

I my eBooks

,.__J‘ My Music

.ﬂ My Pictures

J My Received Files
My Wieh Sites
=) Pascal Rel_1 2

File name: |

| Save

Files 0f type:  [JasperReports (*Jrprint)

vl [ Cancel ]

2 In the Save in pull-down menu, specify a file location.

3 In the File name field, enter a file name.

4 In the Files of type pull-down menu, select one of the following file types, then click Save.

IPDF (* piit)
HTML (* kitem, * htrnl)

[Single sheet KLS (*=15)
futtiple sheets KLS (*xds)
ICSY (*.osv)

POMIL [ jrieml, * xml)

<

Embedded images XML (* jrpxml, * xml)

Enhanced Reporting

The Sentriant NG Manager provides enhanced reporting about threats and audit history that are
delivered via email. Reports are generated at midnight and delivered in .csv or HTML format to a

selected email address once per day or week.

e The information used for these reports can be viewed in the Sentriant NG Manager under the Events

tab as Audit and Network Activity.

e The following reports cannot be viewed in the Sentriant NG Manager. They are only available via
email or as archives on the appliance. A user with sufficient privileges (admin/root) can access the

archives of the reports on the appliance.

Following is an example of how these reports can activated as an SMTP Alert Source:

1 From Edit Config > Alerts > Sources > SMTP, specify the Alert Name as Daily Reports.

2 Specify the Alert Source as Reporting.

3 Save the Configuration by clicking the Configuration Changed icon at the bottom left of the screen.

When the configuration is exported, the SMTP locations and values are included in the export.
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Following is an example of the activation page:

E|Sentriant Manager - AUS001(192.168.21.59) User Role: Admin =113
File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help
Monitor | Events Hepurlsl Wiew Corfig | Edit Config | Appliance
View Canfig [Sources Emai v 11 4p 0O OX
Alerts
- EmsillSMTP) | SNMP | Sysog
Name i Alert Source | Enable |
Bad Pkt: Al Flags Fule O L
Bad Pkt : No Flags Rule
o Bad Pkt : SYHIFIN Rule O B
--Destinations
X EBad Pkt : URG Only Fule
Deception
Bad Pkt : Xmas Tree Rule Il
[#-Mamed ltems
Cold Start Health
[#-Metwark Topaology “
DMS Mail Lackup Fule
Policy O
[ atabase Pruning Health Il 3
H © ¢ % [05/19/2005 21:13 Coordnated Universal Time

Threat Report

A Threat Protection Status report breaks down the threats and responses that have occurred on the

network. This report can be used to examine the most recent 24-hour period of activity on the Sentriant
NG appliance. The reports can be scheduled to be delivered in .csv or HTML format to a selected email
address once per day or week.

NOTE

This report may be quite large, so be sure to enter an email address that can handle large SMTP content.

The header contains title, date range, name, and the IP Address of the Sentriant NG generating the
report. The threat report contains the following groupings:

e Threat Breakdown and Response Breakdown contain overall counts of each unique threat and

response by rule name and response type.

e Threats by Segment groups the threats by segment and by threat roll up, indicating all threats within

the named segment.

e Threat Sources displays the IP Address, MAC address, rule name, and number of times that the rule

was triggered.

e Advisory note cautions that although there might have been no new threats in the last 24 hours,
consult the Sentriant Manager to determine whether there still are old or existing threats.

Following is an example of a daily HTML threat report that can be received by email:
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Extreme Networks Sentriant NG

Daily Top Offender Report for 2008-02-22
Sentriant: c245 - 10.25.0.245 - 2.5.0-5458

Threat Breakdown Response Breakdown

Threat [Level [Count||||Response [ Count
Unused Contact|Suspect| 1 Track |1

|‘;‘hreats by Segment

Segment | Threat [Level [Count
Kevin-450-20x | Unused Contact| Suspect| 1
Threat Sources

TP Address  [MAC Address [Threat [Level [Count
200.172.241 | 00:04:96:26:60: 2B | Unused Contact | Suspect[ 1

[For the [atest Threat Data always consult the iant Manager

Audit Report

An Audit report shows who logs into the Sentriant NG appliance and who alters system configuration.
This report can be used for audit trail history and compliance of changes made to the Sentriant NG
appliance.

The header contains the title, date range, name, and IP Address of the Sentriant NG appliance
generating the report. Columns indicate date, audit message, and the user performing the action. The
report includes both interactive and batch logins.

Following is an example of a daily auditing report that can be received by email:

Extreme Networks Sentriant NG
Audit Report for 2007-10-25
Sentriant: extremesnare 10.35.10.38

Audit Events

Data Message User
10/29/2007 11:1603 | Configuration exposted adman.
1042972007 11:16:03 |C: on impont sful admin
1072972007 11:16:03 | Object Containes ConfigChangeEnd modidied Lo false admin.
1072942007 112 ty Set Default to [145195916%, 63947589, 1256199272, 328222009] acdsrary
1072973007 116,03 | Fersomabty Srt Disfacl Percentages modghd to [0, 29, 30, 23] i
1072972007 111603 | Obgect Containes Ci jeStart modified o true. admin.
10/29/2007 11:16:03 | Configarstion import sttempt admin
1072972007 11:15:28 | Configuration exported addmin.
1072972007 111528 | fl admin
10292007 111528 [Object Comtaines ConfigChangeEnd modified 1o false admin
1062972007 11:15:28 | Ruls RulnA MNRuleChain 2916584977 - Function Action Count Exceeded 2256879566 Paremeters modified to [4] | admin
102972007 11:15:28 [Object Comtainer dified to true addmin
1072972007 111527 | Configration import attempt addmin
107972007 111419 | Configuration expasted admin
107292007 111417 | adsin logged in Kimenare/10 250 38

10/29/2007 11:14:11 |LOGIN_SUCCESS: admuin by Shel:GUI orSCF or SSH command [remote: 10250.5]

10/29/2007 11:1411 |LOGIN_SUCCESS: adnin by Shel.GUI or SCF or SSH ecmmand fremote: 102505 Apphance|
10292007 11:10.01 |LOGOUT. mirags by su-

10/29/2007 11:10:00 | LOGIN_SUCCESS: marnge by sw. Apphance|
10/28/2007 231000 |LOGOUT: mirage by su Applance
1072812007 23.10.00 | LOGIN_SUCCESS: merage by 51
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@ View Configuration

The View Configuration (View Config) panels display the Sentriant NG appliance current configuration.
The purpose of the configuration view is to display a “snapshot” of the Sentriant NG appliance
configuration before changes are made by an administrator. This allows the administrator to review
current configuration parameters before new changes are persisted to the Sentriant NG appliance.

Alert tests are conducted from the Alerts Panel. Alert tests can be performed on E-mail (SMTP), SNMP,
and Syslog. The alert test confirmation is sent to the Events > Appliance Panel.

The View Config panels of the Sentriant NG Manager display the following configuration information:
Access - users, privileges, and the workstation IP Addresses of users

Alerts - E-mail, SNMP, and Syslog alerts and recipients of alerts

Deception - decoy personalities and distributions to specific IP Addresses

Named Items - information that can be applied and reused when configuring Segment and Policy
settings

Network - configure network topology including Segments, Segment Sets and the Sentriant NG
appliance

Policy - configure rules used to detect and mitigate malicious network behavior and create Rule Sets to
apply to Segment Sets

Access

User Configuration

Sentriant NG Manager is installed with a default configuration for one user with the user name
“admin” so that the system administrator can access Sentriant NG Manager and create the initial set of
users. The admin can then grant security settings to selected users for subsequent configuration
changes.

The following table summarizes Sentriant NG Manager’s default groups. The admin can modify or
delete the users at any time.

Table 5: Default User Table

User Name Capabilities
Admin Can fully administer the system
Operator Can perform mitigation operations and change E-mail and password

Cannot perform configuration activities
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Table 5: Default User Table

User Name Capabilities

Observer Can only view operations and change their E-mail and password
Cannot perform mitigation activities
Cannot perform configuration activities

Client Configuration

It is necessary to specify which clients will be connecting to Sentriant NG Manager in an administrative
role. A client is defined as the IP Address of the PC running Sentriant NG Manager.

NOTE

In the case of multi-homed PCs, all relevant IP Addresses must be added as a client.

On initial installation, a client is specified for the default administrator. The Clients screen defines
additional IP Addresses that are allowed to administer the Sentriant NG Manager.

NOTE

After adding IP Addresses to the Access Clients list, you may wish to add those IP Addresses to the Exceptions
screen and set the Mitigation Modifiers to Never Cloak. This will prevent the administrator from losing contact with
Sentriant NG Manager should the Access Client be declared a threat. While this action reduces the level of network
security to a degree, it provides the benefit of ensuring the uninterrupted access to the Sentriant NG Manager.

User Accounts

The Users panel is used to create and delete user accounts.

File “iew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Maritar | Everts 1 Reparts }-\"iEW CD"‘F-iD-! Edit Confia | Appliance | r

Wigw Config I |Users ~| 2"

Fhecess User jF\rst Marne: ILast Name 1RE|E JEma\I - o
admin Initial Administratar Adrin

e \'.I‘”W..‘ el Al il i

Clients

The Clients panel is used to add and delete users” workstations as clients to the Sentriant NG appliance.
IP Addresses are used to identify the workstation.

File W“iew Monitor Ewents Reports View Config Edit Config  Applisnce  Help

: e

Monitor | Events | Reports ‘ View Config | Edit Config | Appliance b
Wigw Config iCIisnts b | 1

; Y
=

" _EEESS IP Address )

{

-, 2 - "

- \»v’\" ailon=t. & “""”-"‘M—-—J “‘Wﬂ' W —— «"-\J
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Alerts

The Sentriant NG appliance can be configured to send alerts notifying the administrator that threat
behavior has been detected. To send alerts, destinations must first be configured and sources selected.
Sources or rules are what triggers the alerts to be sent. Destinations need to be defined for each type of
alert. The types of alert vehicles are:

E-mail

The Sentriant NG appliance generates E-mail messages and sends them to a single destination mail
server. The server address is configured in the Sentriant NG Manager, as well as each destination’s e-
mail address. The destination mail server must be configured to receive relay messages from the
Sentriant NG appliance’s management IP Address. E-mail messages are queued and delivered as
resources are available.

SNMP

A single MIB defines the Extreme alert information block. The MIB can be downloaded through the
Sentriant NG appliance’s UL The Extreme SNMP message is an enterprise trap that is registered with
TANA. The Extreme enterprise number is 13693. (See iana.org for more information about enterprise
numbers and registration.)

Currently, the Extreme Sentriant NG appliance MIB is importable into any SNMP enterprise-enabled
workstation that supports SNMP v.1. SNMP messages are queued and delivered as resources are
available. The SNMP trap monitor addresses are configured in the Sentriant NG appliance’s UL

Syslog

The Sentriant NG appliance generates messages that are sent to log files and records them to a specified
location on a server or work station. The destination must be configured to receive the data and write to
the Syslog recorder. The recording system may record these in any desired manner including writing
them to a file, sending them on to other systems, and printing them out.

Destinations

The Destinations panel identifies the destination to which the alert will be sent. The destination is
comprised of two parts, the user or recipient and the IP Address of the server or workstation that will
receive the message. For example, an alert is created that sends an email message to
johndoel0@Extremenetworks.com on server 10.10.1.1.

File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help

bl -

| Monitor | Events | Reports Wiew Corfig | Edit Config | Appliance

Viewr Config [Destinations | 2h

s | 5MTP | s | Sysiog
5-flerts :
: | Mame: Email Address

LNOREN

f-'el-\#ﬁ\u\, *_‘«“-M\* gl ‘H““--q.\.mw‘(w%_hm\ -
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Sources

Alerts are set by selecting from a list of rules. An alert can have each type selected (E-mail, SNMP,
Syslog). Pre-configured messages are then sent to various systems.

From the Sources panel, you can perform a test for the alert destinations to determine if each is valid.
To perform an Alert test:

1 From View Config > Alerts, select Sources.

2 Select one of the source types, E-mail, SNMP or Syslog. (The default panel that is displayed is E-
mail.)

E | Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File Wiew Monitor Events Reports ViewConfig  Edit Config  Appliance  Help
M anitar | Events F!epmls‘ “iew Config ‘ Edit Config | Appliance
View Config [Sources Emal “ 1 4pOOX
Aoess Alert Test
= -dlerts g
= EmailSMTF) | SNMF| Sysiog
. =@-Sources
H : Name & Alert Source | Enable |
% Bad Pkt : Al Flags Fule 2y
MM o
Bad Pkt: NoFlags Fiule
Syslog
Bad Pkt : SYNIFIN Rule [ Ly
i [@-Destinations
i Bad Pkt: URG Only Rule
[#-Deception
Bad Pkt: xmas Tree Fule O
Mamed Items
Cold Start Health
~Metwork, Topology ¥
DNS Mail Lookup Rule O
[#-Palicy
D atabase Pruning Health O 2
3 O © % [0519/2005 21:13 Concinaed Universal Time

A list of rules is displayed with Name, Alert Source and Enable check box for each rule.

NOTE

This panel is read-only and represents the current configuration residing on the Sentriant NG appliance.

3 Click the Alert Test button to test that source destinations are valid.
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Sentriant Manager - AUS001(192.168.21.59) User Role: Admi
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Manitor | Events | Reports| Yiew Config | Edit Canfig | Appliance|

Wiew Canfig ‘Suurcss.Emall "l 11 ‘ ’ O D x
focess
- Alets EmalSMTP) | 5P| Syslg|
=-Saurces
Name & Alert Source | Enable |
Bad Pkt - All Flags Rule 0 L
Bad Pkt : Mo Flags Rule =
H Bad Pkt : SYHIFIN Rule [l L
[#-Destinations
X EBad Pkt : URG Only Rule
[#-Deception
Bad Pkt : Xmas Tree Fule O
Mamed ltems
Cold Start Health
[#-Metwork Topology “
DMS Mail Lookup Fule
[#-Palicy O
Database Pruning Health O 2

3 & © % [05/79/2005 2119 Coodinated Universal Time

Upon completion, the following dialog is displayed.

Sentriant Manager - AUS001(192.168.21.59) User Role: Adm
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

Manitor | Events | Feports| Yiew Config | Edit Canfig | Appliance|

Wiew Canfig ‘Suurcss.Emall "l 11 ‘ ’ .4 D x
Aocess Alert Test
E‘“A.‘E"S EmailiSMTF | g | Proces: Finished ]
Name & & test alert was successfully generated. | Enable |
Bad Pkt - All Flags ] &
Bad Pt : No Flags =
o Eiad Pkt SYMIFIN O &
Destinations
Bad Pkt : URG Onl
[#-Deception g
e Bad Pkt : Xmas Tref O
[#-Mamed ltems
Cold Start Z]
Metwork Topology
DNS Mail Laokup Rule
[ -Policy &
Database Pruning Health O B

H & ¢ % [05/19/2008 2113 Coordinated Universal Time

4 Click OK to close the dialog.

5 Clicking on the Arrow button will bring up the Events Panel showing that the Alert Test has
completed and the request was transmitted.
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E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help
Monitor‘ Events | Reports | View Config | Edit Canfig | Appliance
Everts [#pplance vz 4pO0OX
fudl Timestamp ¥ Appliance Message
e Metwark Activity I I
05/19/2005 16:19:55 AUS001.localdomain ;
05./18/2005 22:27:35 AUS001 localdomain R Datahase Ltilization =
05/18/2005 15:50:38 AUS001. localdomain eth. 102 Link Link Up
05/18/2005 15:50:38 AUSO01 localdomain eth2. 103 Link Link Up
05/18/2005 15:50:38 AUS001. localdomain eth2. 104 Link Link Up
05/18/2005 15:50:38 AUSO01 localdomain ethl.104 Link Link Up
05/18/2005 15:50:38 AUSO01 localdomain ethl.1 Link Link Up
05/18/2005 15:50:38 AUS001. localdomain eth2. 105 Link Link Up
05/18/2005 15:50:38 AUSO01 localdomain eth2. 107 Link Link Up
N5 N5 15-Ri- SO0 laealdnmain 2 104 Link Link Lle b
H & © % [15/19/2005 21.25 Condinaied Universal Tme

Deception

The Sentriant NG appliance can take advantage of IP Addresses that are not used by any hosts (unused
address space) to present a deceptive view of the network to attackers. For a percentage of unused
address space, the Sentriant NG responds as though real computers were using the address space
effectively creating decoys on the network to draw in would-be attackers. These decoys can behave as
though they are specific devices running specified operating systems called Personalities.

Unused address space can be configured as a collection of non-hosts, Linux hosts, Windows XP hosts, or
Windows 98 hosts. In addition, the administrator can customize not only the emulated operating system
for a virtual host, but also the open TCP and/or UDP ports on the host.

Deceptive responses can be configured to inhibit an attacker. The administrator can utilize provided
Example Personalities or create customized Personalities. The Deception Panel allows the creation and
modification of Personalities and to view the way Personalities will be utilized within the Unused
address space.

Once a Personality or group of Personalities has been created, a Personality Set is created containing a
Personality or multiple Personalities. A Personality Set is then assigned to individual Segments and
deception is started. Distribution for each Personality can be set at various percentages that send out
that Personality when a threat is detected on the unused address space.

NOTE

Deception can only be utilized to respond to attempts to contact Unused IP Addresses. Deception is not utilized to
hide existing Used IP Addresses.

NOTE

Deception must be turned on and a Distribution assigned to the Segment.
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Personalities

The Personalities panel is used to create and delete personalities.

File View Monitor Events Reports View Config Edit Config  Appliance  Help -
Manitar | Events | Reparts | Yiew Canfig 1 Edit Config | Appliance )
Wiz Config [Personalties v| 1214 {
E‘ fozess |Vacant - |
F-dlerts o

Mame: | Warant t
= Deception T &
: Base O5: | dacant f
-
| 5 L
Slovs Scan Mode: | F b
i [ -Persondlity Sets L &
& Named Lems sustboliioe) | i é
- hletwork Port ¥
P

Personality Sets

The Personality Sets panel is used to create and delete personality sets.

File View Monitor Events Reports ViewConfig Edit Config  Appliance  Help

| Monitar | Events | Reports | View Config | Edit Config | Appliance |

View Config !Personahty Sets

[#-Acess I
'T’-’ |Names Personality ]Da

"ﬂ -Plerts

) !DeFauIt
(= -Deception

{ #-Personalities

L@

el Sets
| G tered gt el g ol il e e ™ sl *’j

vy ¥

2

Named ltems

Named Items are groups or sets of information that can be applied and reused when configuring
Segment and Policy objects without the need to re-enter data. For example, in a large environment
containing several Sentriant NG appliances monitoring 10, 12, or more Segments, it would be time
consuming to enter all the Segment IP Addresses for deception, never cloak, deceive and other related
IP Address settings for Segments, Segment Sets, and Policies. Upon completing configuration for one

Sentriant NG appliance, the Named Items can be exported to the other appliances and applied. Benefits
of creating Named Items include:

e Completing environment settings quickly with fewer errors

® Sets can be applied to added Sentriant NG appliances.

e Updates made to the named sets are automatically applied to respective configuration settings
There are three Named Item sets. Each set is based on the type of information and how it will be
utilized by the Sentriant NG appliance during monitoring, detection and mitigation actions. These sets
are:

IP Sets - contain an IP Address or collection of IP Addresses

Port Sets - contain a Port number and Port protocol or collection of Port numbers and a Port protocol
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Traffic Sets - contain a collection of five (5) pieces of data that defines a traffic item which specifies
Source and Target traffic monitored by the Sentriant NG appliance

IP Sets

Each IP Set is given a unique name and then IP Addresses are added to the set. An IP Address can be
added per line or multiple IP Addresses may be added a line at a time. A line can be a single IP
Address or wildcards may be used. For example, to select the entire range of IP Addresses use an
asterisk (*). You may also specify ranges for an octet of the IP Addresses. You can use commas (,) and
dashes (-) for multiple ranges. For example (192.168.21,23.* or 192.168.25.1-254).

Named IP Sets are used to populate the following configuration parameters:

e Edit Config > Network Activity > Segment Sets > Policy-Deception > Excludes from Rule
Responses
e Edit Config > Network Activity > Segments > Deception

e Edit Config > Named Items > Traffic Sets

Port Sets

Each Port set is given a unique name and then Port numbers and Port protocol is added a line at a time.
A line can be a single Port number or wildcards may be used. For example to select a range of Port
numbers use commas(,) or dashes (-) for multiple ranges. For example (1,2,23,112 or 1-119, or 1,2,3,100-
200).

When creating a Port Set with multiple Port numbers, you may only select one Port protocol. For
example, a Port Set is created containing port numbers 3, 4, 56-200. The Port protocol can either be UDP
or TCP.

Named Port Sets are used to populate the following configuration parameters:

e Edit Config > Deception > Personalities > Ports
e Edit Config > Named Items > Traffic Sets

Traffic Sets

A traffic item may contain only one piece of data to be considered a complete. For example, you may
create a traffic item with only one Source IP Address and the Port protocol.

Each Traffic set is given a unique name and then Source and/or Traffic IP Addresses, Port numbers and
a Port protocol is added a line at a time.

NOTE

Traffic Sets are created using IP Sets and Port Sets.

Named Traffic Sets are used to populate the following configuration parameters:

e Edit Config > Network > Segment Sets > Policy-Deception > Omit
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e Edit Config > Network > Policy > Rules > Include
e Edit Config > Network >Policy > Rules > Exclude

Network

On initial install, the Sentriant NG appliance will monitor traffic on its Ethernet ports (and trunks) to
determine the range of Segments it can access. This information is made available to the user via the
Configure > Network > Segments page. It is necessary for the administrator to edit the supplied
information and enable the Segment for monitoring.

A Segment Set is a collection of Segments that exhibit similar policy behaviors. For example, if a
Segment Set is reserved for DHCP clients (laptops), then a set can be created containing all laptops
within a Segment and then parameters can be set for rules, deception distributions and modifiers.
Creating Segments is accomplished using the Segment Assistant.

A default Segment Set is created initially. All discovered or unconfigured Segments will be added to the
default set and can later be moved to newly created Segment Sets.

Before a Segment can be monitored by the Sentriant NG appliance, the ports must be enabled. The
Segments Panel and Physical Panel contain port information in two formats. The Segment Panel
displays logical ports relative to the Segment. The Physical Panel displays information with a hierarchy
starting with the Sentriant NG appliance to the physical ports to the logical ports. Segment information
is also displayed at the logical port level.

The Network panel contains detailed areas showing specific information under each tab. These tabs are
as follows:

e Segments - Create and manage Segment Sets and logical ports.

e Segment Sets - Create and assign Segments to a set.

e Physical - Manage Sentriant NG appliances, physical and logical ports.

Segments

A Segment is a collection of IP Address for each logical network port, the Sentriant NG appliance
begins monitoring a contiguous range of addresses on each of the Segments. This range can be further
refined by configuring the Protected Ranges for each logical Segment.

Traffic to and from any address in this range is analyzed for behavioral patterns consistent with suspect
or threat activity. Unlike host resident security solutions, the Sentriant NG appliance is able to take into
account network behavior across entire Segments for a more comprehensive threat analysis.

Segment Sets

A Segment Set is a collection of Segments that exhibit similar policy behaviors. For example, if a
Segment Set is reserved for DHCP clients (laptops), then a set can be created containing all laptops
within a Segment and then parameters can be set for rules, deception distributions and modifiers.
Creating Segments is accomplished using the Segment Assistant.
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A default Segment Set is created initially. All discovered or unconfigured Segments will be added to the
default set and can later be moved to newly created Segment Sets.

Appliance

The Appliance Tab represents the network topology from a physical point of view starting with the
Sentriant NG appliance and then each physical port on the Sentriant NG appliance followed by
configured VLANS in the broadcast domain. A broadcast domain contains network Segments where all
network devices communicate with each other without going through a router.

From the Appliance screen, you can do the following:

View Sentriant NG appliance’s name, state, IP Address, Gateway, and Subnet Mask

View Physical Port’s name, states, the Sentriant NG appliance where it resides, port delay, MAC
Addresses, and read-write state

e View Logical Port’s name, state, Segment name, the Sentriant NG appliance where it resides, MAC
Addresses, read-write state, and the logical port it is paired with

Policy

The Sentriant NG appliance provides a rules-based engine to detect behavioral patterns that do not
reflect normal network traffic. Typically, rules are created and then added to a Rule Set and the Rule Set
is assigned to a Segment Set.

A Rule is made up of two components: defining the type of rule (i.e. host, port, traffic) and then setting
rule detection and response parameters.

A Rule Set is a collection of rules configured specifically for the type of network Segments to be
monitored. Rule Sets are assigned to Segment Sets that are monitored by the Sentriant NG appliance.

When a Rule Set is added to a Segment Set it affects all IP Addresses within the Segment Set’s range.
However, the administrator can exclude specific IP Addresses and/or ranges of IP Addresses by adding
the addresses to the Policy Panel found under the Configure > Segment Sets > Policy tab.

Rules

Rules are what drive the Detection and Response actions of the Sentriant NG appliance. Once a
Segment is configured and is being monitored by the Sentriant NG appliance, Rules must be assigned
before mitigation actions are in effect. There are two components to a rule:

Detection - used to detect malicious network behavior.

Response - action(s) taken by the Sentriant NG appliance will take to mitigate malicious network
behavior.

A variety of rules can be defined based upon a set of predefined Rule Types. Each rule type represents a
different behavioral pattern that can be detected by the Sentriant NG appliance. The rule types are:
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e Host - Host rules trigger a threat when a source is contacting too many unique IP Addresses within
a Segment

Port - Port rules trigger a threat when a source attempts to count ports within a Segment

Port per Host - This rule triggers a threat based upon a number of (configured) ports contacted on a
Unique Target IP Address

Traffic - Traffic rules trigger a threat based on ANY traffic between a configured set of hosts
Packet - Packet rules trigger a threat upon matching the “out-of-spec” contents of a packet

Spoof - This rule triggers a threat when it detects a Spoofed IP Address in the Segment

Rule Sets

A Rule Set is added to each Segment Set allowing for the best detection possible based on the type of
network Segment configuration. When a rule is triggered by a source threat, deception, alerts and
cloaking activities are activated.
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@ Edit Sentriant NG Configuration Settings

The Sentriant NG Manager allows administrators of the Sentriant NG appliance to perform the
following configuration services:

Access - specify administrative access and privileges for user and clients
Alerts - configure E-mail, SNMP, and SysLog alerts to recipients
Deception - configure decoy personalities and personality sets to specific IP Addresses

Named Items - information that can be applied and reused when configuring Segment and Policy
settings

Network - configure network topology including ports, network segments, and switches
Policy - configure rules used to detect and mitigate malicious network behavior

Load/Save Configuration Settings - load/save appliance configuration for backup purposes

Initial Segment Configuration

In order for the Sentriant NG appliance to begin monitoring network traffic, a Set must be created for
segments accessible via the Sentriant NG appliance's Ethernet ports. Network Segments are then
configured and assigned to a Segment Set. A default Segment Set with a list of segments is created after
completing the initial set up the of Sentriant NG appliance (refer to the Installation Guide packaged
with the Sentriant NG appliance). Additional Segment Sets and Segments can be created as needed.
Below is a high-level flowchart sequencing each activity to begin monitoring and mitigating network
traffic threats.

NOTE

Configuration changes must be saved to the Sentriant NG appliance. See “Saving Changes to the Sentriant NG
Appliance” on page 133 for more information.

The base configuration is shown in the flowchart below.

start monitoring

*

v v

setting rules setting deception
e —
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To configure initial Segment:

1 From Edit Config > Network, select Segments.

2 Select the Management network Segment from the list.

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Monitor | Events | Reports | Yiew Config| Edit Confia | Appliance
Edit Config Segments v 1 4pOOX
#-Access
All Segments - &) Appliances £ @
H-Alerts
- Deception Segments #| | Hame Segment [P
- Mamed ltams 54 Native 517102764 Tag(101) 624703008
S Metwark & Native 1227577754 Subnets | Gateway| Protected Fange | Deception| Advanced
- @ Native 1985786182 =
5 Segnent Sel & 0721} 933462511 - =
-}----Appliances
L Switches
- Policy & 0Tag[103) 3111871021
& QTag104) 2804854715
b Al OTaarinR ey Y Seqgment Assistant H Goto Address Space I
3 & ., % [05/12/2005 20:44 Coordinated Universal Time

3 Click the Segment Assistant button located at the bottom right of the screen.

E|Sentriant Manager - AUSOD1(192.168.21.59) User Role: Admin
File View Monitor Ewvents Reports View Config Edit Config  Appliance  Help

Manitor | Events | Reports | View Config| Edit Config | Appliance
Edit Config Segments v 1 4p 0 OX
#-Access
All Segments ~ All dppliances ~ @
H-Alerts
- Decsption Segments #| | Name Segment IP
- Named ltems 54 Native 517102764 0T agl101) 624703008
5 Metwork Topoloay - i Native 1227577754 Subnets | Gateway| Protected Range | Deception| Advanced
-k Mative 1965796182 =
- Segment Sety @ QTanll) 933462511 Subnet Mask
- Appliances
.. Switches & LTagl102) 1430307665
- Palicy 5 4% QTaa(103) 3111871021
G @ GTagl104) 2804854315
8 OTaofirEL1299esany Y SegmsntAsslstant%[ Go to Address Space ]
I3 # ¢, % [05/12/200 2047 Coordinated Universal Time

4 The Segment Assistant is displayed. Run through the Segment Assistant to configure a Segment.
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You will need the following information to complete a Segment:

e Subnet IP Address or Addresses and Mask of the network Segment.

Segment IP Address that will be monitored.

Gateway IP Address of the Sentriant NG appliance.

IP Addresses to identify the protected range or ranges of Segment IP Addresses.

A Logical Port that is identified by the Sentriant NG appliance.

E|Segment Assistant @

Welcome

‘Welcome ko the Segment Assiskant!

The assistant will guide you, step by step, in setting up a segment by specifying the Following segment properties:
1. Name
2, Subnets
3, Segment IP Address
4, Gateways
5. Pratected Ranges
6, Segment Set assocation {optional)
7. Logical Parts {optional)
8. Deception Mode (optional)

RN

Saving Changes to the Sentriant NG Appliance

To start monitoring traffic on newly created segments, you must save the configuration changes to the
Sentriant NG appliance.

NOTE

Configuration changes are not committed to the Sentriant NG appliance immediately, but are kept locally until all
necessary configuration activities have been completed such as Segment, rule and deception information.

To save configuration changes to the Sentriant NG appliance:
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1 Save the changes to the Sentriant NG appliance by selecting File > Edit Config > View/Save

Changes or by clicking on the Edit Configuration button in the General Status Bar located at the
bottom left of the panel.

E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

(5[ view Monitor Events Reports  View Config  Edit Config  Appliance  Help
i Load From file

Save ko file

2 The View/Save Changes dialog is displayed. Click Apply to save the changes to the Sentriant NG
appliance.

3 The changes are persisted to the Sentriant NG appliance. Click Close to return to the Edit Config
Panel.

‘ Type ‘ |dentifier | Infa |
& Network Interface ethl 102 2

& Netwaik Interface eth2.101
& Network Interface  ethl. 101
& Network Interface eth2.102
o1 Ruls Event MNRuleEvent -329.
b Rule Event MNFuleEvent -103...

(

FRollback Save[ Save tofile Close

Start Monitoring a Segment

Once the configuration changes have been saved to the Sentriant NG appliance, you may begin
monitoring network traffic on that Segment.

To begin monitoring network traffic on a Segment:

1 From the Status Bar, select the Segment Sets drop-down list.
2 Select the Default Segment Set to bring up the Default Segment Set in the Threats List.

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewents Reports View Config Edit Config  Applisnce  Help

&, Default

Moritor | Events| Reports| Wiew Config| Edit Config | Appliance

‘ Edit Config

Py

Segments

S PR R} R

You should see traffic in the Watch section under the Default Segment Set.
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3 Click the Watch icon. The Sentriant NG Manager will navigate to the Monitor > Network Activity >
Sources panel and display a list of sources being watched on the Segment.

E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

& Default

A

A
A
e

24

Monitar | Events|| Repaorts|| View Config| Edit Canfia | Appliance

Monitar Sources v 4pOx0OX
= Hetwark Activiy @ Defaut v | [ GTaglon) 94433374~ | b Wwatch v (&

Source [P 3 Segment |Response||T |TargetIP ¥

192.168.10... Mon 05/16/20... OTagl... Deceive |IEREZATL=RI-AIN] e
[ 192168.101.200
[] 19z1881m.159
[ 19218801198
[] 19218810197
[] 19z 1881m.1%6

-Targets

~Trends

Lepddress Space

-Aooess Activity

v
General ~
1P [ | 192168101100
MAL: 00:B0:D0:57:15:15
Start: Muon 05/16/2005 04:53:29 PM
Last Traffic: Mon 05/16/2005 05:03:41 PM
E - 0!0 ?&; IDEH B/2005 22:03 Coordinated Universal Time Results: group=Segment Set Default, segment= Segments 504792813, prioity=w/atch. 1/100

Setting Rules

Now that the Segment is being monitored, it is necessary to determine if any traffic is considered a
threat. The way the Sentriant NG appliance identifies threats is through Rules. Threat rules can be
configured by the administrator, and should be customized for each network to allow for the best
detection possible. A default set of rules is shipped with the product and can be used out of the box.

To turn rules on:

1 From Edit Config > Segment Sets, select a Segment Set.

NOTE

Initially created segments are placed in the Default Segment Set unless otherwise specified.

2 Select the Policy-Deception Tab and select a Rule Set from the Rule Sets List.
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E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help
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& Named hems Rzt poe___, ___ (]
= Network Topalagy Personaliy Set: Default v E]
#-Segments Never | Omit
(&) 2] (= (&) 2= () (2] (= (5] (2] (=
i [E-Appliances
Neves Cloak ¥ | Mever Deceive ¥ |[Mever a Thieat v | [Mever Mac validate v |
i e Switches
E+---F'0I\|:5J
3 ® °. % 05762005 2205 Concinaled Universal Time

NOTE

It may be necessary to change the parameters of the selected rules to simulate a threat. See “Rules” on
page 255 for more information. For example, set # of Packets to 1 and Priority to 999 on a traffic rule.

Save the changes to the Sentriant NG appliance. The Rules are now active and you should see
threats in the Status Bar.

From the Status Bar select a source by clicking on the number to the right of the threat icon and then
selecting a Segment.

E] 4

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Select a Segment

A

b

'y 3 aTaglon) 544533&
A 5

5 €0 QTag(102) 140713

%, Default

< 1
Muariter | Everts | Reports | Wiew Config| Edit Config '
M anitor Sources f

4
=h-Metwork Activity
Block OTag101) 9445
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5 —
¥ |F\u\e Targe,
Targets 3
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Trends ———————4
1
Addiess Space {
-Aosess Activity IP <
MAL: 1
PR T D il ]

The selected threat is displayed in the Sources Panel.
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E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help
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Lddress Space
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E ‘ 9'0 ?@ IEIEH E/2005 22:08 Coordinated Universal Time Results: group=Segment Set Default, seament= Seaments -504732813, priority= Threat High. 1/100

Setting Deception

Deception allows a threat to continue with its network activity, however the activity of the source is still

monitored. For example, a threat is encountered that scans Unused IP Addresses, steps can be taken to
deceive the threat by configuring deceptions.

To set Deception:

1 From Edit Config > Network > Segment, select the Segment.
2 Click the Deception Tab.

3 Turn Deception on by selecting On from the Deception Mode drop-down list.
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E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help
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4 Save the changes to the Sentriant NG appliance. Deception is now active.

Access

User Configuration

Sentriant NG Manager is installed with a default configuration for one user with the user name "admin"
so that the system administrator can access Sentriant NG Manager and create the initial set of users. The
admin can then grant security settings to selected users for subsequent configuration changes.

The following table summarizes Sentriant NG Manager's default groups. The admin can modify or
delete the users at any time.

Table 6: User Capabilities

User Name Capabilities

Admin
Operator

Observer

Can fully administer the system

Can perform mitigation operations and change E-mail and password
Cannot perform configuration activities

Can only view operations and change their E-mail and password
Cannot perform mitigation activities

Cannot perform configuration activities
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Client Configuration

It is necessary to specify which clients will be connecting to Sentriant NG Manager in an administrative
role. A client is defined as the IP Address of the PC running Sentriant NG Manager.

NOTE

In the case of multi-homed PCs, all relevant IP Addresses must be added as clients.

On initial installation, a client is specified for the default administrator. The Clients screen defines
additional IP Addresses that are allowed to administer the Sentriant NG Manager.

NOTE

After adding IP Addresses to the Access Clients list, you may wish to add those IP Addresses to the Exceptions
screen and set the Mitigation Modifiers to Never Cloak. This will prevent the administrator from losing contact with
Sentriant NG Manager should the Access Client be declared a threat. While this action reduces the level of network
security to a degree, it provides the benefit of ensuring uninterrupted access to the Sentriant NG Manager.

Creating User Accounts

To start Sentriant NG Manager, a user must have a user account. A user account includes the Username,
role and other information, such as the user's full name, E-mail address, and password.

To create a user account:

1 From Configure > Access, select Users to display the User panel.

E|Sentriant Manager - AUS001{192.168.21.59) User Role: Admin

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help
Manitor | Events | Reports V\ewConlig‘ Edit CUNfIDlApp\iance
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2 In the Users panel, click the New button to open the New User dialog box.
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3 Type the Username and other user information. Select the type of role for the user from the drop-
down list. Enter E-mail and password.

Type in the Admin password.
Click OK to add the new user.
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é NOTE

Clicking OK adds the user to the stack of local configuration changes however, it does not update the Sentriant NG
appliance's configuration. To learn about saving configuration changes to the Sentriant NG appliance, see“Saving
Changes to the Sentriant NG Appliance” on page 133.

Deleting User Accounts

To delete a User Account:
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1 From Configure > Access, select to display the Client Panel.

2 Select the User and then click the Delete User button. To select multiple Users, either Shift-click or
Ctrl-click.
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Creating Clients

In order to have access to the Sentriant NG Manager, the IP Address of the user's workstation must be
added as a client.

To add a client:

1 From Configure > Access, select Clients to display the Client Panel.
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2 In the Client Panel, click the New button to open the New IP Address dialog box.
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3 Type the IP Address in the IP Address field.
4 Click OK to add the new IP Address.
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Deleting Clients

To delete a Client:

1 From Configure > Access, select Clients to display the Client Panel.

2 Select the IP Address and then click the Remove button. To select multiple IP Addresses either Shift-
click or Ctrl-click a range of IP Addresses.
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Alerts

The Sentriant NG appliance can be configured to send alerts to desitnations on specific events that
occur. To send alerts, destinations must first be configured and then a source selected. Sources or Rules
are what trigger the alerts to be sent. Destinations need to be defined for each type of Alert. The types
of Alert vehicles are:

SMTP

The Sentriant NG appliance generates E-mail messages and sends them to a single destination mail
server. The server address is configured in the Sentriant NG Manager, as well as each recipient's E-mail
address. The destination mail server must be configured to receive relay messages from the Sentriant
NG appliance's management IP Address. E-mail messages are queued and delivered as resources are
available.

SNMP

A single MIB defines the Extreme Alert information block. The Extreme SNMP message is an enterprise
trap that is registered with IANA. The Extreme enterprise number is 1960. (See iana.org for more
information about enterprise numbers and registration.) The MIB file is located under the \Program
Files\SentriantManager\snmp directory. The file name is snmp.mib.

Currently, the Sentriant NG MIB is importable into any SNMP enterprise-enabled workstation that
supports SNMP v.1. SNMP messages are queued and delivered as resources are available. The SNMP
trap monitor addresses are configured in the Sentriant NG appliance's UL

Syslog

The Sentriant NG appliance generates messages that are sent to log files and records them to a specified
location on a server or work station. The destination must be configured to receive the data and write to
the Syslog recorder. The recording system may record these in any desired manner including writing
them to a file, sending them on to other systems, and printing them out.
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Alert Message Types

Alerts are grouped into three types based on how they were generated and which component they
cover. The types are as follows:

System - Cold and Warm boot alerts from the Sentriant NG appliance

Network Activity - Threat escalate, de-escalate and Response enable disable alerts. The Threat
escalate/de-escalate alerts are generated when the status of a threat that has triggered a rule or a
watch has been changed. For example, a watch is escalated to suspect, an Alert will be generated
displaying the status change. Response enable/disable alerts are generated when the response is
automatically or manually triggered.

e Rules - Default and custom rules, when triggered, may be configured to generate an Alert.

Receiving Alert Messages

When receiving an Alert message, the contents of an Alert are based on the type of mechanism that
generated the Alert and the Alert message type. For SMTP generated Alerts, the contents is formatted
using a new line for each field or part of the Alert message. An example of an Alert generated by SMTP
is below:

Appliance=AustinSite

Reporting Segment=QTag(3) 459378252
Action=Threat escalated
Rule=Unused Contact
Priority=Suspect (2500)
Response=Initiating Cloak

Source Segment=Unprotected

Source IP=107.21.10.100

Source MAC=00:C0:9F:36:5B:4F
Current Target Count=1

Alerts generated by SNMP and Syslog are formatted using comma-delimited strings with a field header
and the body of the field separated by a comma(,). An example of an Alert generated by SNMP or
Syslog is below:

Appliance=AustinSite,Reporting Segment=QTag(3) 459378252,Action=Response
enabled, Response=Cloak, Source Segment=Unprotected, Source
IP=107.21.10.100, Source MAC=00:C0:9F:36:5B:4F,Current Target Count=1

Creating SMTP Destinations

Sentriant NG Manager provides alerts to be sent to users that have access to the Sentriant NG Manager
and additional personnel who may need to be notified of events (i.e.: network administrators,
managers, etc.).

NOTE

You may create an E-mail group and add it as an alerts destination to broadcast alerts to a number of personnel
therefore lessening the number of entries needed within the Destinations table.
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To create an SMTP Destination:

1 From Edit Config > Alerts, select Destinations.
2 Select the SMTP tab in the Information Panel.
3 Click the Add SMTP Recipient button.
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There are two methods for adding an E-mail destination:

a Select an E-mail address from the drop-down list
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or...
b Click the Create New Recipient radio button.
¢ Enter a user name and E-mail address.

4 Click OK.
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Once the users are added, you must enter the IP Address of the SMTP Server that will receive E-

mail.
5 Click the New SMTP Server button.
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6 Enter the IP Address of the SMTP Server and click OK.
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The users are now ready to receive E-mail from the Sentriant NG appliance.

Sentriant Manager - AUS001{192.168.21.59) User Role: Admin

File Wiew Monitor Ewents Reports View Config Edit Config  Applisnce  Help

| Mariter | Events || Reports | view Conflgl Edit Config ‘ appliance |

Edit Config
fccess

B Blerts

Sources
- Deception
- Hamed Items
Hetwork

- Palicy

‘ Diestinations

v 1

SMTP | SMP | Syslog |

4oO0OX

(ap]) (=

Mame

Email Address

bsmith

bsmith@somecompansy . com

=

= & © % [perzijzoos z0:41 e

Deleting E-mail Destinations

To delete E-mail Recipients:

1
2
3
4

From Edit Config > Alerts, select Destinations.

Select the E-mail tab in the Information Panel.

Select the Username to be deleted.

Click Delete E-mail Recipient button.
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Creating SNMP Destinations

In order for SNMP Alerts to be functional, your network administrator must configure the SNMP trap
using the provided MIB file. The MIB file is located under \Program Files\Sentriant\snmp directory.
The file name is snmp.mib.

To create SNMP Destinations:

1 From Edit Config > Alerts, select Destinations.
2 Select the SNMP tab in the Information Panel.
3 Click New SNMP button.
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4 Enter the IP Address of the SNMP Server IP Address and click OK.

Sentriant NG Manager User Guide, Software Version 2.5



Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

Maritar | Events | Reports | View Conf\gl Edit Config | Appliance |

Edit Config |Dsst\nat\uns "‘ v 4p 0 OX

[=h-Alerts

IP Address: 192.168.105.3

[#-Deception

[#-Mamed Items

[#-Palicy

E % B |09121fzuus 20:50 UTC

5 Continue adding the SNMP Server IP Address for each server that will receive Alerts.
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Deleting SNMP Destinations
To delete SNMP Destinations:

1 From Edit Config > Alerts, select Destinations.

2 Select the SNMP tab in the Information Panel.

3 Select the SNMP Server's IP Address to be deleted.
4 Click Delete SNMP button.
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Creating Syslog Destinations

To create Syslog Destinations:

1 From Edit Config > Alerts, select Destinations.
2 Select the Syslog tab in the Information Panel.
3 Click New Syslog button.
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4 Enter the IP Address of the Syslog Server IP Address and click OK.
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5 Continue adding the Syslog Server IP Address for each server that will receive Alerts.
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Deleting Syslog Destinations

To delete Syslog Destinations:

1 From Edit Config > Alerts, select Destinations.

2 Select the Syslog tab in the Information Panel.

3 Select the Syslog Server's IP Address to be deleted.

4 Click Delete Syslog button.
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Setting Up Sources

To set up Sources:

1 From Edit Config > Alerts, select Sources.
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A list of rules is displayed with Name, Alert Source and Enable check box for each rule.

Select an Alert Type tab. Types are SMTP, SNMP, Syslog.

Select a rule from the list and turn on the Enable check box.

You may click the Select All button to set an Alert for all rules or Deselect All button, however, if
you do not select a recipient type, you will not receive an Alert for the triggered rules.

NOTE

The Daily Audit Report and the Daily Top Offender Report are only available if you select the SMTP type.
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NOTE

The Daily Audit Report and the Daily Top Offender Report are run and delivered at midnight.
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NOTE

Clicking OK adds the Alerts to the stack of local configuration changes however, it does not update the Sentriant
NG appliance's configuration. To learn about saving configuration changes to the Sentriant NG appliance, See
“Saving Changes to the Sentriant NG Appliance” on page 133.

Deception

The Sentriant NG appliance can take advantage of IP Addresses that are not used by any hosts (unused
address space) to present a deceptive view of the network to attackers. For a percentage of unused
address space, the Sentriant NG appliance responds as though real computers were using the address
space, effectively creating decoys on the network to draw in would-be attackers. These decoys can
behave as though they are specific devices running specified operating systems and services
personalities.

Unused address space can be configured as a collection of non-hosts, Linux hosts, Windows XP hosts, or
Windows 98 hosts. In addition, the administrator can customize not only the emulated operating system
for a virtual host, but also the open TCP and/or UDP ports on the host.

Deceptive responses can be configured to inhibit an attacker. The administrator can utilize provided
Example Personalities or create customized Personalities. The Deception Panel allows the creation and
modification of Personalities and to view the way personalities will be utilized within the unused
address space.

Once a personality or group of personalities have been created, a Personality Set is created containing a
personality or multiple personalities. A Personality Set is then assigned to a Segment Set. Distribution is
turned on for each Segment.
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NOTE

Deception responds only to sources attempting to contact Unused IP Addresses. Deception is not utilized to hide
existing Used IP Addresses.

NOTE

Deception must be turned on at the Segment level and a Personality Set assigned to a Segment Set.

Creating Personalities

The Sentriant NG appliance comes with pre-configured personalities that you may use out of the box.
However, you may either modify or add new personalities as you need.

To create a Personality:

1 From Edit Config > Deception, select Personalities.
2 Click the New Personality button.
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3 Type a name for the new personality.

4 Click OK.
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5 From the Base OS field, select the OS type.
6 Set the Slow Scan Mode to on or off.
7 Set the Snaring Mode to on or off.
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8 Click the New Port # button.
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9 Enter a Port Number by one of the two methods:
a Type a Port number in the Port Number field.

b Select the Port type, either TCP or UDP.
¢ Click OK.

NOTE

When typing in a Port, you may enter a range of ports using syntax (121-123) or a series of ports (233,236,239).

Poit Mumber: | 25-89

[[ree ] [ nou |

or...

d Use a Port Set by clicking the Input button and then selecting a Port Set from the drop-down list.
e Click OK.

Port Mumber: |test ports-tep

v“ Select 1

Continue to add ports for each unused address space.
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Deleting Personalities

To delete a Personality:

1 From Edit Config > Deception, select Personalities.

2 Select a personality from either the Folder List or by selecting from the drop-down list in the
Information Panel.
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3 Click the Delete Personality button.
4 A dialog is displayed. Click OK to delete the personality.
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Creating Personality Sets

To create a Personality Set:

1 From Edit Config > Deception, select Personality Sets.
2 Click the New Personality Set button.
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3 Type a name for the new personality.
4 Click OK.
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5 Select the new Personality Set from the list.
6 Click the Edit Personality button.
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7 Select an Available Personality from the Available Personality List. You may Shift-Click or Ctrl-
Click to select a range.

8 Click the Include Personality button.
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| Edit Personality Set Windows Deception

Included Personality o Awvailable Personality

Wacant 100 ExampleWindows2003

Excluded

ExampleWindows98

ExampleWindowsXP

ExarnpleLinu:

»

Include Personality

Current: |:|% Seb | Total: 100 %

9 Select a personality from the Included Personality list and change the percentage.

Edit Personality Set Windows Deception El

Included Personality e Available Personality
Wacant 100 Excluded
ExampleMindows 98 K 1}
ExampletindovwsxP 0
]
4
Current: El% Total: 100 %

NOTE

The Vacant personality is default and cannot be changed manually. As you add personalities and assign a
deception percentage, the vacant total is decreased. If you attempt to add more than 100 percent, a dialog is
displayed indicating over allocation.

10 Enter a deception percent value in the Current field.

11 Click the Set button.

12 Continue changing the deception percent values for each personality.
13 Click OK.
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Deleting Personality Sets

To delete a Personality Set:

1 From Edit Config > Deception, select Personality Sets.

2 Select a personality from either the Folder List or by selecting from the drop-down list in the
Information Panel.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Manitar | Events | Feports | View Conlig‘ Edit Config | Applisnce|

Edit Config

| Personality Sets

Access @ @
%

[#-dilerts - "
S-Decspi etz [Delete Personality Set | Py 3
=1-Deception
: Default Perzonality Vacant 20
Personalities
Personality MMYitualPersonality 1152800181 20
[#-Mamed ltems
Personality ExampleLinug B0
[=h-Hetwiork

- Segments

Segment Sets

5 Appliances

L Switches

- Palicy

I3 @ . % [05717/2005 01.0 Coordinated Uriversal Tme

3 C(lick the Delete Personality Set Name button.
4 A dialog is displayed. Click OK to delete the personality.
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Named Items

Named Items are groups or sets of information that can be applied and reused when configuring
Segment and Policy objects without the need to re-enter data. For example, in a large environment
containing several Sentriant NG appliances monitoring 10, 12, or more segments, it would be time
consuming to enter all the Segment IP Addresses for deception, never cloak, deceive and other related
IP Address setting for Segments, Segment Sets, and Policies. Upon completing configuration for one
Sentriant NG appliance, the Named Items can be exported to the other appliances and applied. Benefits
of creating Named Items include:

e Completing environment settings quickly with fewer errors
® Sets can be applied to added Sentriant NG appliances within the Fabric

e Updates made to the named sets are trickled down respective configuration settings

There are three Named Item sets. Each set is based on the type of information and how it will be
utilized by the Sentriant NG appliance during monitoring, detection and mitigation actions. These sets
are:

IP Sets - contain an IP Address or collection of IP Addresses
Port Sets - contain a Port number and Port protocol or collection of Port numbers and a Port protocol

Traffic Sets - contain a collection of five (5) pieces of data that defines a traffic item which specify
Source and Target traffic monitored by the Sentriant NG appliance

NOTE

When deleting Named Sets, care must be taken. Named Sets, if used in the above configuration items will be
removed once you save the configuration changes to the Sentriant NG appliance. A list of each object using the
Named Sets will be displayed in the Configuration Dialog.

Creating IP Sets

Each set is given a unique name and then IP Addresses are added to the set. An IP Address can be
added per line or multiple IP Addresses may be added a line at a time. A line can be a single IP
Address or wildcards may be used. For example to select the entire range of IP Addresses use an
asterisk (*). You may also specify ranges for an octet of the IP Addresses. You can use commas (,) and
dashes (-) for multiple ranges. For example (192.168.21,23.* or 192.168.25.1-254).

Named IP Sets can be used to populate the following configuration parameters (click an item to learn
how to use a Named Set):

e Edit Config > Network Activity > Segment Sets > Policy-Deception > Excludes from Rule
Responses

e Edit Config > Network Activity > Segments > Deception
e Edit Config > Named Items > Traffic Sets

To create an IP Set:

1 From Edit Config > Network > Named Items, select IP Sets.
2 Click the New Named IP Set button.
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3 Type in a name for the new Named IP Set and click OK.
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Once an IP Set has been created you may begin adding IP Addresses.

4 Select the Named Set and then click the New IP Set button.

ple: Ad
File Wiew Monitor Ewvents Reports View Config  Edit Config  Applisnce  Help
Manitar | Events | Feports | View Conlig‘ Edit Config | Applisnce|
Edit Corfig [IF5ats v| 110 4}
Access £
A=) =) 2 = ]
(- Deception Heas IPs ,
- Hamed ltems Test Boxes {
. e e p p—an s e e

- B e P DS

5 Type an IP Address and click OK. The example shows an IP Address using the asterisk(*) wildcard
for one of the octets which selects the entire octet range.
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The new IP Set is added to the list. You may continue adding IP Sets to the Named list as necessary.
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@5 notE

Clicking OK adds the new Named Set to the stack of local configuration changes however, it does not update the
Sentriant NG appliance's configuration. To learn about saving configuration changes to the Sentriant NG appliance,
see “Saving Changes to the Sentriant NG Appliance” on page 133.

Deleting IP Sets

To delete an IP Set:

1 From Edit Config > Network, select IP Sets.

2 Select an IP Set and then click the Delete Named IP Set button. To select multiple Named IP Sets,
either Shift-click or Ctrl-click.

3 Click OK.
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The IP Set is marked for deletion with a minus sign in the Folder and Tab tree but not deleted from the
IP Sets list. Also, the Configure Changes icon is highlighted stating that there are changes to be

persisted to the Sentriant NG appliance.

NOTE

A e e

-

-

104.100-200 !

PR

When deleting Named Sets, care must be taken. Named Sets, if used in configuration items, will be removed

once you save the configuration changes to the Sentriant NG appliance.

NOTE

Clicking OK changes the state of the IP Set to delete in the stack of local configuration changes however, it does
not update the Sentriant NG appliance's configuration.

4 Click the Configure Changes button in the General Status Bar to persist the changes.
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Configure Changes

5 In the Configure Changes dialog, you will see a list of objects and the types of pending changes.

Click the Save button to save the new configuration changes to the Sentriant NG appliance.
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Once the configuration changes have persisted, the IP Sets are deleted and the panel is refreshed.
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Creating Port Sets

When creating a Port Set with multiple Port numbers, you may only select one Port protocol. For

example, a Port Set is created containing Port numbers 3, 4, 56-200. The Port protocol can either be UDP
or TCP.

Each set is given a unique name and then Port numbers and Port protocol is added a line at a time. A
line can be a single Port number or wildcards may be used. For example to select a range of Port
numbers use commas(,) or dashes (-) for multiple ranges. For example (1,2,23,112 or 1-119, or 1,2,3,100-
200).

Named Port Sets can be used to populate the following configuration parameters:

e Edit Config > Deception > Personalities > Ports
e Edit Config > Named Items > Traffic Sets

To Create a Port Set:

1 From Edit Config > Network > Named Items, select Port Sets.
2 Click the New Named Port Set button.
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3 Type in a name for the new Named Port Set and click OK.
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Once a Port Set has been created you may begin adding Port numbers.

4 Select the Port Named Set and then click the New Port Set button.
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5 Type a Port number and click OK. The example shows a set of Port numbers using a comma(,)

wildcard.
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The new Port Set is added to the list. You may continue adding Port numbers to the Named list as
necessary.
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Clicking OK adds the new Named Set to the stack of local configuration changes however, it does not update the
Sentriant NG appliance's configuration. To learn about saving configuration changes to the Sentriant NG appliance,
see “Saving Changes to the Sentriant NG Appliance” on page 133.

Deleting Port Sets
To delete a Port Set:

1 From Edit Config > Network > Named Items, select Port Sets.

2 Select an IP Set and then click the Delete Named Port Set button. To select multiple Named Port
Sets, either Shift-click or Ctrl-click.
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3 Click OK.
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The IP Set is marked for deletion with a minus sign in the Folder and Tab tree but not deleted from the
IP Sets list. Also, the Configure Changes icon is highlighted stating that there are changes to be
persisted to the Sentriant NG appliance.

NOTE

When deleting Named Sets, care must be taken. Named Sets, if used in configuration items, will be removed once
you save the configuration changes to the Sentriant NG appliance.

NOTE

Clicking OK changes the state of the IP Set to delete in the stack of local configuration changes however, it does
not update the Sentriant NG appliance's configuration.

4 Click the Configure Changes button in the General Status Bar to persist the changes.
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Configure Changes

5 In the Configure Changes dialog, you will see a list of objects and the types of pending changes.
Click the Save button to save the new configuration changes to the Sentriant NG appliance.

E | View/Save Changes @
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Once the configuration changes have persisted, the IP Sets are deleted and the panel is refreshed.
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A traffic item may contain only one piece of data to be considered a complete set. For example, you
may create a traffic item with only one Source IP Address and the Port protocol.

Each Traffic set is given a unique name and then Source and/or Traffic IP Addresses, Port numbers and

a Port protocol is added a line at a time.

NOTE

Traffic Sets can be created using IP Sets and Port Sets.

Named Traffic Sets can be used to populate the following configuration parameters:

e Edit Config > Network > Segment Sets > Policy-Deception > Omit

e Edit Config > Network > Policy > Rules > Include
e Edit Config > Network > Policy > Rules > Exclude

To Create a Traffic Set:

1 From Edit Config > Network > Named Items, select Traffic Sets.

2 Click the New Named Traffic Set button.
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Once a Traffic Set has been created you may begin adding traffic data.
4 Select the Traffic Named Set and then click the New Traffic button.
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Adding Traffic Data

The procedures described below demonstrate how to enter each piece of data for a Traffic item,
however new traffic items may contain only one piece of data to be considered complete, for example,
you may create a traffic item with only one Source IP Address.

Traffic items can be created using IP Sets and Port Sets. However, when using Port Sets, the Port
protocol of the New Traffic takes precedence over the Port Set and may disable the Source or Target
Port Set entry. For example, You've created a Port Set with UDP as the Port protocol and now want to
create a Traffic Set. If you set the Port protocol in the New Traffic Set dialog as TCP, Port Sets with a
protocol of UDP will not be visible in the selector.

5 Select a Port Protocol from the drop-down list. Choices are TCP, UDP, and ICMP.

6 Enter a Source IP Address by one of the two methods:

e Type an IP Address in the Source IP Address field. The example shows an IP Address using the
hyphen (-) wildcard for one of the octets which selects a range of the octet.

e Use an IP Set by clicking the Input button and then selecting an IP Set from the drop-down list.

NOTE

To revert back to entering an IP Address, click the Select button.
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Protocol:
Source
IP Address:
Port
Target

IP Address:
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New Traffic

Protocal.
Source
IP Address:
Port:
Target
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Port:

| [
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7 Enter a Source Port Number by one of the two methods:
8 Type a Port number in the Source Port field.
9 Use a Port Set by clicking the Input button and then selecting a Port Set from the drop-down list.

Edit Traffic X
Traffic Set: Input/Select below
Protocal: TCP

Source

IP Adchess: | 1921681045110 e ]
Port: ‘ 78 ‘ [ Input ]
Target

|P &ddress: ‘ ‘ [ Input ]
Port: ‘ ‘ [ Input ]
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New Traffic

Protocol:
Source
IP Address:
Port
Target

IP Address:

Fort

®

TCP -
‘ThlealEmes VH Select ]
‘SSHPDrts vH Select l
H Input ]
| (m

10 Enter a Target IP Address by one of two methods:
e Type an IP Address in the Targets IP Address field.

e Use a IP Set by clicking the Input button and then selecting an IP Set from the drop-down list.

NOTE

To revert back to entering an IP Address, click the Select button.

11 Enter a Source Port Number by one of two methods:

e Type a Port number in the Source Port field.

e Use a Port Set by clicking the Input button and then selecting a Port Set from the drop-down list.

Traffic Set: Input/Select below
Pratacol: TCcP v

Source

IP Adress: ‘192.188.101.45-110 || It |
Port: ‘78 H Input ]
Target

IP Adress: ‘wu.wuu.n.u || It |
Fort ‘TS-zDG H It |

12 Click OK to save the new Traffic item.

The new Traffic item is added to the list. You may continue adding new Traffic items to the Named

list as necessary.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

| Monitar | Events | Reparts | View Cunhgl Edit Config | Appliance|

File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

Edit Config
-hocess
Alerts
-Decepllon
B ~Mamed ltems

IP Gets

[#-Port Sets

P

[Tratfic: Sets v 1z 4p 00 )3

L]

(=] (=] i
Name 4 SowcelPY  [Pot [TarsetlP [P

test boxes

thieat boxes
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é NOTE

Clicking OK adds the new Named Set to the stack of local configuration changes however, it does not update the
Sentriant NG appliance's configuration. To learn about saving configuration changes to the Sentriant NG appliance,
see “Saving Changes to the Sentriant NG Appliance” on page 133.

Deleting Traffic Sets
To delete a Traffic Set:

1 From Edit Config > Network > Named Items, select Traffic Sets.

2 Select a Traffic Set and then click the Delete Named Traffic Set button. To select multiple Named
Traffic items, either Shift-click or Ctrl-click.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Manitar | Events | Feports | View Conlig‘ Edit Config | Applisnce|

Edit Corfig [ Traffic Sets v 1z 4O OX
Aocess
() (2)[=] () (2] [=]
[-Alerts 13
- Deception Name & Delete Hamed Traffic Set Source IP ¥ | Port |Ta|gel IP | Part
- Mamed tams test boxes 132.168.101.45-110

1P Sets threat bioxes : 014510 78TCF  10010011.0

Part Sets

[#h-Metwork,
[#-Palicy
E & 9, % [05/17/2005 0230 Coordinated Uriversal Time

3 Click OK.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File VWiew Monitor Events Reports View Config  Edit Config  Appliance  Help

| Monitor | Events | Reparts | View Cunhgl Edit Config | Appliance|

Edit Config [Traffic Sets v v 4p 0 OX
Sy
i HEE HEE

Mame & . !F'Url iTargst 7 |F'Url
Deception action

Mamed Items fectiboies

Do you really wank to delete selected IP Set{s)?

thieat boxes

IP Sets 101.45110 78TCP 100.100.11.0

Port Sets

~Policy

3 ® ©. % [0571772005 231 Coudnated Universal Time

The IP Set is marked for deletion with a minus sign in the Folder and Tab tree but not deleted from the
IP Sets list. Also, the Configure Changes icon is highlighted stating that there are changes to be
persisted to the Sentriant NG appliance.
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NOTE

When deleting Named Sets, care must be taken. Named Sets, if used in configuration items, will be removed once
you save the configuration changes to the Sentriant NG appliance.

NOTE

Clicking OK changes the state of the IP Set to delete in the stack of local configuration changes however, it does
not update the Sentriant NG appliance's configuration.

4 Click the Configure Changes button in the General Status Bar to persist the changes.

| Sentriant Manager - ALS001(192.168.21.59) User Role: Admin
File “iew Monitor Events Reports View Config  Edit Config  Appliance  Help

| Monitor | Events| Reports | Yiew Cunhgl Edit Carfig ‘ Appliance|

Edit Canfig [ Traffic Sets vl 4p 0 OX
--Access

%4 & =

e (2] (2] (=] ()

& Dacepton Name 4 Source IP¥ |Full |TargelIF |Full

9 Named lters threat boxes 192.168.101.3-14

 ElPSets

Port Sets

Network

-Policy
He- ;. [06/177205 0231 Coardneted Universd Tme

Configure Changes

5 In the Configure Changes dialog, you will see a list of objects and the types of pending changes.
Click the Save button to save the new configuration changes to the Sentriant NG appliance.

| Type | |dentifier |Whu |thn
op Hamed Quad Sets threat boxes

FRollback ] Save [ Save to file ][ Clase ]

Once the configuration changes have persisted, the IP Sets are deleted and the panel is refreshed.
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E|Sentriant Manager, - AUS001(192.168.21.59) User Role: Admin

File View Monitor Ewvents Reports View Config Edit Config  Appliance  Help

Monitor | Events | Feports | Wiew Cﬂnlig‘ Edit Config | Appliance 3
1

Edit Corfig [ Traffic Sets v 11z 4p D‘!

[#-dooess

oas (=] s =

- Name & Source IP ¥ |F’ml |TargetIF' |pa

=-Named ltems threat boxes 192.168.101.3-14

P Sets
Part Sets

ek pe ik i

Network

On initial install, the Sentriant NG will monitor traffic on its Ethernet ports (and trunks) to determine
the range of Segments it can access. This information is made available to the user via the Configure >
Network > Segments page. It is necessary for the administrator to edit the supplied information and
enable the Segment for monitoring.

A Segment Set is a collection of segments that exhibit similar policy behaviors. For example, if a
Segment Set is reserved for DHCP clients (laptops), then a set can be created containing all laptops
within a Segment and then parameters can be set for rules, deception distributions and modifiers.
Creating segments is accomplished using the Segment Assistant.

A default Segment Set is created initially. All discovered or unconfigured segments will be added to the
default set and can later be moved to newly created Segment Sets.

Before a Segment can be monitored by the Sentriant NG appliance the ports must be enabled. The
Segments Panel and Physical Panel contain Port information in two formats. The Segment Panel
displays logical ports relative to the Segment. The Physical Panel displays information with a hierarchy
from the Sentriant NG appliance to the physical ports to the logical ports. Segment information is also
displayed at the logical Port level. Actions can be taken at all levels in the hierarchy.

The Network panel contains detailed areas showing specific information under each tab. These tabs are
as follows:

e Runtime - Configure discovered segments and view Sentriant NG appliance's physical and logical
interfaces
Segments - Create and manage Segment Sets and logical ports
Segment Sets - Create and assign segments to a set

Switches - Identify and manage the switch that an appliance is connected to and monitoring

Saving Changes to the Sentriant NG

As you set up segments to be monitored, configuration settings are not saved to the Sentriant NG
appliance immediately, but rather are saved locally until the configuration changes have been
completed. This lets you configure a Segment completely before saving to the Sentriant NG appliance
preventing erroneous threats in the Monitoring Panel with incomplete Segment configurations. (See
“Saving Changes to the Sentriant NG Appliance” on page 133.)
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Runtime

The Runtime tab represents the network topology from a Segment and interface view. The Segment tab
displays all discovered segments. The Inteface tab displays the Sentriant NG appliance's physical Port
followed by the logical ports (VLANSs) in the broadcast domain. A broadcast domain contains network
segments where all network devices communicate with each other without going through a router.

From the Runtime panel you can:

e View the Sentriant NG appliance name, state, IP Address, Gateway, and Subnet Mask

e View and configure segments discovered by the Sentriant NG appliance using the Segment Assistant

e View and Edit Interface names, states, the Sentriant NG appliance where it resides, Port delay, MAC

Address, speed and read-write state

View Sentriant NG Information

Clicking on a Sentriant NG appliance in the Runtime panel will display:

will be set to warning

Gateway IP Address
o Subnet Mask IP Address

Name of the Sentriant NG appliance

IP Address assigned to the Sentriant NG appliance

To change the name of the Sentriant NG appliance:

1 From Edit Config > Network, select Runtime.

2 Click the Go to Appliance Maintenance button.

Current state or status - for example, if there is a problem with one of the physical ports the state

E|Sentriant Manager, - AUS001(192.168.21.59) User, Role: Admin

File View Monitor Events

Reports

Monitor | Events | Reports | View Cunﬁgl Edit Config |Applian:e

View Config  Edit Config  Appliance  Help

Edit Config |Runtime

Yuw 4O OX

[#-Access

Alerts

Segment | Interface

[#-Deception
[#-Mamed Items
[=1-Network,
-z
- ~Segments
Segment Sets
- Swikches

[#-Palicy

All Appliances

-3

& Native 1310122866
- 8 Native 2757946330

[+ dff Mative 2927131191

& Native 462442840

- 4§ QTag(1) -153882521
- 4ff QTag(101) -971954604
& QTaq(102) 3063366074
- 4ff QTag(103) 429807761

- i QTag(104) -367177528

Name:
State:

P Address:
Gateway:

Subnet Mask:

Rediscover

| AUS00L. localdomain |

E MNorrnal

| 192,166,21.59 |

| 192,168.21.2 |

| 255,255.255.0 |

Go to Appliance Maintenance

E @b ?f; 12/13(2006 19:25 UTC

[Goto Appliance Maintenance '7

The Appliance > Maintenance page opens.

To change the name of a Sentriant NG appliance:
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1 From the Appliance > Maintenance tab, double-click the Sentriant NG appliance.

2 Click the Edit Appliance Name button.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File VWiew Monitor Events Reports  View Config  Edit Config  Appliance

Help

| Moritr | Events | Reports | Yiew Config | Edit Cunﬁg‘ Appliance |

--Haalth
E 192.168.21.59 AUSDD1

Appliance |Maintenance V‘ 11 4 ’ 0 D x
Appliance IP Huostname Role Current Rev Previous Rev Status

Primary 2.50-5332

m Softyars|

Mame:

Management Interface: ethi
Serial Humber: 13658305
Appliance Type: c245

AS001 localdomain

Appliance IP
X

Subnet Mask;:

Defaul: Gateway:

192.165.21.59

255,255,255.0

192,168.21.2

E @, % [12f13/2006 19:27 UTC

3 Enter a name. The name should be no longer than 200 characters.

4 Click the OK button.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File Wiew Monitor Events Reports View Config  Edit Config  Appliance

Help

| Maritr | Events | Reports | ¥iew Config | Edit CDHFIQ‘ Appliance I

Appliance |Maintenance

v|

4 oO00OX

i--Date|Time

i--Health

Previous Rev

paLhit lacaldomain

o, J (o ]

» (2]

Mgl

Mar

Management. Interface: ethl
Serial Humber: 13658305
appliance Type: c245

IP Address:

Subnet Mask:

Default Gatewary:

192.168.21.59

255.255.255.0

192.168.21.2

E 0,0 % 12/13}2006 19:30 UTC

5 Click Yes to save changes.
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Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

| Maritr | Events | Reports | ¥iew Config | Edit CDHFIQ‘ Appliance |

Appliance |Maintenance

~|

400X

i Date|Time

Hostname:

t--Health
Changing appliance name

iZhange Appliance Name to DALOOL localdomain?

Current Rev

(

” Yes H Cancel ]

Automatically restarts the appliance.

Previous Rev

Online

Mame: ALIS001 localdamain
Management. Interface: ethl
Serial Humber: 13658305

appliance Type: c245

Appliance IP

IP Address:
Subnet Mask:

Default Gateway:

192.168.21.59

255,255.255.0

192.165.21.2

E 0,0 % 12/13}2006 19:30 UTC

The Appliance Host Name Changed dialog is displayed. Click Exit to close the application and restart

the appliance.

o
@b nomE

Depending on the Sentriant NG appliance and the network connection, it may take several minutes for the
Sentriant NG appliance to complete the restart. Once the restart has completed, you may log back into Sentriant
NG Manager. If the Sentriant NG appliance has not restarted, an error will be displayed at the Sentriant NG

Manager login screen.

The appliance name has now been updated.

Sentriant Manager - DALOO1{192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Maritar | Events | Reparts | View Canfig | Edic Conf\gl Appliance ‘

i--Health

E 192.168.21.59 DALOD1

Primary

Appliance |Maintenancs "l o 4pO0OX
il
Appliance IP Hostname Rale Current Rev Previous Rev Status

2.50-5332

Online

Mgt IP Settings | Seftware |

Mame:

Serial Number :

Appliance Type:

Management Interface:

DaL001. lacaldomain
ethd
13658305

245

Appliance IP

1P Address;
Subnet Mask:

Default Gatewary:

192.168.21.59
255.255.255.0

192.168.21.2

E 010 ffﬁ; 12/13(2006 19:35 UTC

To change the IP Address of a Sentriant NG appliance:
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1 From the Appliance > Maintenance tab, select a Sentriant NG appliance.

2 Click the Edit Appliance IP Configuration button.

Sentriant Manager - DALOO1(192.168.21.59) User, Role: Admin

File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

| Moritr | Events | Reports | Yiew Config | Edit Cunﬁg‘ Appliance |

--Haalth
E 192.168.21.59 DALDO1

Appliance |Maintenance V‘ 11 4 ’ 0 D x
Appliance IP Huostname Role Current Rev Previous Rev Status

Primary

2.50-5332 Online

m Softyars|

MName: DAL001 localdomain
Management Interface: ethi

Serial Humber: 13658305
Appliance Type: c245

Appliance IP

@

Edit appliance: 1P configuration

255,255,255.0

P Address:
Subnet Mask;:

Defaul: Gateway: 192.168.21.2

E @, % [12f13/2006 12:36 UTC

From the Configure Appliance IP dialog, you can edit or change the IP Addresses for the Appliance
IP, Subnet Mask, and the Default Gateway. You may change one, all or a combination.

3 Enter an IP Address for each of the items that you want to change.

Click OK.

Sentriant Manager - DALO01(192.168.21.59) User Role: Admin _
File View Monitor Events Reports View Config  Edit Config  Appliance  Help

Maritor | Events | Reports | View Config | Edit Cunﬁgl #ppliance 1

Appliance | Maintenance

400X

v|

--DatefTime

Configure Appliance IP

i--Health
Appliance IP:

192,168, 102,51 E

&l Previous Rev

Subnet Mask:

|255.255.255‘D v|

Defaulk Gateway IP:

192,168.102.2 E

2]

Management Interface:  ethO
Serial Number 13658305
Appliance Type: 245

1P Address: 192.168.21.59

Subnet Mask; 255,255,255.0

Default Gateway: 192.168.21.2

E @ % [12/13/2006 12:37 UTC

5 Click Yes to restart the appliance.
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Sentriant Manager - DALOO1(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports Wiew Config  Edit Config  Appliance  Help

| Maritr | Events | Reports | ¥iew Config | Edit CDHFIQ‘ Appliance |

|Maintenance v‘ i 4p O OX

Changing appliance IP configuration

Appliance

i Date|Time

i--Health

Change Appliance Configuration ko Appliance IP = 192.168.102.51 Subnet Mask = 255,255.255.0 Gateway IP = 192.168,102.27

( o

Automatically restarts the appliance.

TG 18 Settngs. | Software |

Marne: DaLO01 . localdomain Appliance IP

Management. Interface: ethl IP Address: 192,168.21.59
Serial Humber: 13658305 Subnet Mask: 255,255.255.0
appliance Type: c245 Default Gateway: 192.168.21.2

=3 2, %2 [t2113/2006 19:37 UTC

NOTE

Depending on the Sentriant NG appliance and the network connection, it may take several minutes for the
Sentriant NG appliance to complete the restart. Once the restart has completed, you may log back into Sentriant

NG Manager. If the Sentriant NG appliance has not restarted, an error will be displayed at the Sentriant NG
Manager login screen.

View and Configure Segments

When the Sentriant NG appliance is turned on, it automatically searches for segements (VLANs) and
are listed under the Network > Runtime > Segment tab. Clicking the Rediscover button will start a
scan to search for segments and refresh the Segment list.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

| Manitr | Events | Reports | Yiew Config ‘ Edit: Config | Appliance |

Edit Config |Runtims v‘ n OO
Aecess Seqment | Interface |
-Alerts —
Al fppliances 2 | Name: ‘ ALISA01 Joraldamain |
[#-Deception :
eT .
Hamed Items State: E Marmal
: Hative 224209120
= Metwork. . 1P Address: (1921682159 |
& native 329902015
" Gateway: ‘ 192.168.21.2 |
& Mative 1138374704
- segments Subret Mask: | s 50 |
: & Hative 633308505
[#-Segment Sets
& QTag(1) 2078004005
[-Switches
& QTag(101) 2037689543
Palicy
& CTagi102) 32945469
& 0Tag(103) 3210691797
. QTagil04) 553325608 o, o to Appliance Maintenance

=3 @, % [t2113/2006 1994 UTC

Once the segments have been discovered, they can be configured to detect and mitigate potential
threats. Configuring segments is accomplished using the Segment Assistant.
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The Segment Assistant guides you through the steps to specify Segment parameters. The Segment
Assistant Welcome page opens when you press the Plus button under Configure > Network >

Runtime.

NOTE

Configuration changes are not committed to the Sentriant NG appliance immediately, but are kept locally until all
necessary configuration activities have been completed such as Segment, rule and deception information.

Configuring a Segment. This screen is used to configure a discovered Segment using the Segment
Assistant. The first step in configuring a Segment is selecting one of the discovered segments.

To configure a Segment:

1 From Configure > Network > Runtime, select a Segment from the list.

2 Click the Add button.

E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

Monitor | Events | Reports | view CDHFIQ‘ Edit: Config |App\|ance

Edit Config
-Access
-Nerts
-Deception
Hamed Ttems
é-Nstwurk

gruntime

- Segments

[#}-Segment Sets

[#-Switches

Policy

| Runtime

v 4pOOX

Segment | Interface

al appliances

9 E AUs001

& Hative -224209120

& native 329902015
& Mative 1138374704

& Hative 633308505

& CTagil01) 2937689543
W CTagil02) 32945460

‘ QTag(103) 3210691797

' (QTan(104) 553325608

B3

v

Marme:

Segrent:

QTag(1) 2078004005 |

Segment Unspecified
5

Conflicts

=3 2, % [t2113/2006 19:45 UTC

The Welcome screen displays with instructions.
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E|Segment Assistant @

Welcome

‘Welcome bo the Segment Assistant!

The assistant will guide you, step by step, in setting up a segment by specifying the following segment. properties:
Mame

Subnets

Segment IP Address

Gateways

Protected Ranges

Segment Set association (optional)

Lagical Ports (optionaly

Deception Mode {optional)

B9 50 &0 @ > B0 [ o=

K==

3 Click the next >> button to display Step 1 of 8: Name and Interfaces screen. The name of the selected
Segment is displayed in the Segment Name field.

4 Click the Edit Segment Name button.

E|Segment Assistant @

Step 1 of 8: Name and Interfaces

Seqment Name: | aTaqts) sassresrs |
Included & Available & [Edi Seqment Name |
(@) AUsO0L.ethl,1 (@] AuUsool.etht |
AUSD01. ethz @ ~us001.etht 101

@ ~usooi.etht 102
@ Ausoot.etht, 103
@ ~us001.2tht 104
b [ susoot.ethi 105 =
4 @ Ausoot.ethz 101

@ ~usoo1.ethz, 102

@ susoni.ethz. 103 ~
(&) (=
Appliance: AUSOOL

Interface:

WLAN:

Please reviewfedit the current segment name and assigned interfaces.,
This is the name which will be used by the appliance to differentiate this segment from all other segments.

5 Enter a name for the new Segment and then click OK.
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Sepment Assistant [Z|

Step 1 of 8: Name and Interfaces

Segment Mame; | QTag(1) 538974878 |
Included & Available & |
(&) AUSODL.ethi.1 (@) AUSOOL.ethl 2
(@) AUS01L.ethz

Edit Name

Input: | Austin |

Cancel w
o) L
Appliance:
Interfare:

Please reviewfedit the current segment name and assigned interfaces.
This is the name which will be used by the appliance to differentiate this segment from all other segments.,

6 Click the next >> button to display Step 2 of 8 Subnets.

Specifying Subnets. This screen is used to identify a list of subnets that will be protected within this
Segment. Known subnets are populated in the Subnet Hints table.

NOTE

At least one Subnet Address is needed per Segment. The purpose of the Subnet Address and Mask is to identify the
broadcast domain, or ARP horizon, that the Sentriant NG appliance is operating within and identify local traffic

being monitored. The Subnet is important for devices communicating on that network because it defines where to
send traffic.

To enter a Subnet:

1 Click the New Subnet button located in the upper left of the screen.

Segment Assistant E]
Step 2 of 8: Subnets (Austin)
P [=
Incl{ew Subnet | Subret Hints

Please specify the list of Subnets that will be part of this Segment,
This can be dane by choosing From the Subnet Hints table andfor manually specifying new ones.

2 Enter a new subnet address.
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Select a Mask IP Address from the drop-down list.

Default Mask is 255.255.255.0.

To add a Protected Range of IP Addresses automatically, check the Add Protected Range box. This
will set the protected range for all IP Addresses in the subnet.

Click OK.

= Segment Assistant

Step 2 of 8: Subnets (Austin)

s =

Included Subnell ¥ EREAT]T, 6

Subnet IP Address:

192,166,101.0 @

®

Mask [P Address:

|z55.255.255.0

¥

add Protected Range

cancel help

192.168.101.*

Please specify (R TSE o SUDNELS That Wil DE ATt of TS SEgment.
This can be done by choosing From the Subnet Hinks table and/or manually specifying new ones,

Ok i Cancel

The new subnet is added into the Included Subnets table.

| Segment Assistant

Step 2 of 8: Subnets {Austin)

() (2] (=]

Included Subnets

192.168.101.0/255.255.255.0

Subnet Hints

Please specify the list of Subnets that will be part of this Segment,

cancel help

This can be done by chaosing from the Subnet Hints table andfor manually specifying new ones.

NOTE

You may select subnet(s) from the Subnet Hints table and clicking the Add button.

6 Click the next>> button to display Step 3 of 8: View Mgmt IP Address screen.

To remove a subnet:

1 Select the subnet from the Included Subnets table and click the Remove button.

Edit Segment IP Address. This screen displays the IP Address which is used to communicate with the
Sentriant NG appliance and Sentriant NG Manager for the Segment that is being configured. The
Segment IP Address is set to an unused IP Address within the Segment's IP Address range.

To set the Segment's IP Address:
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1 Click the Edit Segment IP Address button.

Segment Assistant

Step 3 of 8: Segment IP Address{Austin)

Segment IP Address; ‘

An IP Address is required For a segment to Function properly.
Moke: TP ddress must be within defined Subnets.

cance help

L

2 Enter a Segment IP Address and click OK.

| Segment Assistant

Step 3 of 8: Segment IP Address{Austin}

)

Segment IP Address: ‘

|

Segment IP Address

IP Address:

192,168.,101.254

MNote: [F Address must be within defined Subnets,

cancel help

An 1P Address is required For a segment ko function propetly.

3 Click the next >> button to display Step 4 of 8: Gateways screen.

| Segment Assistant @

Step 3 of 8: Segment IP Address{Austin}

Segment IP Address: ‘ 192.168.101.254

|

An 1P Address is required For a segment ko function propetly.
MNote: [F Address must be within defined Subnets,

cancel help

next >$ Finish

Setting Gateways. This screen is to specify the Gateway or Gateways for the Segment. The purpose of
setting the Gateway is to inform the Sentriant NG appliance of which devices are forwarding traffic
from other segments. The Sentriant NG appliance uses its spoofing detection technology to determine
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that all received packets were transmitted from the source listed as the source address in the packet
thereby validating traffic received, that it came from the correct host, and that traffic from remote
segments entered the network via a gateway.

To add a Gateway:

1 Click the New Gateway button located in the upper left of the screen.

Seament Assistant @

Step 4 of 8: Gateways {Austin)

&l 2 =

Inclutl Mew Gateway Gateway Hinks

Please specify the list of Gateways that will be part of this segment.
This can be done by choosing gateways from the Gateway Hints table andfor manually specifying new ones.

Mote: Failure to include & gateway router in this configuration step may result in incorrect source determination and
spoof detection,

2 Enter the Gateway address and then click OK.

L Segment Assistant

Step 4 of 8: Gateways (Austin)

s =

Included Gateways Gateway Hints

New Gateway E|

IP Address: 192.168.101.1

Please specify the list of Gateways that will be part of this segment.
This can be done by choosing gateways from the Gateway Hints table andfor manually specifying new ones.

Mote: Failure to include a gateway/router in this configuration step may result in incorrect source determination and
spoof detection,

NOTE

Adding invalid gateway IP Addresses that do not represent a real host will cause spoof detection to be disabled.
All gateways must respond to ARP communication.

The gateway is added to the Included Gateways table. Adding gateways to a Segment is optional
and will reduce the amount of traffic if the spoof rule is invoked. (See “Rules” on page 255.).
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E|Segment Assistant

x

Step 4 of 8: Gateways (Austin)

&) (2] (=]

Included Gateways Gateway Hints

192.168.101.1

Please specify the list of Gateways that will be part of this segment.

This can be done by choosing gateways from the Gateway Hinks table andor manually specifying new ones,

Mate: Failure to include a gateway router in this configuration step may result in incorrect source determination and
spoof detection.

«« back next =3 k

NOTE
You may select gateway(s) from the Gateway Hints table by clicking the Add button.

3 Click the next >> button to display Step 5 of 8 Protected Ranges screen.

Setting Protected Ranges. This screen is used to specify the IP Addresses that will be protected in this
Segment. Groups or ranges can be added to the Included Protected Ranges table by either selecting
from the Protected Range Hints table or by specifying a new IP Address.

To add a Protected Range:

1 Click the New Protected Range button.

E|Segment Assistant

x

Step 5 of 8: Protected Ranges (Austin)

(=]
I”EH Mew Pratected Range

192.168.101.*

Protected Range Hinks

Please specify the list of protected ranges that will be part of this segment.
This can be done by choosing from the Protected Ranges Hints table andfor manually specifying new ones.

2 Enter the IP Address and click OK. Wildcards may be used, for example to select the entire range of
IP Addresses use an asterisk (*). You may also specify ranges for an octet of the IP Addresses. You

can use commas (,) and dashes (-) for multiple ranges. For example (192.168.21,23.* or 192.168.25.1-
254).
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£ Segment Assistant @

Step 5 of 8: Protected Ranges (Austin)

2=
Included Protecy
New Protected Range
192.168.101.*
T T

Please specify the list of protected ranges that will be part of this segment.
This can be done by choosing From the Protected Ranges Hints table and/or manually specifying new ones,

NOTE

You may select protected range(s) from the Protected Range Hints table and click the Add button.

The new IP Address is added to the Included Protected Ranges table.

| Segment Assistant

®

Step 5 of 8: Protected Ranges {Austin)

() (2] [=]

Included Protected Ranges

Protected Range Hinks

192.168,101.*

192.168.102.%

Please specify the list of protected ranges that will be part of this segment.
This can be done by choosing from the Protected Ranges Hinks table andjor manually specifying new ones,

help next =3 | fiich

Once a protected range of IPs are specified, the Segment may be completed. Additional
configuration may be completed if desired.

3 Click the next >> button to display Step 6 of 8: Associate with a Segment Set screen.
To remove an IP Address from the Included Protected Ranges list:

1 Select the IP Address.
2 Click the Delete Protected Range button.

Associating with a Segment Set. This screen is used to add or associate the new Segment with a Segment
Set. All segments are placed in the Default Segment Set and can be moved as needed.

To associate a Segment with a Segment Set:
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1 Select a Segment Set from the drop-down list.

E|Segment Assistant ﬁ‘

Step 6 of 8: Associate to a Segment Set {optional)

Segment Set:

Do wou want this segment ko be part of a segment set
other than the <default> segment?
Mote: a segment can only be operational if it is part of a segment set,

[ << back H next>>%[ finish ]

Once the Segment Set is specified, the Segment may be completed. Additional configuration may be
completed if desired.

2 To complete Segment configuration, click the Finish button.
To specify additional configuration:

3 Click the next >> button to display Step 7 of 8: Setting Logical Ports screen.

Setting Logical Ports. Logical Ports is used to enable, disable or pair logical Ports of the Segment. In
order for the Segment to start monitoring traffic on the Segment, the Port(s) must be enabled.

The Sentriant NG appliance requires full read-write access to the ARP (Address Resolution Protocol)
Horizon of each protected address range. In the event that the switch's SPAN Port connected to the
Sentriant NG appliance is read-only it can be configured to internally be paired with a read-write
Ethernet Port. To learn how to verify read and/or write Ethernet Port, see “Port Verification” on
page 235.

To enable the logical Port or Ports:

1 Select a Port(s) from the Logical Ports Table.
2 Click the Enable button.

The icon will turn from disabled to enabled indicating that the Port is active.

E|Segment Assistant g|
Step 7 of 8: Logical Ports {optional)

Enable

Logical Ports

(@) eth1.1

Please reviewenable/pair the logical parts which are part of this segment,

<< back ][ next = ][ firish ]
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Continue enabling all Logical Ports for the Segment.
To pair a read-only Port with a write Port:

3 Select the SPAN Port from the list and click Pair to bring up the Pair Dialog.

NOTE

Check with your network administrator to determine which Port is tagged as the SPAN Port. Traffic will not be
monitored if other than the SPAN Port is paired with a write Port.

4 Select a write Port from the list and click OK.

x

Sepment Assistant

Step 7 of 8: Logical Ports {optional)

Disable Pair Unpair

Logical Ports
(@] ethz

Please reviewfenable/pair the logical ports which are part of this segment.

help l «« back H next =3 H Finish ]

The mirror Port is now paired with a write Port. The icon changes to show which Ports are paired.

= Segment Assistant @

Step 7 of 8: Logical Ports (optional)

Disable Unpair

Choose a Writer, to pair, with

Available writer(s)

Flease|
help [ <« back ][ nest »x ][ Finish I

Once the Port or Ports are enabled, the Segment may be completed. Additional configuration may be
completed if desired.

5 To complete the Segment, click the Finish button.

6 To specify additional configuration proceed to the next screen, click the next >> button to display
Step 8 of 8: Setting Deception Mode screen.

Setting Deception Mode. This screen is used to turn Deception Mode on or off. Deception should only be
turned on if all friendly IP Addresses have been identified and configured.
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To activate Deception:

1 Select on from the Deception drop-down list.

E| Segment Assistant El

Step 8 of 8: Deception {optional)

Deception:

Do you want ko enable deception For this segment?

Mote: IF you're not sure about the IP addresses, do not turn on deception now, You can turn it on later after verifying
addresses in the Monitor - Metwark Activity -> Address Space page.

2 Click the Finish button to save the Segment and close the Segment Assistant.

E | Segment Assistant El

Step 8 of 8: Deception {optional)

Do you want to enable deception For this segment?

Mote: IF you're not sure about the IP addresses, do not turn on deception now, You can turn it on later after verifying
addresses in the Monitor - Netwark Activity - > Address Space page.

The new Segment will be displayed in the Default Segment Set. If a new Segment Set was specified,

the Segment will be displayed under that new set identified in Step 6 of 8: Associating with a
Segment Set.

NOTE

Clicking the finish button adds the Segment configuration to the stack of local configuration changes however, it
does not update the Sentriant NG appliance's configuration. To learn about saving configuration changes to the
Sentriant NG appliance, see “Saving Changes to the Sentriant NG Appliance” on page 133

View and Edit Interface Information

Clicking on a physical Port from the Runtime > Interfaces panel will display information for that Port
and allow you to edit the Port Name and configure Port Delay.

The Port Delay configuration option allows the Admin to configure the initial activation behavior of a
Port on the Sentriant NG appliance. When Fast is enabled on a Sentriant NG appliance interface, the
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appliance will process traffic from that interface immediately. If the Admin is seeing inconsistent data,
or a high number of IP Addresses on the Segment being detected as spoofs, it may be due to a
mismatch between the Sentriant NG appliance's Port activation behavior and corresponding switch Port
spanning tree configuration. A good practice is to synchronize the Sentriant NG appliance and the
switch's Port delay values or set the delay longer for the Sentriant NG appliance. A longer Sentriant NG
appliance Port delay will result in fewer false positives and inconsistent spoofed IP Addresses.

The Admin can disable Fast mode for the Sentriant NG appliance and configure a time out value, in
milliseconds. When this time out value is configured, the Sentriant NG appliance will delay packet
processing for the selected number of milliseconds. The available delay range is 0 - 320,000 milliseconds
(0-32 seconds).

The Default mode sets the Sentriant NG appliance's initial activation at 30,000 milliseconds.
To change the name of a Physical Port:

1 From Edit Config > Network > Runtime > Interface, select an appliance.
2 Select a Physical Port from the list.
3 Click the Edit Name button.

E Sentriant Manager - sentriant(10.25.0.36) User Role: Admin
File “iew Monitor Events Reports View Config  Edit Config  Applisnce  Help

[entar | Events | Reports | view Config | EdE Confia | applance

Edit Config Runtime: vl 4p 0 OX
2 . = .
+’ fagess Segment | Interface |
8- flerts
All Appliances Name: | etht |
5 Deception l |
E‘II; sentriant . a
2-Hlamed Items : Rl ite [Edit iame
: B sentriant.ethl
g . Appliance: E serkriant
[ R it cthi ;
- Part Delay: | Fast i
Fe-( ) sentriant.ethz
MAC Address: 00:04:23:61:26:98
B0 ) sentriant.ethd
P, Speed: 1000Mbjs
() sentriant.ethd ] f
i Duplex; Full
[#-Palicy r
Switch: | Nane v| E]
Swich Mirror Mode: Mode A Look up The Mirror Mode For Your Switch ]
E 3 9y, %2 [12j1972007 00110 UTC

4 Enter an new name for the Physical Port.
5 Click OK.
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- Sentriant Manager - sentriant(10.25.0.36) User Role: Admin

File Wiew Monitor Ewents Reports “iew Config  Edit Config  Applisnce  Help

| Mariter | Events | Reports | view Config | Edit Cﬂﬂﬁﬂ appliance |

Edit Config

E} Access

- Blerts

E} Deception
Fﬂ Mamed Trems
B Hetwork

Lunitime:

Segments

egment Sets
“Switches

Palicy

‘Runt\me

vl 4pO0OX

| 5Egment_| Interface |

Al sppliances

Edit Name

|

J Input: ‘Developmsnd

|

Swikch:

Switch Mirror Mode:

iNnna v| E]
Mode A [ Look up The Mirror Mode For Your Switch J

=3 C % % [izisizor iz o

To configure Port Delay:

1 From Edit Config > Network > Runtime > Interface, select a Physical Port from the list.
2 Click the Edit Port Delay button.

E |Sentriant Manager - sentriant(10.25.0.36) User Role: Admin

File “iew Monitor Events Reports View Config  Edit Config  Applisnce  Help

| Moriter | Events | Reports | view Config | Edit CD"‘Fiﬂ Appliance |

Edit Config

E} Access
Alerts

E} Deception
Fﬂ Hamed Items
E| Hetwork

unitime

egrments

Segment Sets
“Switches

- Palicy

‘Runt\me

| Sggment_l Interface |

All Appliances

E!"E sentriant

Q sentriant.ethn

QO R-critriant sthi

() sentriant.ethz
: -3 sentriant.ethd

I8 3 senkriant.sthd

Mame:

Skate:
Appliance:
Port Delay:
MAC Address:
Speed:
Duplex:
Switch:

Swich Mirror Mode:

| Development |
\3 Link Up
E sentriant

| Fast |
s

00:04:23:B1:26:98

1000Mbfs

Full

iNone v| E]
Mode A Look up The Mirror Mode For Your Switch J

A O % % [izioz007 wisute

3 From the Port Delay drop-down list, select either Fast, Value or Default. Selecting Value requires a

millisecond value.

Enter a value from 0 to 320,000 milliseconds.

5 Click OK.
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- Sentriant Manager - sentriant(10.25.0.36) User Role: Admin
File “iew Monitor Events Reports View Config  Edit Config  Applisnce  Help

Edit Config ‘Runt\me vl 1 4p OO0 OX

E} HhECess, | Sggment_l Interface |

Blerts

All Appliances -

[ Deception Edit Port Delay |

& flamed Iems Port Delay: yalue v | | 300] 0-320000(msec)

(5 Netwark

Segment Sets
i

- Palicy -
Switch: |None v| E]
Swich Mirror Mode: Mode A [ Look up The Mirror Mode For Your Switch J

A O % % [izioz007 mizzue

To assign a switch to a Physical Port:

1 From Edit Config > Network, select the Appliance tab.
2 Select a Physical Port from the list.

3 Select a switch from the drop-down list.

= Sentriant Manager - sentriant(10.25.0.36) User Role: Admin
File Wiew Monitor Ewents Reports View Config  Edit Config  Applisnce  Help

Et.:lltConf\g ‘Runt\me “l m 4pO0OX
E‘ BECESS | Segment_l Interface |
- Blerts

Al sppliances

Mame: | Development |
& [ sertiant State: () LinkUp

senkriant.sthd

IB Deception

£ Mamed Trems

|3 Petvork Appliance: E sentriant
[ ) Part Delay: | Walue = 300 |
sentriant.eth2

MAC Address: 00:04:23:61:28:98

() sentriant.eth3

Switch Mirror Mode:

() sentriant.ethd Speed: 1000Mbjs
“Switches
; : Duplex: Full
Palicy I
Swikch: |Nnna 7 |
Mane: E]

=3 & % % [izisizoor ooz e

Switch Mirror Mode

Some adjustment of the Switch Mirror Mode may be required depending on the type of Extreme
Networks switches to which your Sentriant NG is connected.

To set the Switch Mirror Mode:
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1 From Edit Config > Network > Runtime, select the Interface tab.

E|Sentriant Manager - sentriant(10.25.0.36) User Role: Admin
File View Monitor Events Reports View Config  Edit Config  Appliance  Help

Moritar | Events | Reparts | View Config | Edit Config | appliance

Edit Config Runtime vl 4pO0OX
#-Arcess Segment | Interface

- flerts [ '
3-Deception A!\ Appliances Hlame: ethi
S & [ sertriant State: 3 LinkUp

= Metwark 5@ sentriant.<th Appliance; ESBHtriant

EIR Bscnitriant, ethl
Port Delay: Fast

- () sentriant.ethz

i Segments MAC Address: 00:04:23:81:26:98
: - () sentriant,eth3

=% Segment Sets

: #h- () sentriank, eth Sheetd SR
[ Switches
) Duplex: Full
#-Policy _
Swiikch: Naone ¥ | @
Switch Mirror Mode! Mode A Look up The Mirror Mode For Your Switch I

E 3 %y % [1zi8/2007 1807 UTC

Select a read-only physical interface from the list.

Click the Look up The Mirror Mode For Your Switch button to display a list of Extreme Networks
switch types and a correct mode to select.

Select the correct Switch Mirror Mode, then click the edit icon.
If you select Mode B or Mode C, you need to add the MAC address of the switch.
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E Sentriant Manager - sentriant{10.25.0.36) User Role: Admin

File Wiew Monitor Events Reports

View Config  Edit Config  Appliance  Help

Monitor | Events | Reports | Wiew Config | Edit Config | Appliance

Edit Config

[#-Access

[#-Alerts

# Deception

#-Segments

[#1-5Segment Sets

| runtime

Segment | [nterface

All appliances

E sentriant

J sentriant.etho

o sentriant.eth?

) sentriant.eth3

J sentriant.ethd

E O % % [tzns/zo0r ts1e 0t

Mame:

State:
Appliance:
Port Delay:
MAC Address:
Speed:
Duplex:
Switch:

Switch Mirror Mode:

sthi

2 Link Up

E senkriant

Fast

00:04:23:B1:28:98

1000Mbfs

Full

|Mone w [I]
Mode C Look up The Mirror Mode Far Your Switch ]

Router MAC Addresses l

00:04:96:1E:30:20

a To find the MAC address, log in to the Extreme Networks switch.

b Run show switch.

¢ Use the MAC address that is displayed.

E | Mirror Mode Configurati

6 Click Add MAC.
7 Click OK
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fou must add MAC addresses before you can save the Mirror Mode
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E|Sentriant Manager - sentriant(10.25.0.36) User Role: Admin

< >
Moritar | Events | Reparts | View Config | Edit Config | appliance
Edit Config Runtime - m 4ApOOX
B-Access Segment | Interface
#-dlerts
all Appliances Mame: ethi .-
+-Deception : ﬁ
KL A— & [ sertriant State: 3 LinkUp
- sentriant, ethd
=}-Network, Y Appliance; E sentriant
- &
Port Delay: Fast
- () sentriant.ethz
Segments MaC Address: 00:04:23:61:26:98
- () sentriant,eth3
eament Sets 1
#-( ) sentriant, eth4 Treedh B
[ Switches
Duplex: Full
#-Policy
Swiikch: MNone v E]
Switch Mirror Mode! Mode C Look up The Mirror Made For Your Switch ]
Router MAC Addresses t
00:04:96:1E:30:20
E O 9y % [12)18/2007 18114 UTC

A Segment is a collection of IP Addresses for each logical network Port. The Sentriant NG appliance
begins monitoring a contiguous range of addresses on each of the segments. This range can be further
refined by configuring the Protected Ranges for each logical Segment.

Traffic to and from any address in this range is analyzed for behavioral patterns consistent with suspect
or threat activity. Unlike host resident security solutions, the Sentriant NG appliance is able to take into
account network behavior across entire segments for a more comprehensive threat analysis.

From the Segments Panel, you can:

Add a Segment

Change the Segment name

Edit the Segment IP Address

Edit appliance and interface Port configuration

Edit Segment Subnet and Mask IP Addresses

Edit Segment Gateway IP Addresses

Edit the Protected Range of IP Addresses monitored by a Segment

Turn Deception on or off, configure Decoy IP Addresses, and exclude IP Addresses used as Decoys
Set cloaking parameters for a Segment

Set advanced Segment parameters

Delete Segments
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e Port Verification

Adding Segments

Sentriant NG Manager provides the option of adding segments to the appliance with discovered switch
interfaces or manually created interfaces. This gives the user the ability to pre-configure segments before
a switch has been completely configured. For example, a Sentriant NG appliance has been deployed in
an environment where the switch has not been fully configured with VLAN interfaces. The switch
administrator may pass along information on how the switch will be configured to the Sentriant NG
appliance Admin. Using this information, The Admin can pre-configure the segments by manually
creating the interfaces and then completing the Segment parameters using the Segment Assistant. Once
the switch comes on-line, the Sentriant NG appliance will discover the switch interfaces and

synchronize them with the pre-configured data.

To add a new Segment:

1 From Edit Config > Network > Segments, select the Segments heading.

2 Click the Add button.

E | Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports ViewConfig  Edit Config  Appliance  Help

Monitor | Events | Reports | Yiew CnnFig‘ Edit Config |App\ianca

HO00OX

Runtime:

[#}-Segment Sets
¢ @-Switches

-Pulicy

Edit Config |Segments v‘ -
-\A:cess | Al Segments v|| All Appliances v‘@ == [ Export ]
[-Alerts

Add Segment

[ -Deception

& Austi

#-Hamed Items - (3 Austin

l:E}-Network

Please create a new Segment OR select a Segment or Logical Por...

= O % % [rznsjzo06 0e:a1 Ut

The Segment Assistant Welcome screen opens.

3 Click the next >> button.
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E| Segment Assistant le

Welcome

“Welcome to the Segment Assistant]

The assistant will guide vou, step by step, in setting up a segment by specifying the Following segment properties:
Name

Subnets

Segment IP Address

Gateways

Protected Ranges

Segment Set association (optional)

Logical Ports {optional)

. Deception Mode (optional)

G ok L

oo

The Name and Interfaces screen opens and displays a randomly generated Segment name and a list of
available interfaces discovered on the Sentriant NG appliance.

To change the name of the Segment:

4 Click the Edit Segment Name button.

E|Segment Assistant E‘

Step 1 of 8: Name and Interfaces

Segment Name: ‘ Segment 2772729913 |

Included i Available & ‘

(@] Ausoodethl A
@ susooiethi. 101
@ usoot.sthi.10z
@ ~us001.6tht 103
@ susooisthi. 104
[ @ usoot.sthi. 105
4 @ ~us001.sthz 101

@ ~usoo1.ethz, 102

@ ~usooi.ethz 103

(] =

Appliance:

Interface:

Z2|| =
o [
Z|| &
=
< < [

WLAMN:

Please revievedit the current segment name and assigned interfaces,
This is the name which will be used by the appliance to differentiate this segment from all other segments,
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5 Enter a name for the Segment and then click OK.

E | Edit Name

Input: |QTag3|

The next step is to add interfaces and identify the VLAN to the Segment. There are two methods of
adding interfaces. One is to select discovered interfaces and add them to the Included list. The other

method is to create interfaces for pre-configured segemnts.

To include discovered interfaces to a Segment:

6 Select an interface from the Available list of interfaces on the right of screen. You may multi-select

interfaces by Shift-clicking or Ctrl-clicking the interfaces.
7 Click the Include Interface button.

E|Segment Assistant g|
Step 1 of 8: Name and Interfaces
Segment Mame: | QTag3 |
Included & Available &
@ Auso0L.ethl 104 2
[®] AUSO0L.ethi. 105
B Ausoot.ethz, 101
@ Ausoo1.ethz.102
@ Ausooi.ethz.103
» B Ausootethz, 104
[® AUsOnL.ethe. 105
(@) Aus00:.eths
Inchude Interface -
S Li e i 3
=
Appliance: AUSO0L
Please reviewfedit the current segment name and assigned interfaces.
This is the name which will be used by the appliance to differentiate this segment from all other segments.,

To manually create interfaces and include them on a Segment:

8 In the lower right of the Name and Interfaces screen, enter the name of an appliance, select an

Interface from the drop-down list, and enter a name for the VLAN.
9 Click the Add button.

10 Continue adding interfaces for the Segment.
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E|Segment Assistant gl

Step 1 of 8: Name and Interfaces

Segment Mame: | QTag3 |
Included & Available & |
(@) AUS0L.eth1. 105 @ Auso1.ethi 10z 2
(@) AUSO01L.ethz. 105 @ Ausoo.ethl. 103

B Ausoot.etht, 104
@ AusoL.ethz.101
@ Ausooi.ethz.102
» B Ausootethz, 103
4 @ Auso1.ethz.104
(@] AUSO0L.eth3

(@) AUSO0L.ethd <

‘:’
Applla e
Interfare:

Please reviewfedit the current segment name and assigned interfaces.
This is the name which will be used by the appliance to differentiate this segment from all other segments.,

Click the next >> button to display Step 2 of 8 Subnets.

NOTE

Changing the Segment name does not change it on the Sentriant NG appliance. The changes are made to the stack
of configuration changes made and is displayed in the Tab/Folder List with an edit icon. However, the Sentriant NG
applince's configuration has not been updated with the new changes. (See “Saving Changes to the Sentriant NG
Appliance” on page 133.)

Segment Name
To change the Segment name:

1 From Edit Config > Network > Segments, select a Segment from the drop-down list.
2 C(Click Edit Name button.
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Sentriant Manager - AUSO01 (1
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3 The Edit Name dialog opens. Enter a name for the Segment.

4 Click OK.

Sentriant Manager - AUS001(192.168.21.59) User Role
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File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help
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Cloak | Advanced ||

Conflicts |
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~
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Appliance:

Interface:
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EH & © % [tzie/zo0e oess Ut

The new Segment name is displayed in the Name Field and in the Navigation Tree.
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Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help
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NOTE

Changing the Segment name does not change it on the Sentriant NG appliance. The changes are made to the stack
of configuration changes made and is displayed in the Tab/Folder List with an edit icon. However, the Sentriant NG
applince's configuration has not been updated with the new changes. (See “Saving Changes to the Sentriant NG

Appliance” on page 133.)

Segment IP Address

To change the Segment IP Address:

1 From Edit Config > Network > Segments, select a Segment from the drop-down list.

2 Click the Edit Segment IP button.
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Sentriant Manager - AUS001{192.168.21.59) User Role: Admin
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3 The Edit Segment IP dialog opens. Enter an IP Address for the Segment.
4 Click OK.
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The new Segment IP Address is displayed in the Segment IP field.
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Segment Logical Ports

Each Segment's logical Port(s) must be enabled and, in cases with read-only Ports, paired with a
writable Port for the Sentriant NG appliance to begin monitoring network traffic on the Segment.
Information displayed is the state of the Port, MAC Address, Read/Write State, Paired With state, and
the Segment Name.

The Sentriant NG appliance is designed to be deployed out-of-band meaning that it can analyze traffic
that traverses the network without having to be placed within a critical data path. Therefore, it is
strongly recommended that the switch Ports connected to the Sentriant NG appliance be configured as
Switched Port Analyzer (SPAN) Ports or mirror Ports.

The Sentriant NG appliance requires full read-write access to the ARP (Address Resolution Protocol)
Horizon of each protected address range. In the event that the switch's SPAN Port connected to the
Sentriant NG appliance is read-only it can be configured to internally be paired with a read-write
Ethernet Port.

Add/Remove Logical Ports. The Add/Remove Logical Ports panel allows the admin to add and remove
logical Ports from configured segments. When a switch's configuration has changed, the Sentriant NG
appliance must be reconfigured with the new Segment interface parameters.

The Add/Remove Logical Ports panel also provides the ability to create interfaces and include them
when pre-configuring segments.

NOTE

Adding or removing interfaces from configured segments may result in configuration conflicts with other segments or
if the interfaces are pre-configured and included in a Segment, a conflict will result stating that no real Segment
exists.

To add logical Ports to a Segment:
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1 From Edit Config > Network > Segments, select a Segment from the drop-down list.
The Logical Ports panel opens with a list of logical Ports in the Included list.

There are two methods to add logical Ports to a Segment. One method is to select discovered logical
Ports from the Available list. The second method is to create new logical Ports and include them
with a Segment.

To add logical Ports from discovered interfaces:

1 From the Available list of logical Ports, select a logical Port.
2 Click the Include Interface button.
The logical Port is added to the Segment.
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To manually create interaces and include them on a Segment:

1 In the lower right of the Name and Interfaces screen, enter the name of an appliance, select an
Interface from the drop-down list, and enter a name for the VLAN.
Click the Add button.

Continue adding interfaces for the Segment.

Enable a Segment’s Port. To Enable Ports:

From Edit Config > Network > Segments, select a Segment from the Network Segment list.

Either double-click or for Windows users, click on the plus (+) sign. This displays the logical Ports
for the Segment.

3 Click on a Port to display the state information.
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The State shows the Port disabled and the Segment not monitoring network traffic. Notice the

Segment cloud is black meaning it's in a state of Discovery and Port icons are grey meaning they are
disabled.

Click the Enable button.
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The Port icon changes to enabled.
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Disable Ports. To Disable Ports:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.
2 Select an enabled Port and click the Disable button.
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The State shows the Port disable. The Segment will no longer monitor network traffic.
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Pair Ports. The Sentriant NG appliance requires full read-write access to the ARP (Address Resolution
Protocol) Horizon of each protected address range. In the event that the switch's SPAN Port connected
to the Sentriant NG appliance is read-only it can be configured to internally be paired with a read-write

Ethernet Port.

To pair a Port:

From Edit Config > Network > Segments, select a Port in the Segment tree list.

Click the Enable button.

NOTE

The Sentriant NG appliance does not recognize if a Port is read-only or read/write. It is up to the network
administrator to determine if the Ports on the switch are configured as read-only.
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3 Select an available Port from the list and click Pair to bring up the Pair Dialog.
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From read onky pork

4 Select a Port from the list and click OK.
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The Port type icon changes reflecting that the Port is paired.
5 Click the Enable button.
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The Ports are now enabled for the Segment. The Segment is now ready to be monitored by the
Sentriant NG appliance once the changes have been persisted. See “Saving Changes to the Sentriant
NG Appliance” on page 133 to save changes to the Sentriant NG appliance.
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Unpair Ports. To unpair Ports:

Sentriant Manager - AUS001(192.168.21.59) User Ro

1 From Edit Config > Network > Segments, select the Port in the Segment tree list.
2 Click the Unpair button.
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The Unpair Dialog is displayed.
3 Click OK.
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The Paired With field is empty and the icon changed to single.
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Subnet and Mask

By default, when a subnet is added to a Segment, the entire subnet is added as a protected range. The
administrator can modify the range to include only a portion of the subnet. Ranges of IP Addresses and
wildcards can be used to specify which addresses will be in the protected range.

To modify Subnet and Mask:

1 From Edit Config > Network > Segments, select a Segment from the list.

2 C(Click the Subnet Tab.
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3 Click the Add button.
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4 Enter a Subnet and Mask IP Addresses.
5 Select a Mask IP Address from the drop-down list. The default Mask is 255.255.255.0.

6 Click the Add Protected Range checkbox. This will add the segments range of IP Addresses to the
Protected Range Tab.

NOTE

Clicking the Delete Subnet button clears the fields.

NOTE

The subnet IP Address must be within the range of the Segment.

NOTE

When editing an existing Subnet, the Add Protected Range is disabled. If the Subnet is changed, the Segment
IP Address, Protected Range, and Gateway are removed and must be updated.
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7 Click OK to add the new Subnet and Mask IP Addresses to the Segment.
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Gateway

It is imperative that all gateway IP Addresses are identified and added to the Sentriant NG Manager's
configuration for the Segment. This is to ensure that all devices on each monitored network Segment are
'known' for proper traffic monitoring and detection.

o
@ NoTE

Adding invalid gateway IP Addresses that do not represent a real host will cause spoof detection to be disabled. All
gateways must respond to ARP communication.
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To add gateway(s) to the Segment:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.

2 Select the Gateway tab.
3 Click the Add button.
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4 Enter a Gateway IP Address.
5 Click OK.
o
The Gateway Addresses must be inside the range of the of subnet.
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The new Gateway is added to the list.
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Protected Range

By default, when a subnet is added to a Segment, the entire subnet IP Address range is added as a
Protected Range. The administrator can modify this range to include only a subset of the subnet, if that

is desired.

To add a protected range of IP Addresses to the Segment:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.
2 Select the Protected Range tab.

3 Click the Add button.
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4 Enter the protected range for the Segment. Wildcards may be used, for example to select the entire
range of IP Addresses use an asterisk (*). You may also specify ranges for an octet of the IP
Addresses. You can use commas (,) and dashes (-) for multiple ranges. For example (192.168.21,23.*

or 192.168.25.1-254).
5 Click OK.
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The Protected Range is added to the Segment.
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Edit Segment Deception

The Sentriant NG appliance provides an advanced technology that greatly enhances the security of a
protected network by providing ActiveDeception, which maps operating system 'personalities' on to the
unused IP Address space of the monitored address ranges. This allows the Sentriant NG appliance to
employ anti-fingerprinting mechanisms and to slow or snare the reconnaissance phase of a malicious
attack, worm, or virus.

NOTE

Deception is not used to hide used IP Addresses.

Turning Deception on allows the Sentriant NG appliance to respond to threats attacking unused IP
Addresses on the network Segment. This response can be tailored to the specific network topology that
suits the network that is being protected. Deception can further be configured to include or exclude
unused IP Address(es) and set individual personalities. Decoys can be configured for a Segment that,
when communicated with an outside source, will send a personality as a decoy to the true nature of the
IP Address. In addition, you may exclude IP Addresses when deception is turned on.

To start Deception:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.
2 Select the Deception tab.
3 Select On from the Deception Mode drop-down list.
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Deception has now been turned on for the Segment. The default Personality Set is used across the
entire unused IP Address range of the Segment.

To add Decoys:

1 Click the Decoy tab.
2 Click the Add button.
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3 Enter an IP Address(es).

4 Select a Personality from the drop-down list.
5 Click OK.
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The IP Address(es) is now set as a Decoy and is displayed in the list.
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To exclude Segment IP Address(es):

1 Click Exclude tab.

2 Click the Add button to bring up the New Exclude IP Address dialog.
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3 Enter a Source IP Address by one of the two methods:

e Type an IP Address in the Source IP Address field. The example shows an IP Address using the
hyphen(-) wildcard for one of the octets which selects a range of the octet.

e Use a IP Set by clicking the Input button and then selecting an IP Set from the drop-down list.

NOTE
To revert back to entering an IP Address, click the Select button.
4 Click OK.
1P Address: ‘wsz.wss.wuz.zuu H nput |

New IP Address

rz|

IP Address:

The IP Address(es) are added to the table.
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Cloak

The Sentriant NG appliance has a patent-pending technique by which it unilaterally controls and
terminates a communications flow between two or more computers. Cloaking can be manually or

dynamically invoked by the Sentriant NG appliance when threats are identified or policy conditions
violated.

In a network environment with an Sentriant NG appliance installed, the normal communication path
may look something like the figure below. A source host goes through a gateway and contacts a target.
The target starts a communication stream with the source.

Sentriant Appliance

~

-
Source Host

F

Gateway

— 2

Target

When Cloak All is selected as the response to a source, the Sentriant NG appliance inserts itself into all
communication paths that exist between all known used IP Addresses of the monitored network and
the threat source address. In this mode, the Sentriant NG appliance has taken over the critical
communication path for much of the traffic between the monitored address range and the source. Due
to the nature of Cloak All, the network traffic that is intended to communicate with the threat source is
removed from the communication stream, while other traffic is allowed.

The source will remain cloaked until the configured threat time-out has been exceeded. At this time, the
Sentriant NG appliance removes itself from the data path between all monitored addresses and threat
sources, barring the existence of another threat that would not allow uncloaking.

When Cloak On Demand is selected as the response, only sources that have triggered a threat response
are removed from the communication stream.
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NOTE

Only the source host is removed from the communication stream.

Sentriant Appliance
<> \

Source Host A

Gateway

Target

To set Cloak for a Segment:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.
2 Select the Cloak tab.

3 Select On Demand or All from the Cloak drop-down list. Default value is On Demand.
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Full Cloak. Cloaking however does not monitor the traffic from the responding target. Full Cloak
requires that both directions of the traffic to be routed to the Sentriant NG appliance.

By turning Full Cloak mode on, the responding target traffic is also routed through the Sentriant NG
appliance to be monitored.

Sentriant Appliance

v

g \
Source Host l
Gateway

Target
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To turn Full Cloak on for a Segment:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.
2 Select the Cloak tab.

3 Select On from the Full Cloak drop-down list.
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Local Cloak Validation. When a Segment detects a threat that originates in another Segment, the
detecting Segment will request the originating Segment to cloak the threat source. When Local Cloak
Validation is turned ON, the appliance will validate that the traffic did occur before allowing the source
to be Cloaked. When Local Cloak Validation is turned Off, the originating Segment will trust the
detecting Segment, and cloak the source regardless if the source is sending traffic.

NOTE
In a Broadcast Only deployment, Local Cloak Validation must be set to Off.

To set Local Cloak Validation:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.
2 Select the Cloak tab.

3 Select On or Off from the Local Cloak Validation drop-down list.
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Allow Unprotected Cloak. Allow Unprotected Cloak prohibits Sentriant NG from cloaking sources that
originate from an unprotected source. When Sentriant NG cloaks a source from an unprotected
Segment, it must redirect all traffic from gateways in the traffic path to the Sentriant NG insuring that
the cloaked source's traffic is filtered. Traffic from other sources is redirected from the Sentriant NG to
their targeted hosts.

Disabling Allow Unprotected Cloak prohibits the appliance from cloaking unprotected sources,
therefore prohibiting Sentriant NG from processing the gateway's traffic. It is important to note that
External devices will still be cloaked by their local Segment no matter which Segment detects the
threatening traffic. If a Segment is configured as a Transit Segment, Allow Unprotected Cloak is
disabled as it would allow Sentriant NG to process, or take control of, all traffic between the
configurable gateways.

NOTE

If Transit Segment is turned on, Allow Unprotected Cloak will be disabled.

To set Allow Unprotected Cloak:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.
2 Select the Cloak tab.

3 Select On or Off from the Allow Unprotected Cloak drop-down list.

Sentriant NG Manager User Guide, Software Version 2.5



Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

Maritar | Events | Reports | Yiew Conf\gl Edit Config | Appliance |

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Edit Config
Access
[#-Alerts
[#}-Deception
Mamed Items

[=}-Mekwork

Switches

[#-Palicy

|Ssgments

vlze 4p O OX

| all Segments v|| All appliances v‘ @E} [ Expatt ]
Segments Mame Segrent 1P
503 Austin | aragiios) 1745703114 | | |
=i | Lagical Ports I Subriets 1 Gatewa: |
Protected Range | Deception | Cloak. ‘ Advanced | Conflicts
(@] AUs0L ethl, 103
e [@) AUSDOL ethz. 103 ety [ v
Full Cloak Mode: |On “ |
Loral Cloak Yalidation: |On v |
Allowe Unprotected Cloak: |On w |

<

-

Go bo Address Space

3 & © % [tziezoe ozt

Advanced Segment Parameters

Transit Segment. Traffic from one Segment to another may be routed through an intermediate Segment
or a Transit Segment. Sentriant NG Manager can be configured to analyze and validate this traffic
coming from the targeted source through the Transit Segment and ending at a protected source. The

default value is set to off.

NOTE

Turning Transit Segment on will disable Allow Unprotected Cloak. See “Allow Unprotected Cloak” on page 227 for

more information.

To set Transit Segment:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.

2 Select the Advance tab.

3 Select On from the Transit Segment drop-down list.
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MAC Validation. The Sentriant NG appliance uses its detection technology to determine that all received
packets were transmitted from the source listed as the source address in the packet. These types of
packets are referred to as spoof packets. Spoof packets are packets that are sent out from the local
network but have false source addresses. This could signal the presence of a virus or worm.

When a spoofed packet is detected, the Sentriant NG Manager displays the true source of the packet as
a threat. The address that was given as the false source of the spoofed packet is listed in the Spoofed As
table located in the Monitoring > Network > Sources > Details table. The Spoofed As list appears for
all sources that spoof network traffic, regardless of whether Spoofed Packets is the highest ranked threat
for that source.

This spoofing technology validates that traffic received on the logical network Segment came from the
correct host and that traffic from remote Segments entered the network via a gateway.

By turning on MAC Validation, Sentriant NG Manager will verify the MAC address of the source
against the packet sent from the source. If the MAC address differs from the MAC address in the
packet, the source is treated as a threat.

NOTE

To view source IP Addresses in the Sources Panel, MAC Validation must be turned on for the Segment. Turning MAC
Validation on validates the sources MAC address and retrieves the IP Address. If MAC Validation is turned off for the
Segment, the source IP Address and MAC address will not be displayed in the Sources Panel. The Sources Panel
will show the source as masked.

To set MAC Validation:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.
2 Select the Advance tab.
3 Select On or Off from the MAC Validation drop-down list.
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ARP Time Out. The ARP Time Out is used to set the response delay from the source's host. The response

may be delayed in larger network environments and/or due to large amounts of traffic causing a rule to
trigger erroneously.

The default ARP Time Out is set to 300 milliseconds.

To edit the ARP Time Out:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.
2 Select the Advance tab.

3 C(Click the Edit ARP Time Out button.
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4 Enter a value. Legal values are from 300 to 300,000 milliseconds.
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The ARP time out delay is set.
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External Hardware Mitigation. Instructs the system on whether to utilize external hardware to mitigate

threats, in addition to cloaking.

o
@ notE

External Hardware Mitigation is specific to configurations with BlackDiamond™ 10808 switches.

(@]
@5 notE

A switch must be added to activate the External Hardware Mitigation field. See to add a switch.
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To set Transit Segment:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.

2 Select the Advance tab.
3 Select On from the MAC Validation drop-down list.
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External Dynamic Mirror. Informs the system on whether External Dynamic Mirroring is to occur on this
Segment.

NOTE

External Dynamic Mirror is specific to configurations with BlackDiamond 10808 switches.

NOTE
A switch must be added to activate the External Dynamic Mirror field. See “Adding Switches” on page 252 to add a
switch.

To set External Dynamic Mirror:

1 From Edit Config > Network > Segments, select a Segment from the Network Segment list.

2 Select the Advance tab.
3 Select On from the External Dynamic Mirror drop-down list.
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NOTE

Changing Advanced settings does not change the Sentriant NG appliance's configuration. The changes are made
locally to a stack of configuration changes and is displayed in the Tab/Folder List with an edit icon. To learn about
saving configuration changes to the Sentriant NG appliance, see “Saving Changes to the Sentriant NG Appliance” on

page 133.

Deleting Segments

When segments or VLANs on the switch are deleted, it will be necessary to remove them from the
Sentriant NG Manager. The Segment data, though no longer used will remain in the database therefore
will be displayed as valid Segment.

NOTE

The segments should be removed from the switch prior to deleting from Sentriant NG Manager. If the segments are
not deleted, they will reappear once the Sentriant NG Manager refreshes.

To delete a Segment:

1 From Edit Config > Network > Segments, select a Segment from the drop-down list.
2 Click the Delete Segment button.
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3 Click OK to delete the Segment and close the dialog.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File View Monitor Events Reports View Config  Edit Config  Appliance  Help
Monitor || Events | Reports | view Config | Edit Confia | appliance |
Edit Config [seqments vz 4p O OX
- Access | all Segments v|| &l sppliances v‘ @@ [ Export ]
Alerts
<) e Mame Seqgroent IP
[#-Deception Ll
. : |QTag(1DE) 1748703114 | -@ | | .@
[#-Mamed Items O Austin
ER Joraaiioz) 1740 . =akn | cCloak | Advanced | Conflicks |
o Network ; Delete action B Gateway
i v ALS00L. et
[#-Runtime @ E
1 @ aUs00L et Do vou realy want to delete selected segment?
IMask
- 5egment Sets
¢ 255,255.255.0
[ Switches
[#-Palicy
< T | Goto Address Space
E O3 % |12114fzuus 07:28 UTC

(@]
@5 notE

Clicking OK adds the deleted Segment to the stack of local configuration changes however, it does not update the

Sentriant NG appliance's configuration. To learn about saving configuration changes to the Sentriant NG appliance,
see “Saving Changes to the Sentriant NG Appliance” on page 133.
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Configure Changes

Port Verification

The command line interface provides access to the topology.pl script that check and report on the low-
level topology discovery processes. This script provides insight into both the Segment creation and
interface discovery portions of the topology probe packets. The script is run without any arguments,
and consists of two basic sections. The first section lists which interfaces are active under which
Segment. The second section lists which interfaces recognize each other. An example of running
topology.pl on a Sentriant NG yields the following output:

[support@]$ topology.pl
Segments to interfaces
[eth3, eth2, ethl]
[ethO0]

[eth1.100, eth2.100]
[eth1.200, eth2.200]
[eth1.300, eth2.300]
[eth1.400, eth2.400]
9: [eth3.100, eth4.100]
10: [eth3.200, eth4.200]
11: [eth3.300, eth4.300]
12: [eth3.400, eth4.400]
Interface sees:

o J o Ul

ethO: []
ethl: [eth2, eth3, eth4]
eth2: []

eth3: [ethl, eth2, eth4]
ethl.100 [eth2.100]
eth2.100: []

ethl.200: [eth2.200]
eth2.200: []

ethl.300: [eth2.300]
eth2.300: []

ethl.400: [eth2.400]

Sentriant NG Manager User Guide, Software Version 2.5



eth2.
eth3.
ethd.
eth3.
ethd.
eth3.
ethd.
eth3.
ethd.
[support@]

400:
100:
100:
200:
200:
300:
300:
400:
400:

.100]

.200]

.300]

.400]

Note that for the purposes of interface grouping, the logical OR condition is met, since the ETH1.xxx
interfaces "sees" the ETH2.xxx interfaces and the ETH3.xxx interfaces see the ETH4.xxx interfaces. All
ETH1.xxx interfaces should be flagged as “Read Only” and paired with the corresponding ETH2.xxx
interface. Likewise, all ETH3.xxx interfaces should be flagged as “Read Only” and paired with the
corresponding ETH4.xxx interface.

Segment Sets

A Segment Set is a collection of segments that exhibit similar policy behaviors. For example, if a
Segment Set is reserved for DHCP clients (laptops), then a set can be created containing all laptops
within a Segment and then parameters can be set for rules, deception distributions and modifiers.
Creating segments is accomplished using the Segment Assistant.

A default Segment Set is created initially. All discovered or unconfigured segments will be added to the
default set and can later be moved to newly created Segment Sets.

From the Segment Set Panel, you can:

Create a Segment Set

Associate segments

Associate Rule and Personality Sets
Exclude IP Addresses from Rule Responses

Omit communication streams from being monitored

Creating Segment Sets

To create a Segment Set:

1 From Edit Config > Network, select Segment Sets.
2 Click the New Segment Set button.
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3 Enter a Segment Set name.
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The new Segment Set is displayed in the Name field and in the navigation tree located on the left
side of the screen.

é NOTE

The new Segment Set is not added to the Sentriant NG appliance. The changes are made to the stack of local
configuration changes and is displayed in the Tab/Folder List with an edit icon. However, the Sentriant NG
appliance's configuration has not been updated with the new changes.To learn about saving configuration changes to
the Sentriant NG appliance, see “Saving Changes to the Sentriant NG Appliance” on page 133.
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Associating Segments

When you select the Segment Sets tab, the panel displays a list of all of the Segment Sets and associated
segments. The Default Segment Set is displayed initially. Segments can be associated with new Segment
Sets so that each set contains similarly configured segments.

To associate a Segment with a Segment Set:

1 From Edit Config > Network > Segment Sets, select a Segment Set from the list.
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2 From the Available List on the right of the screen, select the Segment(s) which will be moved to the
Laptop Segment Set.
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3 Click the Include Segment button to move the segments to the Laptop Segment Set.
The new Segment is associated with the selected Segment Set.
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Associating Rule and Personality Sets

A Rule Set is global in functionality meaning once a Rule Set is assigned to a Segment Set, any network
traffic to the IP Addresses within the Segment contained in the Segment Set that violates a rule will
activate deception or rule mitigation responses.

A Personality Set contains a personality or multiple personalities making up a collection of non-hosts,

Linux hosts, Windows XP hosts, or Windows 98 hosts that emulated operating systems when
communicated by a source.

A Personality Set is assigned to a Segment Set. The purpose of the Personality Set is when a threat is
detected on the unused address space a percentage of the personalities with the set is sent to the source
disguising the Port and IP Address.

To associate a rule set:
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1 From Edit Config > Network > Segment Sets, select the Policy-Deception tab.

Sentriant Manager - AUS001(192.168.21.59) User Role:
File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help

Monitor | Events | Reports | view Config | Edit Confia | appliance |

Edit Config |Segment Sets V‘ 11 4 ’ 0 D x
s ¥[8 (8) =)
Alerts 7 £
| Segments |: Policy-Deception: | Cloak Actions|
Deception
Hamed Trems Rule Set: ‘Default V| @
[=1-Network, Personality Set: ‘Default *’| E
[#-Runtime Never | 0m|t|
2= [EHe)=] &L= #||=
Never Cloak ¥ Never Deceive T Never a Threat ¥ Never MAC ¥alidate ¥

[#-Palicy

EH & © % [osi07/z006 13:00 Ut

2 From the Rule Set drop-down list, select a Rule Set with associate to the Segment Set.
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To associate a personality set:
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1 From the Personality Set drop-down list, select a Personality Set to associate with the Segment Set.
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NOTE

Setting the Rule and Personality Sets to a Segment Set does save the setting to the Sentriant NG appliance. The
changes are made to the stack of local configuration changes and is displayed in the Tab/Folder List with an edit
icon. However, the Sentriant NG appliance's configuration has not been updated with the new changes. To learn
about saving configuration changes to the Sentriant NG appliance, see “Saving Changes to the Sentriant NG
Appliance” on page 133.

Exclude from Rule Responses
When Rules are added to a Segment Set it affects all the IP Addresses within the set's range.
The four rule types that prevent source threats from attacking Segment IP Addresses are:

e Cloak - Sources are taken out of the communication paths only for devices the source attempted to
communicate with.

® Deceive - Sources are allowed to continue with its current network activity without cloaking,
however it is configured to deceive the source address if the source attempts to contact an unused IP
Address and will activate a deception distribution or personality profile.

e Threats - A packet that does not comply with relevant protocol specifications. Many worms, viruses,
and automated network probes exhibit reconnaissance-like patterns. The Sentriant NG appliance
evaluates every packet sent by a source to determine whether its out of specification.

e MAC Validate - A packet that is sent out from the local network but has a false source IP Address.
This could signal the presence of a virus or worm. The Sentriant NG appliance uses its detection
technology to determine that all received packets were transmitted from the source listed as the
source address in the packet.

The administrator can exclude specific IP Addresses and/or ranges of IP Addresses by adding the IP
Addresses to the Never tables. For example, if a source threat is a spoof and communicates with an IP
Address contained within the Never MAC Validate table, the MAC Validate will not be activated
preventing spoofing activities.
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To add IP Addresses to Never Tables:

1 From Edit Config > Network > Segment Sets , select the Policy-Deception tab.
2 From one of the Never tables, click the Add button where you would like to add IP Addresses.
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3 Enter an IP Address by one of the two methods:

e Type an IP Address in the Source IP Address field. The example shows an IP Address using the
hyphen (-) wildcard for one of the octets which selects a range of the octet.

e Use a IP Set by clicking the Input button and then selecting an IP Set from the drop-down list.

NOTE

To revert back to entering an IP Address, click the Select button.

NOTE

Wildcards may be used, for example to select the entire range of IP Addresses use an asterisk (*). You may also
specify ranges for an octet of the IP Addresses. You can use commas (,) and dashes (-) for multiple ranges. For
example (192.168.21,23.* or 192.168.25.1-254).

New IP Address

IP Address: amed IP Sets Thieal Bo

New IP Address

IP &ddress: 192.168.102.200

Sentriant NG Manager User Guide, Software Version 2.5



4 Click OK.

The IP Address is added to the table.
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Omitting Communication Streams

Traffic to and from a monitored host may be a watch, suspect or threat activity. The Sentriant NG
appliance considers all network traffic it monitors to be a bidirectional communication stream. A single
TCP session between two hosts, or source and target, is considered as one distinct communication
stream within the Sentriant NG appliance. Since all communication streams are monitored by the
Sentriant NG appliance, it may be necessary to omit certain communication streams from being
detected and monitored. To prevent erroneous threat activity, each host's IP Addresses must be added to
the Omit table. Omitting a communication stream is unidirectional, therefore requires both IP Addresses
of the communication stream to be included in the Omit table to ignore the communication stream
traffic monitored by the Sentriant NG appliance.

The Omit table also includes the capability to omit ranges of IP Addresses by the use of wildcards.
Wildcards may be used, for example to select the entire range of IP Addresses, use an asterisk (*). You
may also specify ranges for an octet of the IP Addresses. You can use commas (,) and dashes (-) for
multiple ranges. For example (192.168.21,23.* or 192.168.25.1-254).

Ports and Port types may also be omitted from being monitored by the Sentriant NG appliance. Ports
can be omitted for a source and/or target of the communication stream. If a source Port number is
entered, traffic from that Port will be ignored. If a target Port number is entered, the traffic to the target
Port will be ignored.

NOTE

When a communication stream is omitted, the traffic will not be visible in the Status Bar or in the Sources Panel.

To omit a communication stream:
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1 From Edit Config > Network > Segment Sets , select the Policy-Deception tab.
2 Click the Omit button.
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3 The New Traffic dialog opens.

There are various methods of adding traffic items to the dialog. You may select a Traffic Set from the
Named Items, enter each traffic item or use a combination of entered traffic item data and select IP and
Port Sets from Named Items.

To use a Traffic Set:

e Click the Input button on the Traffic Set line to add a Traffic Set. The remaining traffic data items
are disabled because each data item is using the Traffic Set data.

New Traffic X

Traffic: Set: Mamed Quad Sets thieat ...+

Select

Mamed Quad Sets threat boxes
Protocal.

Source

Target

Entering data items and/or using IP and Port Sets:

e Select a Port Protocol from the drop-down list. Choices are TCP, UDP, and ICMP.
e Enter a Source IP Address by one of the two methods:

m Type an IP Address in the Source IP Address field. The example shows an IP Address using
the hyphen (-) wildcard for one of the octets which selects a range of the octet.

m Use a IP Set by clicking the Input button and then selecting an IP Set from the drop-down list.
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NOTE

To revert back to entering an IP Address, click the Select button.

e Enter a Source Port Number by one of the two methods:
m Type a Port number in the Source Port field.

m Use a Port Set by clicking the Input button and then selecting an Port Set from the drop-down
list.

e Enter a Target IP Address by one of the two methods:
m Type an IP Address in the Targets IP Address field.

m Use an IP Set by clicking the Input button and then selecting an IP Set from the drop-down
list.

NOTE

To revert back to entering an IP Address, click the Select button.

e Enter a Target Port Number by one of the two methods:
m Type a Port number in the Target Port field.
m Use a Port Set by clicking the Input button and then selecting an Port Set from the drop-down

list.

New Traffic L3
Traffic Set: Input/Select below
Protocol: TCP v
Source
P Addhess: ‘192188 54.100-200 H [ ]
Pot B, e ]
Target
IP Address: ‘ThlealEmes VH Select ]

4 Click OK.

The traffic set is added to the Omit table.
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NOTE

Clicking OK adds the new Omit item to the stack of local configuration changes however, it does not update the
Sentriant NG's configuration. To learn about saving configuration changes to the Sentriant NG, see “Saving
Changes to the Sentriant NG Appliance” on page 133.

Cloak Actions

When the Sentriant NG detects a policy violation, the appliance may be configured to Cloak or prohibit
the host from communicating on the network until the threatening behavior subsides or the admin
intervenes. Cloak Actions provides a mechanism to alert the host upon being cloaked from the network
using an HTML message. For example, a Sentriant NG detects a policy violation and cloaks a user's
work station. The user will no longer be able to send or receive network traffic under normal
conditions. When the cloaked user attempts to send an HTTP request using an internet browser, the
browser is redirected from the home page address to a configured HTML message located on the
Sentriant NG. The message notifies the user that network access has been temporarily disabled and
directs them to contact the support desk.

Cloak Actions default settings use Port 80 as the access point for sending and receiving traffic from the
infected network device to the Sentriant NG or specified web server. It may become necessary to modify
the existing access point(s) or add additional access points. For example, you may want to connect to
the affected network device using SSH.

NOTE

If a host is cloaked, and the cloak response message is not served as expected if the browser is currerntly opened,
the web browser has cached the currently viewed page. The user must refresh the web browser to see the page.

Advanced Cloak Actions settings for packet limiting may be set by clicking the Advance button on the
lower right of the panel.

To turn Cloak Actions on:
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1 From Edit Config > Network > Segment Sets, select the Cloak Actions tab.
2 Click Enable Cloak Actions check box to turn Cloak Actions on.
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The Sentriant NG, utilizing a web server, sends an HTML message to cloaked users when they

attempt to open an Internet browser over Port 80. You may change the Port if the web server resides
on a different Port.

NOTE
The default Port type is TCP.

To edit the HTTP Port:

3 Click the Edit HTTP Port button.
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H-Access Default ~ @ & | (==
[#-Alerts
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[#}-Deception
] Enable Cloak Acti
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Policy
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There are two methods of entering a Port number:

4 Enter a Port number, or...

Edit HTTP Port

Port Number: | 8080

5 Click the Input button and select a Port set from the drop-down list.
6 Click OK to close the dialog.

Edit HTTP Port

Port Number:

To edit the cloak message:

7 Click the Edit Cloak Message button.
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File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

Monitor | Events | Reports | view CDHFIQ‘ Edit: Config |App\|ance

Edit Config |Ssgment Sets.Default "‘ 14 " O El x
Default ~ @ | =
Segments | Policy-Deception C|UakAEtiDFI5|
Named Trems Enable Cloak Actions
=-Metwark, A (et 8080
¢ =-Runtime etwork commupication has been temporarily disabled for v
H : Please contact the System Administrater for assistance.
~-AUSs00L
Edit Cloak Message
Segments g
i E-Segment Sets
Palicy
< >
=3 @, %2 [n7/25 2006 15:30 UTC
8 Edit the cloak message.
E| Edit Cloak Message 3]
Message:
etwark communication has been tempararily disabled For vour system.
Flease contact the System Administrator at 555-555-5555 For assistance.
< >

NOTE

HTML tags or characters are not allowed in the cloak message.

9 Click OK to save the message and close the dialog.

10 Save the configuration changes to the Sentriant NG.

Advanced Cloak Actions Settings. Each access point may be set to limit the network traffic passing to and
from the infected network devices. It is recommended that best practices of limiting bandwidth be
applied in the event of a large number of devices being affected by a worm or other rapidly
propagating threat generating large amounts of network traffic. Cloak Actions provides a mechanism to
limit the number of network packets per minute sent from a device to the web server and vice versa.
The traffic to and from the Sentriant NG may also be limited.

To edit Advanced Cloak Actions settings:
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1 Click the Advanced... button at the lower right of the panel.

|Sentriant Manager, - AUS001(192.168.21.59) User, Role: Admin

File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help

Monitor | Events | Reports | view Config | Edit Confia | appliance |

B Segment Sets

“- Switches

[#-Palicy

Edit Config [ seqment Sets. Defaul vy 4p O OX
[#-Access Default 3 P =
Alerts I ——
Segments | Policy-Deception CInakAttmns‘
[#-Deception
] Enable Cloak Acti

&-Named Ttems nable Cloak Actions
= Metwork HTTP Port: 8080

é-Runtims etwork communication has been temporarily disabled for y)

Please contact the System Administrator at 555-555-5555 f

~-AUS001
i~ Segments

Advanced...
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[Display Advanced Access Dialog

The Advanced Access List dialog opens. The top portion of the dialog displays the fixed access points
that allow network traffic to flow between the Sentriant NG and the network device and vice versa. The
bottom portion displays the HTTP Notification Server, a component of the Sentriant NG, and packet

rate settings.

The default settings use packet rate limiting set to 1 packet per second for DNS Notification and
disabled for DNS Return Notification fixed access points. The HTTP Notification Server is set to 5

packets per second.
To edit the Fixed Access points packet rating:

2 Click the Edit Fixed Access Table button.

E|Advanced Access List

Fixed Access

Sou Edit Fixed Access Table ree Port Target IP Target Port # of Packets Time Period

0-65535UDP

Enn S3UDP Eann 0-65535LDP Disabled Disabled

Description
DNS Notif

DNS Ret Motif

HTTP Notification Server

Use Packet Riate Limit

# of Packets: | 0 | (1-4096)
Time Perlod: | 1 | 1-600{sec)

3 The Edit Fixed Access dialog opens. Make the following changes:
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Turn rate limiting off by unchecking the Use Packet Rate Limit checkbox.

Enter a new value in the # of Packets: field.

Enter a new value in the Time Period: field.
e Edit a description of the fixed access point in the Description: field.

4 Click OK to save the changes and close the dialog.

Advanced Access List E_I

Fixed Access

Source IP — —r Description
Edit Fixed Access (X

D-65535UDP DNS Notif

Use Packet Rate Limit

DM3 Ret Motif

# of Packets: (1-4096)

Time Perind: 20| 1-600(sec)

Description: DS Matif
HTTP Notification Server
Use Packet Rate Limit

OK Cancel

# of Packets: 20 b\ ‘ {1-4096)
Time Perlod: | 1 ‘ 1-600(sec)

To edit the HTTP Notification Server settings:

5 Turn rate limiting off by unchecking the Use Packet Rate Limit checkbox.
6 Enter a new value in the # of Packets: field.
7 Enter a new value in the Time Period: field.

Advanced Access List @

Fixed Access

Source IP |Suur:e Port |Targst 1P |Targst Port |# of Packets |Tims Period |Dsscripti0n
it 0-65535U0P AR S3UDP s 20 DMS Motif
bl S3UDP btk Mol 0-65535L0P Disabled Disabled DMS Ret Hotif

HTTP Notification Server

Use Packet Rate Limit

# of Packets: [20 | (1-409)
Time Period: | 5| ‘ 1-600{sec)

8 Click OK to save the changes and close the Advanced Access List dialog.
9 Save the changes to the Sentriant NG by clicking the Configure Changes icon.

Switch Information

When a Sentriant NG appliance is added into an network environment, the switch managing the
VLAN:S that are to be protected must be added to the Sentriant NG configuration to allow
communication between the Sentriant and the switch.
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From the Switch Panel, you can perform the following:
e Add Switches

o Test the Switch Connection

Adding Switches

Before a Sentriant NG appliance connected to Extreme switch gear can begin to monitor, detect and
mitigate threats on network segments, the switch must be added to the Sentriant NG Manager and then
the appliance's physical Port(s) must be assigned to the switch.

NOTE

A maximum of two (2) switches can be added per Sentriant NG appliance.

To Add Switch Information:

1 From Edit Config > Network, select Switch.
2 Click the New Switch button.

E | Sentriant Manager - SeverSensor01(192.168.21.59) User Role: Admin

File Wiew Monitor Events Reports ViewConfig  Edit Config  Appliance  Help
Monitor | Events | Reports | Yiew CnnFig‘ Edit Config |App\ianca
Edit Config [Swikches v 4pOOX
-\F\:cess ]
-Nerts
Suit] Newr Swibch | Extreme Netwaorks
Deception
Hamed Trems Switch Mame: ‘ | V' 4
@ etk 1P Address: ‘ | 4
Runtime User Mame: ‘ | :ﬁ
--Segments Password: ‘ | L4
#}-Segment Sets Policy File; ‘ ||
Block Al: ‘ |
-Folicy
E i %2 1142272006 0930 UTC

3 Enter the switch information.

NOTE

Setting the Block All option to On will block threat producing IP Addresses on all VLANS.
4 Click OK.
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File Wiew Monitor Events Reports Wiew Config  Edit Config  Appliance  Help

| Manitr | Events | Reports | Yiew Config ‘ Edit: Config | Appliance |

Edit Config
-Access
-Nerts
-Deception
Hamed Ttems
é-Nstwurk

[#-Runtime

- Segments

[#}-Segment Sets

Policy

I Create Switch E| m 4O 0OX
Switch Type: Extreme Networks
Swikch Mame: | main campus
IP Address: [ 152.168.21.59

|
|
User Name: | admin | ]
|
|
|

et C | e
Confiem: *

| | e
Block Al G -

OK Cancel

Test Switch Reset Paolicy File Download Policy File

=3 @, % [11/22/2006 03:31 UTC

The switch is added.

Sentriant Manager - SeverSensor01(192.168.21.59) User Role: Admin

File View Monitor Ewvents Reports View Config Edit Config  Appliance  Help

Maritor | Events | Reports | view Cﬂnf\gl Edit Config | Appliance |

Edit Config
[#-Access
[#}-Alerts
Deception
[#-Mamed Items
[=}-Metwark

Ruritime

gments

egment Sets

[#-Palicy

|SW|tches V‘ 11 ‘b O D x
(=]

Switch Type: Extreme Metworks

Switch Mame: | main campus ‘
IP Address: | 192,168.21.59 ‘
User Mame: | adrin ‘
: |
Policy File: | bd1ok_policy.pal ‘

Black Al [t v

Passward:

Test Switch ” Reset Policy File ” Download Policy File ]

H & % [zmmesszoc

é NOTE

Clicking OK adds the new switch to the stack of local configuration changes however, it does not update the
Sentriant NG appliance's configuration. To learn about saving configuration changes to the Sentriant NG appliance,

see “Saving Changes to the Sentriant NG Appliance” on page 133.

Testing the Switch

Once the switch has been added, connectivity from the Sentriant NG appliance to the switch can be

tested.

1 Select a switch from the left navigation tree.

2 Click the Test Switch button.
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Maritar | Events | Reports | Yiew Conf\gl Edit Config | Appliance |

Edit Config |SWitEth v‘ " ‘ ’ O El x
e (=) (=]
[#-Alerts

Switch Type: Extreme Metworks
[#}-Deception
Named Trems Switch Mame: | main campus ‘
- Netwark 1P Address: [192.188.21.89 ‘

5 Runtime User Name: | adrin ‘
Segments Password: * ‘
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Block Al |

egment Sets

“

Policy

Test Switch H Reset Policy File H Download Palicy File ]
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3 Click Yes to start the test.

Sentriant Manager - SeverSensor01({192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports ViewConfig  Edit Config  Appliance  Help

| Maritor | Events | Reports | Yiew Config ‘ Edit Corfig | Appliance |

Edit Config

v 4pOOX

-Arcess
-Alerts
‘Deception Testing Switch
Mamed Items

[ J[ e | [Lemneel |
Jl g
| @

:

Block all: Off

: Test connection ko switch ?
[=-Hetwork.

Runtime:

- Segments

[#}-Segment Sets

'

-Pulicy

[ Test Switch H Reset Policy File H Dawnload Policy File ]

EH 5 % [izewssse

If the switch has been configured correctly, a message stating the switch test was successful. If the test
failed, an error message will be displayed.

4 Click Close to close the dialog and return to Sentriant NG Manager.
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Edit Config |Switches "l ¢ 4p O OX
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Policy

The Sentriant NG appliance provides a rules-based engine to detect behavioral patterns that do not
reflect normal network traffic. Typically, rules are created and then added to a Rule Set and the Rule Set
is assigned to a Segment Set.

Creating a rule is a twofold process: defining the type of rule (i.e.,host, Port, traffic) and then setting
rule detection and response parameters.

A Rule Set is a collection of rules configured specifically for the type of network segments to be
monitored. Rule Sets are assigned to Segment Sets that are monitored by the Sentriant NG appliance.

When a Rule Set is added to a Segment Set it affects all IP Addresses within the Segment Set's range.
However, the administrator can exclude a specific IP Addresses and/or ranges of IP Addresses by
adding the addresses to the Policy Panel found under Configure > Segment Sets > Policy tab.

The Policy Panel contains specific information under each tab. These tabs are as follows:

e Rules - Create, Edit and Manage individual rules

e Rule Sets - Create, Edit and Manage rule sets

Rules

Rules are what drive the Detection and Response actions of the Sentriant NG appliance. Once a
Segment is configured and is being monitored by the Sentriant NG appliance, Rules must be assigned
before mitigation actions are in effect. There are two components to a rule:

Detection - Used to detect malicious network behavior.

Response - Action(s) taken by the Sentriant NG appliance to mitigate malicious network behavior.
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A variety of rules can be defined based upon a set of predefined Rule Types. Each rule type represents a
different behavioral pattern that can be detected by the Sentriant NG appliance. The rule types are:

e Host - Host rules trigger a threat when a source is contacting too many unique IP Addresses within
a Segment.

e Target Ports per Host - This rule triggers a threat based upon a number of ports contacted on a
Unique Target IP Address.

Traffic - Traffic rules trigger a threat based on ANY traffic between a configured set of hosts.
Packet - Packet rules trigger a threat upon matching the 'out-of-spec’ contents of a packet.

Spoof - This rule triggers a threat when it detects a Spoofed IP Address in the Segment.

Sentriant NG Manager includes 16 default rules that have been configured to detect and mitigate a
broad range of threats. However, you may need to create your own rules depending on your
environment. The default rules are as follows:

Bad Packet Rules - There are five (5) Bad Packet default rules which are All Flags, No Flags, SYN/FYN,
URG Only, and XMAS Tree. These are Packet Match type rules that apply to IP packets that violate
specifications for TCP flag combinations. Such packet types are often indicative of possible network
reconnaissance attempts.

Mail Lookup Rule - This Packet Match type rule helps to identify hosts that are performing excessive
DNS lookup requests.

Ping Flood Rule - This Traffic type rule helps to identify hosts that are performing ‘ping sweeps’
through a network subnet to include unused IP Addresses, indicative of possible network
reconnaissance attempts.

Port Scan Rule - This Target Ports Per Host type rule helps to identify hosts that are performing Port
scans for hosts within a network subnet and is indicative of possible network reconnaissance attempts.

Spoof Rule - This Spoof type rule identifies threats when it detects a Spoofed IP Address in the
Segment (Note: MAC validation must be enabled for the Sentriant NG appliance for this rule to work
properly.) A ‘spoofed” IP Address is quite possibly one host that is masquerading as another host.

Too Many External Rule - This Hosts type rule triggers when too many external hosts (hosts inside the
‘protected” space but outside the ‘local” Segment) are contacted.

Too Many SMTP Comm Streams - This Target Ports Per Host type rule triggers when too many SMTP
comm streams are initiated.

Too Many SMTP Hosts - This Hosts type rule triggers when too many SMTP hosts have been
contacted.

Too Many Unprotected - This Hosts type rule triggers when too many unprotected hosts have been
contacted.

Too Many Unused - This Hosts type rule triggers when too many ‘unused’ hosts (decoys) have been
contacted.

Too Many Used - This Hosts type rule triggers when too many ‘used” hosts (actual real hosts) are
contacted.

Unused Contact - This Hosts type rule triggers upon the first contact of an unused (decoy) host.

From the Rules Panel, you can:
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Create New Rules
Delete Rules

Edit Detection Properties
Edit Response Properties
Include TP Addresses
Exclude IP Addresses

Creating a New Rule

To create a Rule:

1 From Edit Config > Network > Policy, click on Rules in the Navigation Panel.

2 Click the New Rule button.

3 Type the name of the new rule in the Name Field.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

Manitar | Events | Feports | View Conlig‘ Edit Config | Applisnce|

Edit Corfig e
Access
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Mamed ltems

[#h-Metwork

[=+-Palicy

-

Bad Pkt : All Flag

i--Bad Pkt: HoFla
--Bad PRt - SYNFI
i--Bad Pkt URG C

i--Bad Pkt Xmas ©

DN Mail Looku ¥/
< | >

| Fules

v

4oO0OX

L:E]:

‘Namev

A Unused Contact

My TooMany Used

A Too Many Unused

Ly TooMany Unpratected
Ly TooMary SMTP S¥Ns
A Too Many SMTF Hosts
Ly TooMany Extemal

A Spoof

b PortScan

L PingFlood

>

Please select a Rule to view/edit their properties

I3 @ . % 0770872005 21 55 Coordinated Uriversal Tme

4 From the Rule Type drop-down list, select the rule type.

5 Click OK.
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The new rule is created and displayed in the Description table.

Sentriant Manager - .168.21.59) User Ro

File V“iew Monitor Events Reports View Config  Edit Config  Appliance  Help

Manitor | Events | Reports | View Cunhg‘ Edit Carfig | Appliance|

Edit Config 21 [ Fules vl 4p 0 OX
[#-Aocess
@ E] MName Type
Alerts s :
[Hame v | [ Teatc [ Tatic |
Deception
Hamed ltems & Unused Contact #| || Detection | Response| Include | Exchide|
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~-Bad Pkt : ¥mas Ak Spoot H Unprotected
D5 Mail Looku 4 PaiSean —

Fing Flnod Q Pirg Flood Description
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< i |

I3 & <, % [07/08/2005 2159 Coordinated Lniversal Time

Deleting Rules
To delete a Rule:

1 From Edit Config > Network > Policy, click on Rules in the Navigation Panel.
2 Select a rule from the list and click the Delete button.
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The rule is deleted.

Edit Detection Properties

The detection part of rule configuration consists of the following;:

Edit Rule Name
Edit Number of property
Edit Time Period

Edit Rule Description
Edit Packet Match Properties
Edit Spoof Properties

Edit Rule Name. To change the name of a rule:

Edit Source and Target IP Types

1 Select the rule from the Description Field.

2 Select the Detection tab.
3 Click the Edit Name button.
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4 Type the name in the Input field of the Edit Name dialog and click OK.

(@]
@b notE

The name of the rule may only be 20 characters long.

Events
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Reports  View Config  Edit Config  Appliance
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The rule name is updated and displayed in the Description Table and Name Field.
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Edit “number of” Property. The “number of” property is a count of events, from a single source on the
network, that when reached, triggers the rule as a threat. This property changes name based on the type
of rule, but remains a count of events. The various forms of the “number of” property are:

e Number of Hosts - For host type rules - for example, a rule for too many external hits from a source
outside the protected range.

Number of Packets - For traffic, spoof and packet type rules - for example, a rule for packet match.

Number of Ports - For Port and Port per host type rules - for example, a source hits 20 ports in the

protected range.

To edit “number of” property:

For this example, host type is used.

1 Select the rule from the Description Table.
2 Select the Detection tab.
3 Click the Edit # of Host button.
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4 Type in a value and then click OK. Legal values are between 1 and 4096.
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The new value is displayed.
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Edit Time Period. This field specifies the time that a packet count must be passed within to trigger the
rule. For example, the number of hosts is set to 300 and the time period set to 30 seconds. A host count
greater than 300 within 30 seconds is detected on the Sentriant NG appliance which triggers a threat.

To edit Time Period:

1 Select the rule from the Description Table.

2 Select the Detection tab.

3 Click on the Edit Time Period button.
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4 Type in a value and then click OK. Legal values are from 1 to 600 seconds.
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The new value is displayed.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

| Monitar | Events | Reparts | View Conf\gl Edit Config | Applisnce|

Edit Carfig
Ancess
--Alsrts
~Dieception
Mamed Items
--Nelwurk

é ~Palicy

[#-Fule Sets

| Rules

() (=]

|Namev |

A Unused Contact

A Too Many Used

A Too Many Unuged

Ly Too Many Unpratected
L, Too Many SMTF S¥Ns
A Too Many SMTP Host
L Too Many Extemal

A Spoof

A Part Scan

L, Ping Flood

#h, DNS Mai Lookup

‘ Bad Pkt : Xmas Tree
M, Bad Pkt URG Only

v 400X
Mame Tupe
‘ Remate Traffic | | Traffic |
#| || Detection | Response | Im:ludeum‘
# of Packets ED |
Time Period: ‘ 0 N |
g
IP Type
Source
= W Used W Used
H External B Unused
H Unprotected H Extemnal
n Unpiotected
Description
v

3 ® ©, % [0519/2006 051 Conrinated Universal Time

Edit Source and Target IP Types. This field sets the IP type or identity of the source and target when a
threat triggers the rule. For example, a source IP type is set to External and the target IP type is set to
All. A threat is generated from an external source that triggers the rule.

To set the Source and Target Types:
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Select the rule from the Description Table.
Select the Detection tab.
On the left of the view, select a Source Type(s) from the list.

= W N =

On the right of the view, select Target Type(s) from the list.
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Edit Rule Description. The Rule Description field is used to record and describe the making of a rule.
When describing a rule, you should be specific about what makes up the rule (detection) and the results
if the rule has been triggered (response).

To add a description to a rule:

1 Select the rule from the Description Table.
2 Select the Detection tab.
3 Click the Edit Description button located at the bottom right of the panel.
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4 Type a description for the rule.

5 Click OK.
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Description: 2| Exclude|

F--Fule Sets
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|

|
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[=-Policy |

W Used
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The description is added to the rule.

Edit Packet Match Property. When you create a Packet Rule Type, the Packet Match Tab is enabled. The
Packet Match Tab is where Packet Content is configured. Using this feature, you can add the Packet
Contents that mark packets as threats. A Packet Content row describes a match for a contiguous section
of the packet. To match several contiguous sections, the user must enter multiple Packet Content rows.
For example, the TCP SYN | FIN rule specifies three Packet Content rows. One to call out IP packet (in
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the Frame header), one to call out TCP Packet (in the IP header) and the other to specify the SYN | FIN
flags in the TCP Flags field. An example of each header is displayed below:

IP Header
0 15 16 Ell
\f’er.sinn‘ Lennth ‘Type of Service Total Length
ldentification Flags Fragment Offset
20
Time ta Live \ Protocol Header Checksum Bytes
Source Address
Destination Address
Options
UDP Header
1] 15 16 1
Source Part Destination Port
Shytes
UDP Length UDP Destination
TCP Header
1] 15 16 kil
Source Port | Destination Port
Seguence Nurmber
Acknowledgement Mumber 20
bytes
Offset | Reserved |g]2(E\E|3|F Window
G [H|T [n]n
Checksum Urgent Painter
Ciptions
NOTE

Understanding the details of a packet is critical when adding Packet Content threat values. These values are in
hexadecimal input and erroneous results will occur if not configured properly.

To set Packet Contents:

NOTE

The TCP Header will be used as reference on how to set Packet Content.

1 Select a Packet type rule for the Description list.
2 Click the Packet Match Tab.
3 Click the Add Packet Match button to open the Packet Match dialog.
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[#-Fule Sets

w

| Detection | Respanse | Include || Exclude
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1
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3 ® ©. % [07/1172005 2037 Condinaled Universal Time

ant Manager - AUSOO

4 From the Type drop-down list, select Transport.

92.168.21.59) User Role: Adm

Select the communication layer that the packet match will be in.

File Wiew Monitor Events Reports

| Monitar | Events | Reparts |

Edit Config Rules

Access

Alerts

| Wiew Cunhg| [Fe New Packet Match

Metwark

Policy

Rule Sets

reEerbcbbrbierb [ E

v | [Caned

View Config  Edit Config  Appliance  Help
Type: Frame v —v‘ 1w 40 OX
Frame
Offset
Metwork, e
Contents: MH
Application ’Racket—|
b= | de || Exclude PackatMatch‘
@ @ |T|ansm\l v|
Offset | Byte | Mask
|Data |Mask |Match
03 03 Match
06 FF Match

I3 @ ., % [07/11/2006 20:3 Conrcinated Universal Time
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6 From the Contents drop-down list. Select either to Match or Not Match the parameters of the header

file.

Sentriant Manage|

Monitor | Events | Reports | View Corfig Edi

Edit Config
[#-bocess
Alerty
[#-Deception
[#-Mamed tems
Metwork
[=1-Policy

Rule Sets

N =i

File View Monitor Events Reports View Config  Edit Config  Appliance  Help
Packet Match

Type:

Dffset:

Contents:

<

Tewe M w0 OX

N
i

<

Type

o8 WotMatch g e | Exclue] Packet Mach |
@ E] |Transmit v‘
Offset | Byte | Mask

| Data | Mask | Match

03 03 Match

i FF Match

Ok Cancel

I3 # ¢, % [07/11/2008 2033 Coordinated Universal Time

7 Click the New Byte button to bring up the New Byte Dialog. This allows the user to enter a byte
stream that defines the data that needs to be matched and Masked. It will be of variable length, but

it will have to be contiguous.

Enter hexadecimal values for each.

Click OK.
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10 Click OK to save the new Packet Match.
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The new Packet Match is displayed.
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Select the direction for the packet match. For example if you want to test for packets coming from a

source, select Receive.

11 From the Direction drop-down list, select the direction.
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Edit Spoof Properties. This Field determines when a Spoof type rule is triggered depending on the
Spoofed As Count value. For example, in the case of multi-homed sources where two IP Addresses are
assigned to one work station, the Spoof As Count would be set to 2 therefore not causing the rule to
trigger until a third Spoof IP Address is encountered. If users are concerned about both, they should
create a Rule that detects with Spoofed As Count set to 1 and set the Rule Priority to Suspect. Then
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create another Rule with at least 2 Spoofed As Counts, and make that a Threat priority type (low,
medium, high).

Spoof As Count
To set the Spoof As Count:

1 Select a Spoof type rule from the Description list.
2 Click on the Spoof tab.
3 Click the Edit button.
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1, Remate Traffic
A Port Scan
Ly Fing Flaod ||
My, DNS Mail Lookup
My, Bad Pkt: Xmas Tree
A Bad Pkt : URG Only v
E & 7, % [05/19/2006 02.04 Conrdinated Universal Time

NOTE

The default Spoof As Count value is set to one.

4 Enter a value for the Spoof As Count. Legal values are from 1 to 4096.
5 Click OK.
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The new Spoof As Count value is updated.
Edit Spoof Rules Source Type

This field sets the type or identity of a source's location when a threat triggers the rule. For example, a
source type is set to External. A threat is generated from an external source that triggers the rule.

To set the Source Type:

1 Select a Spoof type rule from the Description list.
2 Select the Spoof tab.
3 Select a Source Type from the drop-down list.
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Fiules
[#-Fule Sets

NOTE

Invalid gateway IP Addresses that do not represent a real host will cause spoof detection to be disabled. All
gateways must respond to ARP communication.

Edit Response Properties
The response part of rule configuration consists of the following:

Edit Priority

Edit Time Out Period
Edit Response

Edit Response Time Out
Edit Alerts

Edit Priority. This field defines the severity of a priority. Priority values are High, Medium, Low and
Suspect. Suspect priority is used to determine source threats under any condition or configuration. For
example, by default Too Many Unused threats will be set as Suspect.

When a source is displayed as a threat, a rank is also assigned that corresponds to the observed threat
activity. The rankings for each threat type are configurable. The ranking is from 0 to 999 with 999 being
the higher ranking.

When viewing a threat in the Sources page of the Ul, the threat type listed for any IP Address is
determined by the Rank assigned to the threats that have occurred. If two threats have occurred for a
specific IP Address, only the threat with the highest rank will be displayed.

To set the Priority:
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1 Select the rule from the Description Table.
2 Select the Response tab.

3 From the Priority drop-down list, select a priority.
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To set the Ranking:

4 Click the Edit Priority Ranking button.
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5 Enter a value for the ranking. Legal values are 999 to 0 with 999 being the higher priority.
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When viewing a threat in the Sources page of the Ul, the threat type listed for any IP Address is determined by
the Rank assigned to the threats that have occurred. If two threats have occurred for a specific IP Address, only

the threat with the highest rank will be displayed.
Click OK.
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Edit Time Out Period. This field specifies how long a source should remain a threat once the rule has
been triggered. If the threat recurs after the time out, the threat will be re-triggered and the time out
period reset. You can set the time out period to active. When set to active the source will remain a threat

and will not time out.
To edit the Time Out Period:

1 Select the rule from the Description Table.
2 Select the Response tab.
3 Click on the Edit Time Out Period button.
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4 Type in a value and then click OK. Legal values are from 0 to 259200 seconds.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admi

File View Monitor

[#-Deception
[#-Mamed tems
Metwork
[=1-Policy

Rule Sets

|Name¥ |

Events Reports  View Config  Edit Config  Appliance  Help
Manitor | Events | Reports | View Cunhg‘ Edit Carfig | Appliance|
Edit Config [ Frutes vl 4O OX
[#-bocess
MName Type
B (& =]

| Femote Traffic

| ‘ Traffic

& Unused Contact

>

| Detection | Response ‘ Include | Exclude|

My, DNS Mail Lookup
My Bad Pkt Xmas Tree
i, Bad Pkt : URG Only

A Spaoar TimeoLr. b B

ilerts [JSNMP [JSMTP [ Syslog
b Port Scan
Ly Fing Flaod | |

I3 # ¢, % [05/19/200 02 46 Coordinated Universal Time

5 To set the time out to active, click the checkmark.

(@]
@b notE

The value in the time out field updates to active. If you deselect active, the time out period will return to default

value.

The new value is displayed.

Sentriant NG Manager User Guide,

Software Version 2.5



Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help
Mornitor | Events | Fieports | View Config| Edit Confia | Appliance|
Edit Corfig [Rues MRGEE | Bulwp
Access
B
[#-dilerts - -
! ‘Name‘ | | Remote Tratfic | -ﬁ ‘ Traffic |
[#-Deception
A Detection| Response | Includs | Exclude

Mamed ltems A Urused Contact i ‘ | |
- Netwark My, TooMany Used Yisual
=1-Policy A ToaMany Unused Priority: A Threat Low -

: L, TooMany Unprotected

s 7
-Fule Sats Ly TooMany SMTF SvMs
Response
A Too Many SMTP Host
Ly TooMany Extemal Tpe: |Track W ‘
A Remote Traflic et CIsMMP [JSMTP [ Syshog
A Port Scan
Ly Fing Flaod L
My, DNS Mail Lookup
My, Bad Pkt: Xmas Tree
My BadPkt: URG Only v
I3 # ©. % [15/19/2005 02 44 Conrdinaied Universal Tme

Edit Response Type. This field sets the type of response when a threat triggers the rule. For example, a
source threat triggers the rule and the response is set to track. The host will track down the origin of the
source and the traffic it creates on the target Segment. Response types are:

e Track - A technique that tracks the source threat throughout the monitored network.

e Cloak - A technique that unilaterally controls and terminates communications flow between two or
more computers.

To set the Response Type:

1 Select the rule from the Description Table.
2 Select the Response tab.
3 Select a Response Type from the drop-down list.
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Edit Response Time Out. This field specifies how long a response type is active once the rule has been
triggered. If the threat recurs after the time out, the threat will be re-triggered and the response time out
reset. Note that the Response Time Out is independent of how long a source remains a threat. You can
set the time out period to active. When set to active the source will remain a threat and will not time

out.

To edit the Response Time Out:

1 Select the rule from the Description Table.

2 Select the Response tab.

3 Click on the Edit Time Out button.
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4 Type in a value and then click OK.
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5 To set the time out to active, click the checkmark.

o
@b nomE

The value in the time out field updates to active. If you deselect active, the time out period will return to default
value.
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Edit Alerts. This selects the type of Alert source that will receive notification of a detected threat. The
types of Alerts are:

o Email(SMTP)
e SNMP
e Syslog

To select an Alert:

1 Select the rule from the Description Table.
2 Select the Response tab.
3 Click on a checkbox for each type of Alert used for the rule.
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Included IP Addresses

Included allows the configuration of specific IP Addresses and ports to be monitored by the Sentriant
NG appliance. IP Addresses and ports are added to a rule using a session profile that sets a single or
range of source and/or IP Addresses and ports. When session profiles are added to a rule, only values
that are in the session profile are monitored on the source Segment. For example, if you wish to create a
Too Many Protected Web Server rule where protected web server IP Addresses are 10.10.10.1 through
10.10.10.5 with one more at 10.10.10.19, then a session profile would have the following values:

Source IP - empty
Source Port - empty

Target IP - 10.10.10.1-5,19
Target Port - empty

If you only wanted to count the threats on Port 80, then you would change the Target Port to 80.
If no session profiles are entered, then by default all traffic will be included.
To configure Included IP Addresses:

1 Select the rule from the Description table.
2 Select the Include Tab.
3 Click the Add button.
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There are various methods of adding include profiles to the dialog. You may select a Traffic Set from the
Named Items, enter each traffic item or use a combination of entered traffic item data and select IP and
Port Sets from Named Items.

To use a Traffic Set:

e Click the Input button on the Traffic Set line to add a Traffic Set. The remaining traffic data items
are disabled because each data item is using the Traffic Set data.

New Traffic

Traffic Set Named Quad Sets threat .« Select

Mamed Quad Sets thieat baxes

Protocol:

Source

Target

Entering data items and/or using IP and Port Sets:

e Select a Port Protocol from the drop-down list. Choices are TCP, UDP, and ICMP.
e Enter a Source IP Address by one of the two methods:

m Type an IP Address in the Source IP Address field. The example shows an IP Address using
the hyphen (-) wildcard for one of the octets which selects a range of the octet.

m Use a IP Set by clicking the Input button and then selecting an IP Set from the drop-down list.

NOTE

To revert back to entering an IP Address, click the Select button.
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e Enter a Source Port Number by one of the two methods:
m Type a Port number in the Source Port field.

m Use a Port Set by clicking the Input button and then selecting an Port Set from the drop-down
list.

e Enter a Target IP Address by one of the two methods:
m Type an IP Address in the Targets IP Address field.
m Use a IP Set by clicking the Input button and then selecting an IP Set from the drop-down list.

NOTE

To revert back to entering an IP Address, click the Select button.

e Enter a Target Port Number by one of the two methods:
m Type a Port number in the Target Port field.
m Use a Port Set by clicking the Input button and then selecting an Port Set from the drop-down

list.
New Traffic 3]
Traffic Set: Input/Select below
Protocol. TCP v

Souwrce

P Address |1921ESEMDD—EDD || Input ]

Fat | 24284657 | [ e ]

Target

IP Address |Thraatanas v“ Select ]

S

Port:

4 Click OK to save the include session profile.

NOTE

Source IP Address and Port may be left blank therefore setting to the rule to monitor all traffic on the Segment.
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To delete a profile:

1 Select the profile from the list and click the Delete button.
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Clicking OK adds the new Include profile to the stack of local configuration changes however, it does not update the
Sentriant NG appliance's configuration. To learn about saving configuration changes to the Sentriant NG, see
“Saving Changes to the Sentriant NG Appliance” on page 133.

Excluded IP Addresses

Exclude IP Address tab works similarly to Include IP Address tab except that the range of IP Addresses
are excluded from the Include IP Addresses value. For example, you may set a global for IP Addresses
to check 10.10.10.0-254 but to exclude 10.10.10.50-75. By entering this value in Source IP, the IP
Addresses will be excluded from the monitored traffic for that rule.

To configure Exclude IP Addresses:

1 Select the rule from the Description table.
2 Select the Exclude tab.
3 Click the Add button.
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There are various methods of adding an exclude profile to the dialog. You may select a Traffic Set from
the Named Items, enter each traffic item or use a combination of entered traffic item data and select IP
and Port Sets from Named Items.

To use a Traffic Set:

e Click the Input button on the Traffic Set line to add a Traffic Set. The remaining traffic data items
are disabled because each data item is using the Traffic Set data.

New Traffic X

Traffic: Set: Mamed Quad Sets thieat ...+ Select
HES

Protocal.

Source
IP Address:
Port:
Target

IP Address:

Entering data items and/or using IP and Port Sets:

e Select a Port Protocol from the drop-down list. Choices are TCP, UDP, and ICMP.
e Enter a Source IP Address by one of the two methods:

m Type an IP Address in the Source IP Address field. The example shows an IP Address using
the hyphen (-) wildcard for one of the octets which selects a range of the octet.

m Use an IP Set by clicking the Input button and then selecting an IP Set from the drop-down
list.

NOTE

To revert back to entering an IP Address, click the Select button.
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e Enter a Source Port Number by one of the two methods:

m Type a Port number in the Source Port

field.

m Use a Port Set by clicking the Input button and then selecting an Port Set from the drop-down

list.

e Enter a Target IP Address by one of the two methods:

m Type an IP Address in the Targets IP Address field.
m Use an IP Set by clicking the Input button and then selecting an IP Set from the drop-down

list.

NOTE

To revert back to entering an IP Address, click the Select button.

e Enter a Target Port Number by one of the two methods:

m Type a Port number in the Target Port field.

m Use a Port Set by clicking the Input button and then selecting an Port Set from the drop-down

list.

Traffic: Set:
Protocal.
Source
IP Address:
Port:
Target

IP Address:

Port:

Input/Select below

TCP

v

| 192.168.54.100-200

| [ e ]

| 24,26 4567

| [ e ]

|Thrsat Bowes

v|| Select ]

.

4 Click OK.

The new traffic set is added to the Exclude table.

NOTE

If Both is selected for the Port Type, both UDP and TCP traffic to the same Port counts as two distinct Port hits for
purposes of the Port scan rule threshold. Detection settings for Port # should reflect this setting.
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To delete an exclude profile:

1 Select a profile from the list and click the Delete button.
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2 Click the OK button on the Delete Action dialog.
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Clicking OK adds the new Exclude profile to the stack of local configuration changes however, it does not update the
Sentriant NG appliance’s configuration. To learn about saving configuration changes to the Sentriant NG appliance,
see“Saving Changes to the Sentriant NG Appliance” on page 133.

Rule Sets

A Rule Set is added to each Segment Set allowing for the best detection possible based on the type of
network Segment configuration. When a rule is triggered by a source threat, deception, alerts and
cloaking activities are activated.

To create a new Rule Set

1 From Edit Config > Network > Policy, click on Rule Sets in the Navigation Panel.
2 C(Click the New Rule Set button.
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3 Type in a new Rule Set name.
4 Click OK.
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The new Rule Set is created.
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To add a Rule Set to a Segment Set:

1 From Configure > Network > Policy, select the Rule Sets.
2 Select a Rule Set from the Rule Sets drop-down list.
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The Rules are added to the Rule Set.
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Save/Load Configuration Settings

The Sentriant NG Manager incorporates three methods of saving configuration settings:

e From the File Menu - Saves all of the current configuration for system back up and disaster recovery.
e From the Configuration Changes Dialog - Saves pending configuration changes.

e From the Navigation Bar - Saves configuration subsets such as access, alerts, segments.

Loading is done from the File menu by selecting the appropriate .xml file. Once the file has been
loaded, the user can review changes displayed in the Navigation Bar represented by the new/delete/

modify icons. If the loaded changes are satisfactory, the changes can then be persisted to the Sentriant
NG appliance through the Configuration Changes Dialog.

NOTE

If there are problems with the loading, configuration changes may be rolled back by clicking the Rollback button
located in the Configuration Changes Dialog.

NOTE

Loading Access, or 'user-base' configuration, from one Sentriant NG appliance that differs from the other will trigger
a notification stating that all passwords will be reset to 'password'. This is due to the password encryption utilized to
secure user passwords. Access configuration can be moved within a monitored environment containing multiple
Sentriant NG appliances without resetting passwords, however moving the Access configuration to a Sentriant NG
appliance to a dissimilar environment will cause the user's passwords to be reset.
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Save Configuration From File Menu

The purpose of the Save Configuration from File menu is more for system back and to load
configuration data to new Sentriant NG appliances. All configuration data is saved into a file that
represents a configuration snapshot of the Sentriant NG appliance. The save file is defined by the
Sentriant NG appliance's hostname. The Sentriant NG appliance can be reconfigured by resetting the
Sentriant NG appliance to factory settings through the TUI using the same hostname as before and then
loading a saved configuration file. The saved configuration file may also be used when replacing
hardware if the current hardware is damaged or fails.

NOTE

Loading the file from one Sentriant NG appliance to another with a different hostname may result in errors.

To Save Configuration from the File Menu:

1 From the File menu, Select Edit Config > Save to file.

Sentriant Manager - AUS001(192.168.21.59) User Role: Admin

User Preferences
Close Wiew/Save a ks
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2 Select a folder to save the configuration file. The default folder is under SentriantManager/bin.
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3 Enter a name for the file.
4 Click Save selected file.
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Help

Save Configuration From the Configuration Changes Dialog

The purpose of save configuration from the Configuration Changes Dialog is to give administrators the
option of saving complex configuration changes to a file without persisting them to a Sentriant NG

appliance.

To Save Configuration from the Configuration Changes Dialog:

1 From the General Status Bar, click the Configure Changes button.
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iZonfigure Changes
2 Click the Save to File button.
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3 Select a folder to save the configuration file. The default folder is under SentriantManager /bin.
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4 Enter a name for the file.
5 Click Save selected file.
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Save Configuration From Navigation Bar

The purpose of save configuration from the Navigation Bar is to give the administrator the option of
saving specific subset configuration settings. For example, from the Navigation Bar, right-clicking on a
rule will save that rule and its configuration components. Right-clicking a rule set will save all the
subrules assigned and the rule set information. Right-clicking a Segment Set will save the rule set,
personality set, and Segment Set information.

NOTE

Saving segments is a Sentriant NG ‘appliance-specific' task since the interfaces define the segments and the
configuration is saved with the segments. Therefore, segments should only be loaded to originating appliance.

Loaded configuration components that may be shared between Sentriant NG appliances are decoys,
rules, rule sets, personalities, personality sets, and alerts.

NOTE

Loading access, or 'user-base' configuration, from a Sentriant NG appliance that is outside of the protected fabric,
will trigger a notification stating that all passwords will be reset to 'password'. This is due to the password encryption
utilized to secure user passwords. Access configuration can be moved within a monitored fabric containing multiple
Sentriant NG appliances without resetting passwords, however moving the Access configuration to a Sentriant NG
appliance outside the fabric will cause the user's passwords to be reset.

To Save Configuration from the Navigation Bar:

1 From the Navigation Bar, select a component to save.
2 Right-click and select Save to file.
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3 Select a folder to save the configuration file. The default folder is under SentriantManager/bin.
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4 Enter a name for the file.

5 Click Save selected file.
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Load Configuration Settings

Loading is done from the File menu by selecting the appropriate file. Once the file has been loaded, the
user can review changes displayed in the Navigation Bar represented by the new/delete/modify icons.
If the loaded changes are satisfactory, the changes can then be saved to the Sentriant NG appliance
through the Configuration Changes Dialog.

NOTE

If there is a problem loading configuration changes, they may be rolled back by clicking the Rollback button located
in the Configuration Changes Dialog and start from the current configuration.

NOTE

Loading access, or 'user-base' configuration, from a Sentriant NG appliance that is outside of the protected fabric,
will trigger a notification stating that all passwords will be reset to 'password'. This is due to the password encryption
utilized to secure user passwords. Access configuration can be moved within a monitored fabric containing multiple
Sentriant NG appliances without resetting passwords, however moving the Access configuration to a Sentriant NG
appliance outside the fabric will cause the user's passwords to be reset.

To load Configuration Changes:

1 From the File menu, select Edit Config > Load from file.
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2 Navigate to a saved export file and click the Open button.
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Once the Open Dialog closes the load is complete. You can check the success of the load by clicking
the Configuration Changes button in the General Status Bar to bring up the Configuration Changes
Dialog. The dialog will display a list of pending configuration changes from the loaded file.

o
@b nomE

When loading the configuration file, only configuration items that are not alike will be displayed in the dialog. In
other words, if no configuration changes have been made from the loaded file versus the current configuration,

the dialog will be empty.
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@ Anpliance

The Appliance Panel within the Sentriant NG Manager is used as a system management and
monitoring tool.

At the bottom left of the screen in the General Status Bar is the Appliance Health icon that shows the
health or state of the Sentriant NG appliance. The following states are shown:

3o The Sentriant NG appliance is working normally

wming  There is a problem that could escalate into an issue. For example, disk space is close to
maximum usage.

E B An error indicates a threshold has been exceeded. For example, disk space is above maximum
usage.

LE LT Indicates that the Sentriant NG appliance is off-line.

The icon in the General Status Bar represents a status but does not specify the area that is in question.
Clicking on the Appliance Health Icon brings up the Appliance Health Panel. This panel contains an
overview of categories being monitored.

The features included within the Appliance Panel are:

e Date and Time - The purpose of the Date/Time Panel is to synchronize the time between the
Sentriant NG appliance and workstations running Sentriant NG Manager.

e Maintenance - The purpose of the Maintenance Panel is for the administrator to perform
maintenance tasks such as restarting, changing the name, IP Address and other Sentriant NG
appliance functions.

e Health - The Health Panel displays Sentriant NG appliance services for disk, database and network
activities. Each service is linked with notification features that alert the administrator of problems
with the health of the Sentriant NG appliance. Sentriant NG Manager appliance notifications cover
the following:

e Disk Management - monitors individual disk partitions
e Database Management - monitors database, table, and archive statistics

o Network Interface Management - monitors each network interface link

Date and Time

The purpose of the Date/Time Panel is to synchronize the time between the Sentriant NG appliance and
workstations running with Sentriant NG Manager. There are two methods to synchronize time, one is to
manually enter the time using the time and date controls, the other method is to specify a remote server
using the Network Time Protocol.

To set the date and time manually:
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1 From Appliance tab > Date/Time, set the date/time using the controls.

2 Select a time zone from the list.

NOTE

Changing the time zone will require a reboot of the Sentriant NG appliance to take affect.

NOTE

The date/time must be within +/- five (5) minutes of the Sentriant NG appliance and the workstations running
Sentriant NG Manager. If the times are not synchronized, the traffic on the segments will not be displayed
correctly in the Monitor Panel.

E Sentriant Manager - AUS001(192.168.21.59) User Role: Admin
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3 Click the Apply button to save the date/time change or Time Zone change and restart the appliance.

NOTE

Depending on the Sentriant NG appliance and the network connection, it may take several minutes for the
Sentriant NG appliance to complete the restart. Once the restart has completed, you may log back into Sentriant
NG Manager. If the Sentriant NG appliance has not restarted, an error will be displayed at the Sentriant NG
Manager login screen.

To set a remote server using Network Time Protocol:
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1 Click the Enable Network Time Protocol checkbox.
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2 Click the New NTP Server button.
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3 Enter the IP Address of the NTP Server and click OK.

Add NTP Server IP Address

IP Address: 192.168.10.12

e

4 Click the Apply button to save the NTP Server settings.
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The NTP Server is added to the Date and Time panel.

Maintenance

Maintenance activities can be performed on Sentriant NG appliances from the Sentriant NG Manager
remotely to ensure that the Sentriant NG appliance and its services are operating normally.
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The Maintenance Panel contains the following appliance information:

Appliance IP - IP Address of the Sentriant NG appliance
Hostname - Name given to the Sentriant NG appliance during initial configuration
Current Rev - Current Sentriant NG Manager software version loaded on the Sentriant NG appliance

Previous Rev - If the software has been update, the previous version will be displayed.

Status - Displays information regarding the status which can be Online, Offline, Restarting or Error

Double-clicking on a Sentriant NG appliance or right-clicking and selecting Details brings up the Details
Panel containing two tabs, Mgmt IP Settings and Software.

Right-clicking on a Sentriant NG appliance will display the pop-up menu containing available actions

that can be performed on a Sentriant NG appliance. See “Maintenance Actions” on page 308 to learn
more about the individual actions.
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The Mgmt IP Setting Tab is where changes can be made on the following parameters:

Name - Edit the name of the Sentriant NG appliance

IP Address - Edit the IP Address of the Sentriant NG appliance

Subnet Mask - Edit the IP Address of the Subnet Mask

Default Gateway - Change the default gateway to another by entering the new IP Address

Additional information about the appliance is also displayed:

e Serial Number - Serial number of the appliance
e Management Interface - Physical Port designated as the management port of the appliance

e Appliance Type - Model of the Sentriant NG appliance
The Software Tab displays the following:

e Update Status - Status of software updates which can be Inactive or Active
® Details - Results of the last software update/rollback
e Date - Date and time in UTC of the last software installation or update
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Edit Appliance Name

You may change the name of the Sentriant NG appliance at any time once the appliance has been
initially configured.

To change the name of an appliance:

1 From the Appliance > Maintenance tab, select a Sentriant NG appliance.
2 Click the Edit Name button.
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3 Enter a name. The name should be no longer than 200 characters.
4 Click the OK button.
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5 Click Yes to save changes.
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The Maintenance panel is updated with the new appliance name.
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Edit Appliance IP Configuration

It may become necessary to change the IP Addresses of a Sentriant NG appliance due to moving the
appliance or standardizing Sentriant NG appliance IP Addresses.

o
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If the IP Address is changed, it will no longer monitor segment traffic. The Sentriant NG appliance will need to be

reinitialized.

To change the IP Address of a Sentriant NG appliance:
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1 From the Appliance > Maintenance tab, select a Sentriant NG appliance.

2 Click the Edit Appliance IP Configuration button.
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From the Configure Appliance IP dialog, you can edit or change the IP Addresses for the Appliance
IP, Subnet Mask, and the Default Gateway. You may change one, all or a combination.

3 Enter an IP Address for each of the items that you want to change.

4 Click OK.
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Maintenance Actions

Maintenance actions can be performed to Sentriant NG appliances from the Sentriant NG Manager. The
purpose of the actions is to ensure that the Sentriant NG appliance and its services are operating

normally. The following actions can be taken:

e Export Logs - Exports log files from the Sentriant NG appliance to a specified location
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Reboot - Reboots the selected Sentriant NG appliance
Shutdown - Shuts down the Sentriant NG appliance

Update Software - Uploads a patch from a specified location with the latest Extreme Network
software updates for the Sentriant NG appliance and Sentriant NG Manager

e Rollback - Rollback the installed patches to the previous software version

® Details - Brings up the Details Panel which contains additional information about the selected
Sentriant NG appliance

e Editing SNMP Agent - Allows retrieval of SOC information through an SNMP agent

Maintenance Actions can be accessed by right-clicking on a Sentriant NG appliance displayed in the list
within the Maintenance Panel.

Export Support Logs

The Export Support Logs is used to pull support log files off the Sentriant NG appliance and store them
on the client. These logs are pulled off the Sentriant NG appliance from "/var/log/Extreme".

The logs are stored in a tar (.tgz) file that can be viewed using Winzip or other similar compression
software package.

To export log files from a Sentriant NG appliance:

1 From Appliance > Maintenance tab, select a Sentriant NG appliance.

2 Right-click and select Export Support Logs.
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3 Select a folder to save the export file.

4 Click Export to begin exporting the support files.
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5 Once the export has been completed a dialog is displayed. Click OK to close the dialog.

\ 1 ) Export of Support Logs - Completed

Reboot

Rebooting of the Sentriant NG appliance may be necessary to clear any unusual behaviors such as
network interruptions or disk errors. Reboots can be done at the Sentriant NG appliance or remotely
through the Sentriant NG Manager.

To reboot a Sentriant NG appliance:

1 From Appliance > Maintenance tab, select a Sentriant NG appliance.
2 Right-click and select Reboot.
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3 The Reboot dialog opens. Click OK to start the reboot process.

Sentriant Manager
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Select CK to reboot the selected appliance.
Rebaat takes several minutes to complete.
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4 The Manually Initiated dialog opens. Click Exit to close Sentriant NG Manager and give the
Sentriant NG appliance time to reboot. You will need to restart Sentriant NG Manager after the
reboot has completed.
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Sentriant Manager - DALO01{192.168.21.59) User Role: Admin
File Wiew Monitor Events Reports View Config  Edit Config  Appliance  Help

Maritar | Events | Reparts | View Canfig || Edic Conf\gl Appliance ‘

Appliance |Maintenancs "l wm 4pO0OX
--DatefTime

Current Rev Previous Rev
--Health

| Man ually Initiated

e 2.30-4842 /i Online

The Appliance has been restarted.
Select Exit to close this application.
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NOTE

Depending on the Sentriant NG appliance and the network connection, it may take several minutes for the
Sentriant NG appliance to complete the reboot. Once the reboot has completed, you may restart the Sentriant
NG Manager. If the Sentriant NG appliance has not rebooted, an error will be displayed at the Sentriant NG
Manager login screen.

Shutdown

Shutting down the Sentriant NG appliance may be necessary to perform software updates and other
workstation related activities where the Sentriant NG appliance may detect an erroneous threat.
Shutting down the Sentriant NG appliance can be done at the Sentriant NG appliance or remotely
through the Sentriant NG Manager.

To shutdown a Sentriant NG appliance:

1 From Appliance > Maintenance tab, select the Sentriant NG appliance.
2 Right-click and select Shutdown.
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3 Click the OK button to start the shutdown process.
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Select CK to shutdown the selected appliance,
Shutdown takes several minutes,
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4 The Primary Shutdown dialog opens. Click Exit to close Sentriant NG Manager and give the

Sentriant NG appliance time to reboot. You will need to restart Sentriant NG Manager after the
reboot has completed.
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Management is disabled when the Appliance is offline.
Select Exit to close this application.
Allows several minutes befare attempting to reconnect.
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Depending on the Sentriant NG appliance and the network connection, it may take several minutes for the
Sentriant NG appliance to complete the shutdown.

Update Software

When new features are available for the Sentriant NG appliance and Sentriant NG Manager, patches
will become available. These patches can be used to update the current configuration using the Update
Software action.

Before a patch is applied to a Sentriant NG appliance, the administrator should verify the current
software version loaded on the Sentriant NG appliance.

To verify software version:

1 From the Appliance > Maintenance Panel, select the Sentriant NG appliance.

2 Determine the current revision and previous revision of the Sentriant NG appliance.
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3 Select Software Tab to view details about the last update.

The Software Panel displays the following:

e Update Status - Active or Inactive

e Details - The results of the last software update/rollback

e Date - The date of the last update
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To update software:

1 From the Appliance > Maintenance panel, select the Sentriant NG appliance.

2 Right-click to bring up the pop-up menu.
3 Select Update Software.

Sentriant NG Manager User Guide, Software Version 2.5



Sentriant Manager - DALOO1(192.168.21.59) User Role: Admin

Wiew  Maonitor

File Ewents Reports  Wiew Config  Edit Config  Appliance  Help

| Maritr | Events | Reports | view Config | Edit Conflgl Appliance |

Appliance

‘Ma\ntsnan:e

v|

4 oO00OX

i Date/Time

Appliance IP Hostname Current Rew Previous Rewv Status

E 192.168.21.59 DALDO1

Online

Reboot
ikl

Rollhack
| Mamt 1P Settings | Software | Select Al
Deselect Al
Update Status: Inactive v Detais
Details: nia
Date:

wed 09/21/2005 20:22:04 UTC

= & © % [porzzizoos 1423 e

4 The Update Software dialog is displayed.
5 Click the Browse button.
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6 From the File Chooser, select the patch to install.
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7 Click the Update button to begin the update process.
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When the update begins the following process occurs:
e the client pushes the patch to the Sentriant NG appliance

e the patch is applied to the Sentriant NG appliance in a test mode that verifies the file changes
have been loaded correctly and that the changes are successful

e reboots the Sentriant NG appliance and applies all of the Extreme software components

Once the Sentriant NG appliance completes the software update, the admin can then upgrade the
Sentriant NG Manager software following the on-screen instructions.

8 Click the Exit button to close Sentriant NG Manager.
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The Sentriant NG appliance is update with the Current Revision number and Previous Revision

number.
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Rollback

The Rollback action is used to rollback the software version currently on a Sentriant NG appliance.

NOTE

When a rollback is performed, the Sentriant NG appliance will restart and no longer be monitoring network traffic.

To rollback the software version on a Sentriant NG appliance:

1 From Appliance > Maintenance panel, select the Sentriant NG appliance.

2 Right-click to bring up the pop-up menu.
3 Select Rollback.
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A dialog is displayed that gives the user a warning of the pending rollback changes.

4 Click OK to continue with the software rollback.
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The Sentriant NG appliance will initiate a restart and perform the rollback. The Status column will
be updated whether the rollback was successful or not. Sentriant NG Manager must be closed when
you run the unistaller. The previous version of Sentriant NG Manager then is reloaded using a web
browser and connecting to the Sentraint appliance by entering the IP Address.
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Software Rollback Completed

Details

Brings up the Details Panel which contains additional information about the selected Sentriant NG

appliance.

To display the Details Panel:

1 From Appliance > Maintenance panel, right-click the Sentriant NG appliance.

2 Select Details.
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To hide the Details Panel:

1 From Appliance > Maintenance panel, right-click the Sentriant NG appliance.

2 Select Details.
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SNMP Agent

By enabling the appliance SNMP Agent settings, clients can retrieve SOC information through an SNMP
agent instead of using the SOC user interface.

To configure SNMP Agent settings:

1 From the Appliance > Maintenance panel, right-click the Sentriant NG appliance.

NOTE

The SNMP server must first be added to the access list using Edit Config > Access > Clients for the SNMP
server to connect to the SNMP agent on the appliance.

2 Select SNMP Agent.

Sentriant NG Manager User Guide, Software Version 2.5



SN U1 = W

E|Sentriant Manager - SeverSensor01(192.168.21.59) User Role: Admin
File View Monitor Ewvents Reports View Config Edit Config  Appliance  Help

_ >
Monitor | Events | Reports | View Config | Edit Config | Appliance
Appliance Maintenance vl 4ApOOX

Appliance IP Hostname: Current Rev

i--Health

SeverSensorD. 5
Export Support Logs

Reboot
Shutdeown

Update Software Eg

Dt ails

E @, %2 [11/z2/2006 07:43 UTC

Click on the SNMP Enable check box.

Enter the Community Name. Default is public.

Enter the Port number of the SNMP agent. Default is 161.
Click the OK button.
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Health

The purpose of the Health Panel is to display services and Sentriant NG appliance operations in real
time giving the administrator a visual representation of problems with the Sentriant NG appliance.
Services and appliance components monitored are:

Disk Management - Monitors individual disk partitions
Database Management - Monitors database, table, and archive statistics

Network Interface Management - Monitors each network interface link

NOTE

The Health Panel shows the current state of the appliance once the Health Panel opens. Click the Refresh button to
refresh the appliance information if necessary.

To view the health of the Sentriant NG appliance:

From the Appliance tab, select Health from the navigation list. The following information is provided
for the Sentriant NG appliance:

The IP Address of the Sentriant NG appliance

The Hostname given to the Sentriant NG appliance during initial configuration

The status of the Sentriant NG appliance, which is either Online or Offline

The status of Software Synchronization between the Sentriant NG appliance and workstations
running the Management Console

The status of the hard drives within the Sentriant NG appliance
The status of the Sentriant NG appliance database

The status of the network connections to the Sentriant NG appliance

The cumulative time that the Sentriant NG appliance has been running since the last shutdown or
reboot

Icons within the panel represent the status of each component, disk, database, network. If an issue is
encountered, the icon will change from a normal status to either warning or error.
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Details

Details about the health, or working status, of the Sentriant NG appliance's hardware components and
services can be viewed by either double-clicking on an appliance or right-clicking and selecting Details.

To view Disk details:

1 Double-click on the Sentriant NG appliance or right-click and select Details.

2 C(Click the Disk tab.

The Disk Details panel organizes information by Disk Partition. The information for each disk

partition is:
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1K-blocks - Total number of 1K-blocks for the partition
Used (bytes) - Total number of used Bytes for the partition

Available (bytes) - Total number of remaining Bytes available for the partition

Use % - Percent of used space consumed on the partition
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To view Database Statistics details:

1 Double-click on the Sentriant NG appliance or right-click and select Details.

2 Click the Database tab.

3 Select Database Stats from the drop-down list. (NOTE: this is the default view)

The Database Details panel organizes information by database name. The information for each database

1s:
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Name - Database name

Max Transactions - Maximum number of transactions

Used (Bytes) - Total number of used Bytes for the database

Available (Bytes) - Total number of remaining Bytes available for the database
Max (Bytes) - Size in Bytes of the database partition space

Used Rate (kb/sec) - Number of kilobytes used per second for data transfer

Transactions - Number of transactions completed since either last reboot or startup

Transaction/second - Number of transactions completed per second

Use % - Percent of used space consumed by the database
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To view Database Table Statistics details:

1 Double-click on the Sentriant NG appliance or right-click and select Details.

2 C(Click the Database tab.

3 Select Database Table Statistics from the drop-down list.

The Database Details panel organizes information by database table name. The information for each

database table is:
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Name - Table name
Size - Current table size in Bytes

Average Row Size - Average row size in Bytes

Approximate Row Count - Current approximate rows per table
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To view Database Archive Statistics details:

1 Double-click on the Sentriant or right-click and select Details.
2 Click the Database tab.

3 Select Database Archive Statistics from the drop-down list.

The Database Details panel organizes information by the date and time in UTC when the archive was
performed. The information for each database is:
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Type - Type of archive performed
Table Name - Name of the database table

none

Date - Date and time in UTC when the archive was performed

Uncompressed Bytes - Size of the database table before compression in Bytes
Compressed Bytes - Size of the compressed database table

Compression Type - Type of compression used for the data. Compression types are normal, fast,
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To view Network details:

Double-click on the Sentriant NG appliance or right-click and select Details.

Click the Network tab.

The Network Details panel organizes information by the Sentriant NG appliance's physical interface.

The information for each interface is:
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Interface - Name of physical network interface
Link - Link status, either “up” or “down”

Packets Received - Number of packets received by the Sentriant NG appliance since either last
reboot or startup

e DBytes Received - Total Bytes received by the Sentriant NG appliance since either last reboot or
startup

Bytes Sent - Total Bytes sent by the Sentriant NG appliace since either last reboot or startup

Packets Dropped - Number of packets dropped by the Sentriant NG appliance since either last
reboot or startup

e Bytes Processed - Total Bytes received and processed by the Sentriant NG since either last reboot
or startup

e Link State Changes - Number of times the link status has changed, for example the link status
went from link “up” to link “down” 3 times
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@ Glossary

access client

admin

alerts

ARP Horizon

bad packet

broadcast domain

cloak

Workstations that have Sentriant Manager installed and that are
accessing a Sentriant NG appliance. Access clients, based on the type
of user logged in, can perform Sentriant NG appliance configuration
actions, can monitor the fabric and perform manual and automatic
mitigation activities.

System Administrator - Extreme Networks Sentriant NG appliance
system user with full read/write access to system and application
monitoring, display, and control commands.

The Sentriant NG appliance can be configured to send alerts notifying
the administrator that threat behavior has been detected. Sources or
rules trigger alerts to be sent. Alerts can be sent via E-mails, SNMP
Syslog, or a combination of all.

An Address Resolution Protocol (ARP) Horizon is the area of a
network in which MAC addresses can be resolved. ARP is also
commonly referred to as Broadcast Domain or segment when referring
to the Sentriant NG appliance. Network devices within an ARP
Horizon communicate directly without passing traffic through a
router.

A packet that does not conform to the protocol standard has been
detected indicating a possible attack.

Also known as ARP horizon, a broadcast domain is the area of a
network in which all network devices can communicate with each
other without going through a router.

A patent-pending technique by which the Sentriant NG appliance
unilaterally controls and terminates a communications flow between
two or more computers. Cloaking can be manually or dynamically
invoked by the Sentriant NG appliance when threats are identified or
policy conditions violated.
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C (Continued)

cloak all

cloak on demand

communication stream

D
deception
detection
dismiss
DNS

E
escalate

event viewer

Cloak All inserts itself into all communication paths that exist between
all known used IP Addresses of the monitored network and removes
threats from the communication stream, while other traffic is allowed.

The source will remain cloaked until the configured threat time-out
has been exceeded. At this time, the Sentriant NG appliance removes
itself from the data path between all monitored addresses and threat
sources, barring the existence of another threat that would not allow
uncloaking.

When Cloak is selected as the response to a threat, the Sentriant NG
appliance initially inserts itself into communication paths for only the
devices that have communicated with the threat and removes the
communication stream. Traffic to/from other (non-threat) hosts will be
permitted. Once the threat source is determined to no longer be a
threat it can be Uncloaked so that communication is permitted within
the Sentriant NG appliance's protected segments.

The transmission and receiving of packets between two hosts.

A special technique that is employed by the Sentriant NG appliance to
mislead hackers by providing misleading data about the network.
Deception uses configurable OS and IP personas to slow attackers.

The screening and identification of network traffic for potential worms
or viruses that may attack or infect hosts by the use of configurable
rules. Rules are configured that look inside individual packets for
suspicious behavior. If a rule is triggered, a mitigation action, or
response, may be taken either automatically or manually.

Command to dismiss a threat to a priority of watch. Threats with
priority status of high, medium, low or suspect can be dismissed to a
watch priority. The threat will remain a watch unless the threat
triggers a rule with a higher priority level.

Domain Name System - An Internet service that translates domain
names into IP Addresses.

To manually increase the priority status of a threat to a higher priority
level. The priority level can be escalated from any priority to a higher
priority by applying a configured rule to the threat. For example a low
priority can be escalated to a high priority. The threat will remain at
the higher priority until the rule times out. The threat, if still present,
will return as the lower priority if it triggers a rule.

The event viewer panel used to view and manage network activity

events. The Events Viewer maintains logs about Sentriant NG
appliance configuration, network activity events.
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exclude Exclude is used to fine tune IP Addresses and ports to be monitored
when Include is used to monitor range(s) of IP Addresses. For
example, if an IP Address falls within the Include IP Addresses that
are used for network management purposes only, it may become
necessary to exclude that IP Address to prevent erroneous threats. By
adding the IP Address to the Exclude tables, it will not be monitored
by the Sentriant NG appliance.

fabric Term used that covers the IP Addresses and traffic between the IP
Addresses monitored by Sentriant NG appliance(s). A fabric may be
made up of multiple switches, gateways, and Sentriant NG appliances
of a WAN.

include Include allows the configuration of specific IP Addresses and ports to
be monitored by the Sentriant NG appliance. IP Addresses and ports
are added to a rule using a session profile that sets a single or range of
source and/or IP Addresses and ports. When session profiles are
added to a rule, only values that are in the session profile are
monitored on the source segment. For example, if you wish to create a
Too Many Protected Web Server rule where protected web server IP
Addresses are 10.10.10.1 through 10.10.10.5 with one more at
10.10.10.19, then a session profile would have the following values:

Source IP - empty
Source Port - empty
Target IP - 10.10.10.1-5,19
Target Port - empty

If you only wanted to count the threats on port 80, then you would
change the Target port to 80.

If no session profiles are entered, then by default all traffic will be
included.

IP Address Also referred to as Internet Protocol Address. It consists of four 8-bit
numbers (represented as integers) called octets. Most often, each part
of the IP Address is a number between 0 and 225; however, the first
number must be less than 224 and the last number cannot be 0.
Networks using the TCP/IP protocol to route messages based on the
IP Address of the destination. Connecting a private network to the
Internet requires using registered IP Addresses (called Internet
Addresses) to avoid duplicates.

MAC Address The low-level address consisting of a 48-bit hexadecimal number (12
characters) assigned to a device on an ethernet network. MAC
addresses are resolved to IP Addresses via ARP. Each NIC is assigned
a unique address at the factory.
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MAC Validation

management segment

manual escalation

masked source

monitor

native segment

network segment

NMAP

NTP

observer

A process performed by the Sentriant NG appliance that validates the
low-level address sent by a host consisting of a 48-bit hexadecimal
number (12 characters) assigned to a device on an ethernet. Each NIC
is assigned a unique address at the factory. In cases where IP
Addresses are found to be spoofed as, the Sentriant NG appliance will
trigger a rule that may either cloak, snare, or send decoy information
based on the rule that is triggered.

The segment identified during Sentriant NG appliance configuration
that will be used to manage and monitor the appliance.

The Sentriant NG appliance admin has chosen to manually respond to
a specific source IP Address as a potential threat and change the threat
priority to high, medium or low which will trigger a rule and
configured mitigation actions.

When a threat is detected by the Sentriant NG appliance but the
source of the attack cannot be immediately determined, the source is
referred to as masked. This usually occurs during initial network
segment startup when the Sentriant NG appliance has not yet learned
all of the address mappings, or when a spoofed packet is sent through
a gateway utilizing a protected IP Address.

Monitoring screens and tracks suspicious and potentially threatening
network behavior across one or more network segments that are
under the protection of the Sentriant NG appliance. Threat behavior
can be monitored whether it originates from a source inside or outside
of the Sentriant NG appliance's protected range.

The portion of an ARP Horizon or Broadcast Domain that is native to
a switch and does not need Qtag identifiers since the IP Addresses are
not broadcast as a VLAN.

The portion of an ARP Horizon or Broadcast Domain that is protected
by the Sentriant NG appliance. Segments have multiple attributes
necessary for proper operation that are configured using “Edit
Configuration” for segments.

A network scanning/mapping tool used to determine the network
topology and type of network.

Network Time Protocol. A standard for synchronizing a user's system

clock with the "true time" defined as the average of many high-
accuracy clocks around the world.

Extreme Networks Sentriant NG appliance system user with read-only
access to the system and application controls.
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operator

packet

packet match

application

data/mask

frame

match

network

offset

Extreme Networks Sentriant NG appliance system user with read/
write access to all of the application monitoring and display
commands but does not have access to network segment configuration
and Sentriant NG appliance maintenance.

A piece of a message transmitted over a network. One of the key
features of a packet is that it contains the destination address in
addition to the data.

A Sentriant NG appliance can be configured with packet match rules.
The administrator can define a specific portion of the packet which
must match a supplied data value. In defining the packet location, the
admin must specify the packet base. The base is a well known, defined
location in the packet (by protocol specification).

A packet match rule specifying an application-based location indicates
that the offset and data parameters should be applied starting at the
end of the the Transport Header. This is typically considered the data
portion of the TCP or UDP packet. In ICMP it marks the end of the
ICMP control header and the beginning of the ICMP data. The
application header extends to the end of the data packet.

A packet match rule that compares the contents or data of a packet (at
the specified base/offset) with the user supplied data value. If a mask
is specified, then the contents of the packet (at the specified base/
offset) will first be logically AND'ed with the Mask value and the
result will be compared to the data value.

A packet match rule specifying a frame-based location indicates that
the offset and data parameters should be applied starting from the
Frame header of the packet. Most commonly, the Ethernet header is
stored within the Network portion of the packet.

An administrator can configure whether packet match rules should
trigger for packets that Match the defined parameters, or for packets
that do not match the supplied parameters.

A Packet Match rule specifying a network-based location indicates
that the offset and data parameters should be applied starting from
the Network header of the packet. Most commonly, the IP protocol
header is stored within the Network portion of the packet.

For packet match rules, the administrator must first define a base from
which an offset can be defined. This will describe the network header
that should be inspected. The offset defines the number of bytes, into
a specified header, that should be advanced before inspection begins.

The offset value also provides a second field for input (after a '-'). If
this field is populated, the Sentriant NG appliance will search the data
packet, starting at the specified offset and end at the value provided in
the second input field.
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receive

transmit

transport

personality

personality set

ping flood

policy

port scan

protected range

Qtag

The admin can specify the direction in which packet match traffic
should be inspected. If Receive is selected, then packets which are
received by the source (as responses to a communication stream
initiated by the source) are inspected to determine if the packet
contents match the supplied parameters.

The admin can specify the direction in which packet match traffic
should be inspected. When Transmit is selected, the packets which are
transmitted by the source are inspected to determine if the packet
contents match the supplied parameters.

A packet match rule specifying a transport-based location indicates
that the offset and data parameters should be applied starting from
the Transport header of the packet. Most commonly, the TCP, UDP or
ICMP protocol header is stored within the Transport portion of the
packet.

A personality is a set of open ports designed to emulate a particular
OS. It is used to mislead source hosts when a query or probe is
conducted. A personality can be configured as a Linux, Windows 98,
Windows XP-based system, or a user-customized personality. Ports
may be added to the personality that are watched for source host
activity.

A personality set is made up of multiple personalities. The percentage
of personalities sent to a host may be configured within a set. For
example, a personality set may consist of Linux, Windows 98, and
Windows XP. Each is set to 30 percent as a response with the
remaining 10 percent set to vacant.

A ping flood is an attempt to use Internet Control Message Protocol
(ICMP)-based packets, (for example, to attempt a denial of service
ping attack) to determine the layout of a network.

A collection of configuration settings that are applied to a Segment Set
that defines Sentriant NG appliance detection and response actions.

When a host on the network scans a specified number of ports on a
single target that has been detected. This could indicate an attempt to
determine what services are running on the scanned host.

The range of IP Addresses under the protection of a Sentriant NG
appliance.

The Institute of Electrical and Electronics Engineers (IEEE) standard
802.1Q enables VLAN traffic to span many broadcast domains or
switches. It does this by inserting a special Qtag that carries a VLAN
identifier (VID) into each Ethernet frame. This tagged traffic carries
VLAN membership information between switches, thus enabling a
VLAN to span multiple switches.
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response

rule

rule set

Segment Set

slow scanning

SMTP

snaring

SNMP

source

SPAN port

spoof count

The action taken by the Sentriant NG appliance to counter potential
worms or viruses that may attack or infect hosts. Responses are
triggered by rules or personalities.

Rules are what drive the detection and response actions of the
Sentriant NG appliance. Once a segment is configured and is being
monitored by the Sentriant NG appliance, configurable rules are
created to detect and respond to malicious network activity.

A collection of rules assigned to a Segment Set.

A Segment Set is a collection of segments that exhibit similar policy
behaviors. For example, if a Segment Set is reserved for DHCP clients
(laptops), then a set can be created containing all laptops within a
segment and then parameters can be set for rules, deception
distributions and modifiers. Creating segments is accomplished using
the Segment Assistant.

A tactic employed by the Sentriant NG appliance specifically designed
to significantly increase the time it takes for an external host to scan
the monitored network, causing the attacker to consume time and
resources. This feature is only enabled when deception is turned on
and slow scan is part of a configured personality.

Simple Mail Transport Protocol - A TCP-based application layer, Internet
standard protocol for sending E-mail messages between servers. The
Sentriant NG appliance uses it to send alerts and allow remote
monitoring.

A Sentriant NG appliance uses a special technique to engage and hold
TCP-based attacks, thus preventing them from spreading. Snaring ties
up an attack thread so it cannot move to another computer, slowing or
even stopping the attack. This feature is enabled when deception is
turned on and if snaring is part of a configured personality.

Simple Network Management Protocol - Industry standard network
management protocol that is used to send alerts.

An IP Address that has originated traffic in a monitored network
segment and attempts to communicate with a target.

Switched Port Analyzer - Mirrors network traffic from a switched
segment onto a specified port for traffic monitoring purposes.

The number of spoof IP Addresses sent from a computer or device.
For example, a source IP Address of 1.1.1.2 has spoofed IP Addresses
of 2.2.2.1,2.22.2,222.3 and 2.2.2.4 totalling four(4).
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spoof origin

spoof packet

spoof packets

spoofed as

suspect

Syslog

target

too many externals

too many unprotected

too many used

too many unused

Universal Time

The computer or location where a spoofed as IP Address or spoof
packet originated. In IP spoofing, an attacker gains unauthorized
access to a computer or a network by making it appear that a
malicious message has come from a known computer by “spoofing”
the IP Address of that machine.

A packet whose source IP has been changed but its MAC address
remains constant.

Packets that are sent out from the local network but have a false
source address. This could signal the presence of a virus, worm or a
rogue gateway.

The address that was given as the false source of a spoof packet.

A suspect is a source which has communicated with a configurable
number of Unused Hosts (the default is usually one). A suspect can be
escalated to a Threat.

A method of collecting message logs from many systems. Each system
sends short text messages to a syslog recorder. The recording system
may record these in any desired manner including writing them to a
file, sending them on to other systems, and printing them out. The
Sentriant Manager uses Syslog for alerting users of activities on
Sentriant NG appliances.

The host or workstation that a source host attempts to communicate
with.

A local system on the network is contacting a large number of external
hosts. This could signal the presence of a virus or worm.

A local system on the network is contacting a large number of remote
hosts. This could signal the presence of a virus or worm.

Too many used (i.e., real) IP Addresses have been contacted by a
single host. A used address is an address that has a real machine
associated with it.

The Sentriant NG appliance has detected a source attempting to
contact too many unused IP Addresses.

A time scale that is the basis for the worldwide system of civil time.
Referred to as Coordinated Universal Time (abbreviated UTC), this time
scale is maintained by highly precise atomic clocks located around the
world. UTC is accurate to a nanosecond per day.
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used A host or workstation using an IP Address within the protected range
of a Sentriant NG appliance. It responds to Address Resolution
Protocol (ARP) requests and sends traffic on the network.

v
VLAN Virtual Local Area Network - A logical, or administratively configured,
LAN or broadcast domain that is defined by software rather than by
fixed, physical port connections.
W

watch A watch is a source that has communicated within (or itself resides
within) the protected range(s) of the Sentriant NG appliance.
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@ Index

A deceive, 241
deception, 119, 124, 131, 152, 330
access, 119, 131 deception decoy, 77
access activity, 86 deception exclude, 77
access client, 120 decoys, 124, 220
across all segments, 43 Destinations, 121
across all segments action, 47 detection, 128, 255, 330
add a protected range of IP addresses to the disable segment ports, 209
segment, 218 disengage and engage, 44
add as gateway, 80 display the fabric details panel, 320
add gateway(s) to the segment, 217 DNS, 330
add |IP addresses to never tables, 242
Adding Switches, 252 E
address space actions, 79
admin, 119, 138 edit alerts, 281
alerts, 119, 121, 131, 143 edit detection properties, 259
Appliance, 252 edit number of property, 261
application, 333 edit packet match property, 266
ARP horizon, 329 edit priority, 274
associate a personality set, 240 edit response properties, 274
associate a rule set, 239 edit response time out, 279
associate a segment to a segment set, 238 edit response type, 278
associating rule and personality sets, 239 edit segment deception, 220
associating with a segment set, 189 edit source and target IP types, 264
edit spoof properties, 271
B edit time out period, 276
edit time period, 263
bad packet, 329 event viewer, 330
broadcast domain, 128, 329 exclude, 77, 255, 331
exclude from Rule responses, 241
C exclude IP address, 79

exclude IP address tab, 286

change segment name, 202 export log files from a Sentriant NG appliance,

Client Configuration, 120 309

cloak, 241, 278, 329

cloak all, 330 F

cloak on demand, 224, 330

communication stream, 102, 330 fabric, 301, 331
create a segment set, 236 frame, 333
creating clients, 141

creating personalities, 154 G

creating personality sets, 158

creating user accounts, 139 gateway/router, 78
D H

data/mask, 333 host, 256

date/time panel, 301
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include, 77, 331

included IP addresses, 282

Initial Segment Configuration, 131
IP address, 331

IP address lookup, 82, 102

IP Address Select/Deselect All, 83
IP Sets, 126

L

last traffic, 62
look up a target’s IP address, 73

look up IP address on the web, 48, 102

look up source IP address, 50

M

MAC address, 62

MAC validate, 241

match, 333

modify subnet and mask, 214
monitor, 332

named items, 119, 125, 131
network, 333

Network Activity, 27

Network Activity Details, 95

Network Activity Events Actions, 102
network segment, 111, 131, 220, 255
network time protocol, 301

network topology, 119, 127, 131
never cloak, 120

NMAP, 332

NTP, 332

number of hosts, 261

number of packets, 261

number of ports, 261

0

observer, 332

offset, 333

omitting communication streams, 243
operator, 333

overall session activity report, 113

P

packet, 99, 256, 333
packet match, 261
pairing ports, 210

per-segment suspect and threat trend report, 114
personalities, 124

personality, 62, 334

personality set, 124, 239, 334

policy, 119, 128, 131, 334

port per host, 256

Port Sets, 126

primary, 206

protected range, 218

Q

Qtag, 334

querying address space, 78
querying IP Types, 25
querying sources, 46
querying targets, 71

R

reboot a Sentriant NG appliance, 310
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using the sources panel, 28
using the targets panel, 59

vV

verify software version, 314

view affected targets, 31

view database archive statistics details, 326
view database statistics details, 324

view database table statistics details, 325
view disk details, 323

view Network Activity events, 93

view network details, 327

view segments, 25

view source details, 33

view Source IP Addresses, 28

view source IP list, 62

view the health of the Sentriant NG appliance,
322

viewing address space details, 76

viewing target IP addresses, 59

VLAN, 128, 337

W

watch, 337



Sentriant NG Manager User Guide, Software Version 2.5



	Table of Contents
	Introduction
	Installing Sentriant NG Manager
	To install the Sentriant NG Manager:

	Getting Started
	Running Sentriant NG Manager
	To start Sentriant NG in Windows:

	Log In to Sentriant NG Manager
	To login to Sentriant NG Manager:

	Using the Online Help System
	To start online Help:



	Overview
	Navigating the Sentriant NG Manager
	Menu Bar
	Status Bar
	General Status Bar
	Tab and Folder List
	Information Panel
	Panel Navigation Bar

	Customizing the Screen
	Sorting Data
	Showing and Hiding Status Bar
	Showing and Hiding General Status Bar

	Getting Help
	Messages and Tool Tips
	Context-Sensitive Help
	Sentriant NG Manager Version Information
	Icon Legend

	Contacting Support

	Monitor
	Status Bar
	Action Bar
	Network Activity
	Using the Sources Panel
	View Source IP Addresses
	View Affected Targets
	View Source Details
	General
	IP
	Port
	Packet
	Threats
	Responses
	Across all Segments

	Source Actions
	Disengage and Engage
	Querying Sources
	Across All Segments Action
	Look up an IP Address on the Web
	Look up a Source IP Address
	Threat - Escalate and Dismiss
	Response - Cloak and Uncloak
	Selecting and Deselecting Sources


	Using the Targets Panel
	Viewing Target IP Addresses
	Targets Details
	View Source IP List
	Source IP List - IP Lookup
	Source IP List - Threat
	Source IP List - Response

	Querying Targets
	Looking Up Target IP Addresses

	Trend Chart

	Address Space Panel
	View IP Addresses
	Viewing Address Space Details
	Querying Address Space
	Address Space Actions
	Exclude IP Address
	Add as Gateway
	Reset Candidate Flags
	IP Address Lookup
	IP Address Select/Deselect All
	Show/Hide Details Panel


	Access Activity
	Active Sessions


	Events
	Appliance Events
	Audit Events
	Network Activity Events
	View Network Activity Events
	Network Activity Details
	General
	IP
	Port
	Packet
	Threat

	Network Activity Events Actions
	Show Event Stream
	Lookup IP on the Web
	IP Address Lookup
	Select and Deselect Events
	View Network Activity Details Panel
	View Network Activity Targets Panel



	Reports
	System Overview Report
	Enhanced Reporting
	Threat Report
	Audit Report


	View Configuration
	Access
	User Accounts
	Clients

	Alerts
	Destinations
	Sources

	Deception
	Personalities
	Personality Sets

	Named Items
	IP Sets
	Port Sets
	Traffic Sets

	Network
	Segments
	Segment Sets
	Appliance

	Policy
	Rules
	Rule Sets


	Edit Sentriant NG Configuration Settings
	Initial Segment Configuration
	Access
	Creating User Accounts
	Deleting User Accounts
	Creating Clients
	Deleting Clients

	Alerts
	Creating SMTP Destinations
	Deleting E-mail Destinations
	Creating SNMP Destinations
	Deleting SNMP Destinations
	Creating Syslog Destinations
	Deleting Syslog Destinations
	Setting Up Sources

	Deception
	Creating Personalities
	Deleting Personalities
	Creating Personality Sets
	Deleting Personality Sets

	Named Items
	Creating IP Sets
	Deleting IP Sets
	Creating Port Sets
	Deleting Port Sets
	Creating Traffic Sets
	Deleting Traffic Sets

	Network
	Runtime
	View Sentriant NG Information
	View and Configure Segments
	Configuring a Segment
	Specifying Subnets
	Edit Segment IP Address
	Setting Gateways
	Setting Protected Ranges
	Associating with a Segment Set
	Setting Logical Ports
	Setting Deception Mode

	View and Edit Interface Information
	Switch Mirror Mode

	Segments
	Adding Segments
	Segment Name
	Segment IP Address
	Segment Logical Ports
	Add/Remove Logical Ports
	Enable a Segment’s Port
	Disable Ports
	Pair Ports
	Unpair Ports

	Subnet and Mask
	Gateway
	Protected Range
	Edit Segment Deception
	Cloak
	Full Cloak
	Local Cloak Validation
	Allow Unprotected Cloak

	Advanced Segment Parameters
	Deleting Segments
	Port Verification

	Segment Sets
	Creating Segment Sets
	Associating Segments
	Associating Rule and Personality Sets
	Exclude from Rule Responses
	Omitting Communication Streams
	Cloak Actions
	Advanced Cloak Actions Settings


	Switch Information
	Adding Switches
	Testing the Switch


	Policy
	Rules
	Creating a New Rule
	Deleting Rules
	Edit Detection Properties
	Edit Rule Name
	Edit “number of” Property
	Edit Time Period
	Edit Source and Target IP Types
	Edit Rule Description
	Edit Packet Match Property
	Edit Spoof Properties

	Edit Response Properties
	Edit Priority
	Edit Time Out Period
	Edit Response Type
	Edit Response Time Out
	Edit Alerts

	Included IP Addresses
	Excluded IP Addresses

	Rule Sets

	Save/Load Configuration Settings
	Save Configuration From File Menu
	Save Configuration From the Configuration Changes Dialog
	Save Configuration From Navigation Bar
	Load Configuration Settings


	Appliance
	Date and Time
	Maintenance
	Edit Appliance Name
	Edit Appliance IP Configuration
	Maintenance Actions
	Export Support Logs
	Reboot
	Shutdown
	Update Software
	Rollback
	Details
	SNMP Agent


	Health

	Glossary
	Index
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W


